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Abstract:

Cloud computing delivers on request services to its clients. Data storage is among one of the main
services delivered by cloud computing. Cloud facility provider crowds the data of data holder on their
server and employer can use their data from these servers. As data, employer and servers are different
characters, the example of data storage brings up many security tests. In this paper, we will discuss the

different types of techniques that are used for secure data storage on cloud.
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I. INTRODUCTION

Security and privacy views as maincomplication
on cloud computing i.e. conserving confidentiality,
integrity and availability of data. A simple solution
is to encrypt the data before uploading it onto the
cloud.This method confirms that the data are not
visible to outside users and cloud managers but has
the restriction that plain text based searching
algorithm are not applicable.

Cloud computing has become increasingly vital
due to many associated features such as availability
of data at any time,small cost storage.Mobile
devices can gather personal data from many sensors
within a smaller period of time and device based
data contains of valuable data from users. But,
mobile access presents many difficulties such as
access to desired data, duplication to make data
easily available,security of data, and Al techniques
for quick and actual access to data. There are five
types of cloud storage as Personal Cloud
Storage,Public  Cloud Storage,Private  Cloud
Storage and Hybrid Cloud Storage.We can describe
cloud storage as storage of the data online in the
cloud.-When storage of data on cloud, it looks as if
the data is stored in a exact place with specific

name.In this paper, we discuss the security errors in
data storage and the mechanisms to overcome it.

II. SECURITY AND PRIVACY ISSUES IN
DATA STORAGE

Security in the cloud is achieved, in part,
through third party controls and assurance much
like in traditional outsourcing arrangements. But
since there is no common cloud computing security
standard, there are additional challenges associated
with this. Many cloud vendors implement their own
proprietary standards and security technologies, and
implement differing security models, which need to
be evaluated on their own merits.

Thus, the security challenges faced by
organizations wishing to use cloud services are
not radically different from those dependent on
their own in-house managed enterprises. The
same internal and external threats are present and
require risk mitigation or risk acceptance. In the
following, we examine the information security
challenges that adopting organizations will need
to consider, either through assurance activities
on the vendor or public cloud providers or
directly, through designing and implementing
security control in a privately owned cloud.
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III. CLOUD SECURITY THREATS

All paragraphs must be indented. All paragraphs
must be justified, i.e. both left-justified and right-
justified.

A. Confidentiality

Cloud providers with huge data stores holding
credit card details, sensitive government or
intellectual property andpersonal information, will
be subjected to attacks from clusters, with
significant resources, attempting to recover data.
This contains the threat of hardware attack, social
engineering and source chain attacks by dedicated
attackers.  For  confirming  confidentiality,
cryptographic encryption algorithms and robust
authentication mechanisms can be used. Encryption
is the procedure of changing the data into a form
named cipher text that can be understood only by
authorized users. Encryption is an efficient method
for protecting the data but have the problem that
data will be vanished once the encryption key is
closed.

B. Integrity

The integrity of data within composite cloud
hosting environments such as SaaS configured to
share computing resource betweenclients could
provide a threat against data integrity if
organization resources are effectively segregated.It
is a technique for ensuring that the data is real,
precise and protected from unauthorized users. As
cloud computing supports resource allocation, there
is a possibility of data being despoiled by
unauthorized users

C. Availability

As the cloud provider has increasing
responsibility for change management within all
cloud delivery models, there is a risk that changes
could present negative effects. These could be
caused by software or hardware changes to present
cloud services.
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Fig.1Issues of Data Security and Privacy in Cloud Computing

D. Data Privacy

In the cloud, the privacy means when workers
visit the sensitive data, the cloud services can
prevent possible adversary from inferring the user's
behaviour by the worker's visit model (not direct
data leakage).

IV.  CONCLUSIONS

Data security and privacy protection problems are
applicable to both hardware and software in the
cloud architecture. Cloud computing enables users
to store their data in remote storage location. But
data security is the major threat in cloud computing.
Due to this many organizations are not willing to
move into cloud environment. This study is to
analysis  different security techniques and
challenges from both software and hardware
aspects for protecting data in the cloud and goals at
enhancing the data security and privacy protection
for the reliable cloud environment. In this paper, we
make a relative research analysis of the existing
research work regarding the data security and
privacy protection methods used in the cloud
computing.
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