
International Journal of Scientific Research and Engineering Development-– Volume 2 Issue 5, Sep – Oct 2019 

                                  Available at www.ijsred.com 
  

ISSN : 2581-7175                                ©IJSRED: All Rights are Reserved                                          Page 776 

 

 

                 E-Passport  Using RFID Tag and Fingerprint Sensor 
 

Shubham Kailas khairnar, Prasad Prakash Bhamare, Abhishek Sharad Hire,                

Junaid Moinuddin Khan 
 

 Department of Computer Engineering, Late G.N. Sapkal College of Engineering, University of Pune, Nashik, India. 

 

 

----------------------------------------************************----------------------------------

I. Abstract: 
            Advancements in technology have created the chance of larger assurance of correct travel document 

possession, however, some issues relating to security and effectiveness stay unaddressed. Electronic 

passports have notable a good and quick readying all around the world since the International Civil 

Aviation Organization the globe have adopted standards whereby passports will store biometric identifiers. 

The employment of life science for identification has the potential to create the lives easier, and therefore 

the world folks board a safer place. The aim of biometric with RFID Tag suggests that e-passports are to 

stop the misappropriated entry of a person into a selected country and limit the employment of counterfeit 

documents by a lot of correct identification of a person. This paper analyses the fingerprint biometric e-

passport style. These papers concentrate on the privacy and private security of bearers of e-passports, the 

particular security profit countries obtained by the introduction of e-passports victimization fingerprint 

recognition systems. The research worker analysed its main crypto graphical features; the fingerprint life 

science presently used with e-passports and regarded the encompassing procedures. Research worker-

centered on vulnerabilities since anyone willing to bypass the system would select a constant approach. On 

the contrary, only wishing on them could create a risk that didn't exist with previous passports and border 

controls. The paper conjointly provides a security analysis of the e-passport victimization fingerprint 

biometric with RFID tags that are supposed to produce improved security in protective biometric info of 

the e-passport bearer. 
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II. INTRODUCTION 

 
An E-Passport is an ID document that possesses connected biometric data of its bearer. It’s embedded in 

the RFID tag that is accomplished by crypto graphical practicality. The triple-crown implementation of 

biometric techniques in documents like E-Passports aims to the strength of border security by decreasing 

the chance of the document's holder. 

The e-passport additionally offers substantial edges to the rightful holder by providing a lot of refined 

suggests that of confirming that the passport belongs thereto person which it's authentic, while not privacy. 

The states square measure presently supplying e-Passports, which corresponds to quite five-hundredths of 

all passports being issued worldwide. This represents an excellent sweetening in national and international 
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security because it improves the integrity of passports by the one written within the document and to the 

physical characteristics of the holders, and permits machine-assisted verification of biometric and account 

data to verify the identity of travellers. 

 

III. RELATED WORK 

 

Problem Statement: 

Physical passport verification is time intense and error-prone. This project eliminates forgery and time 

wastage in confirming passports. RFID tags and fingerprint scanner stores a singular code with a special 

coding that's wont to access the user knowledge hold on the info. 

 

Literature survey: 
 

An E-Passport holder holds an electronic chip like RFIDs and fingerprints. The chip holds similar 

information that's written on the passport info page like the passport holder's name and different info. An 

E-Passport holds a biometric authentication. The United States wants that the chip ought to contain a 

digital photograph of the passport owner. All E-passport issued by Visa discharge Program countries and 

also  u. s. have safety features to stop the unauthorized analysis or "scanning" of knowledge keep on the E-

passport chip. 

This RFID and biometry technologies were projected in the paper "The study of recent technologies 

utilized in the E-passport system". Personal credentials and bearers biometric information is kept on RFID 

chip that is employed in a verification method by border security officers. consecutive generation of e-

passports can implement additional advanced science mechanism, conjointly referred to as Extended 

Access management, and especially a protocol cited as Chop Authentication that protects an e-passport 

can implement additional advanced science mechanism, conjointly referred to as Extended Access 

management, and especially a protocol cited as Chip Authentication that protects an e-passport against 

biological research and exchangeability attacks. The Extended Access management Suite of Protocols has 

found minor attention within the literature as yet. 

 

 

OBJECTIVE: 

 
1. To analyse and verify the benefits of e-passport. 

2. To build a recommendation on improvement on the     

    present used a passport.  

3. To style, associate degrees construct an RFID and     

    biometric passport system example. 

 

IV. METHODOLOGY 
 

RFID Technology:  

 

Radio Frequency Identification (RFID) is an automatic identification method whose concept is based on 

retrieving data from radio waves embedded onto a label-style material using devices called RFID tags or 

transponders, Readers, and antennas. The RFID technology is used in many different Identification 

systems in the form of barcodes and embedded chips. The RFID tag is a small microchip designed for 
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wireless data transmission. It contains the same information as a passport's data page—the passport 

holder's name, nationality, gender, date of birth, place of birth and digitized photo. RFID tags can be one 

of two types: active or passive. Active tags are those which are run by battery, while passive does not have 

batteries. So they supply their power by using the power obtained from radio signals emitted by the RFID 

readers to operate. To read the information on the chip, the RFID reader energizes the chip circuitry by 

wirelessly emanating power and communicating through its antenna which is usually built into the RFID 

Reader and the RFID Tag to improve the signal. The designed-in operation vary of the chip electronic 

equipment is incredibly small; it should be command among ten centimetres of the reader. 

 

Fingerprint Identification:  

 

A fingerprint in its slender sense is a control left by the friction ridges of a personality's finger. In a wider 

use of the term, fingerprints are the traces of control from the friction ridges of any a part of a personality's 

or different primate hand. A print from the foot may leave control of friction ridges. A friction ridge could 

be a raised portion of the cuticle on the digits (fingers and toes), the palm or the only of the foot, 

consisting of one or more connected ridge units of friction ridge skin. These are usually referred to as 

"epidermal ridges" that are caused by the underlying interface between the dermal papillae of the derma 

and also the interpapillary (rete) pegs of the stratum. These dermal ridges serve to amplify vibrations 

triggered, for example, when fingertips brush across Associate in a nursing uneven surface, better 

transmitting the signals to sensory nerves involved in fine texture perception. These ridges conjointly 

assist in fascinating rough surfaces, as well as smooth wet surfaces. 

ARCHITECTURE: 

 

 

 
 

 

Figure 1.Architecture of the proposed methodology 
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V. CONCLUSION 

The project has analysed the key current and 

potential uses of RFID in distinguishing documents. 

The vital feature of this project is security and time 

wastage concerned invalidation of passports. The 

inclusion of RFID technology into computer-

readable documents can improve their lustiness 

against fraud. 
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