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Abstract: 
Cloud computing software and applications have grown dramatically in recent years, generating a 

turnover of more than $ 219 billion worldwide in 2016. The share of SaaS (Software as a Service) is a 
majority and should, thanks stable growth, alone generating nearly $ 100 billion by 2020.Due to cloud 
computing systems ability to run and operate all the available programs like a normal computer and 
practically cloud computing ability to execute programs of any length and complicacy , it has become 
popular among companies from small, mid-size to large corporations. In this research paper, an attempt 
has been made to provide an overview of Cloud Computing, Cloud applications, benefits of Cloud 
Computing and security risks in Cloud Computing. 
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I. INTRODUCTION 

Cloud computing [1] is a concept of deporting 
remote servers from the computer processing 
traditionally located on the user station. Users or 
businesses are no longer managing their IT 
servers, but they can now access many online 
services in a scalable way without having to 
manage the underlying infrastructure, which is 
often complex. Applications and data are no 
longer on the local computer, but - metaphorically 
speaking - in a cloud ("cloud") composed of 
several remote servers interconnected by means of 
an excellent bandwidth essential for fluidity of the 
system. Access to the service is through a standard 
application readily available, mostly a web 
browser. 

The concept of computing in the cloud is 
comparable to that of the distribution of electrical 
energy. The power of calculation and storage of 
information is offered for consumption by 
specialized companies. As a result, companies no 
longer need their own servers, but entrust this 

resource to a company that guarantees computing 
power and on-demand storage. 

According to the approaches of the companies, 
three forms of cloud computing are distinguished 
as: 

• Internal private clouds 

• External private clouds 

• External public clouds  
 

II. THE LOCATION OF CLOUD APPLICATIONS IN 

SAAS, IAAS, AND PAAS MODELS [2] 

Cloud Computing is composed of several 
services offered as a subscription: 
 

• IaaS: Infrastructure as a Service 

• PaaS: Platform as a Service 

• SaaS: Software as a Service 

A. IaaS or Infrastructure as a Service 

An IaaS solution provides the IT infrastructure, 
that is, the virtualization solution, servers, 
networks, and data storage. This cloud computing 
service requires skills and autonomy from the 
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administrator to manage the operating system, 
applications, data, and so on. The IaaS allows to 
dematerialize only the hardware infrastructure. 

B. PaaS or Platform as a Service 

A PaaS solution provides the services of IaaS 
(hardware dematerialization) as well as 
middleware’s applications: operating system, web 
server, database, etc. 

The advantage of this solution is its 
evolutionary side, as well as a pre-configuration of 
the technical environment. 

C. SaaS or Software as a Service 

A SaaS solution provides the software or 
application, bringing together the services of IaaS 
and PaaS plus the installation, maintenance and 
configuration included. It is an interface that 
allows the simple use of the software and does not 
require any prior computer or technical 
knowledge. SaaS software is often in the form of 
monthly subscriptions. 

III. PRINCIPLES OF OPERATION OF CLOUD 

COMPUTING APPLICATIONS [3] 

Cloud computing in SaaS mode consists of 
renting all the software (applications and software) 
essential to the functioning of the company. These 
are stored on a remote server and accessible 
through the web. Software and software remain 
the property of the service provider. The company 
remunerates the provider via a subscription or à la 
carte, according to its consumption. 

Users can access SaaS applications and services 
from any device, from any location using an 
internet connection. Among the most popular 
applications and software in SaaS mode, there are 
desktop and collaborative tools, messaging and 
integrated management software packages (ERP, 
CRM or accounting software).  

Messaging, header applications in SaaS mode 
In France alone, SaaS messaging services are 

used by 87% of SMEs. The reasons for this 
success are numerous. Employees certainly need 
to be able to view their business e-mails wherever 

they are, on their Smartphone or on their personal 
computer. 

A. Collaborative tools in cloud computing mode 

Collaborative tools allow the employees of an 
organization to work on the same document 
simultaneously without having to manage multiple 
versions. The added data is updated in real time. 
Change History allows user to restore an older 
document version in one click. Collaborative tools 
are particularly interesting for streamlining and 
optimizing teamwork. Among the most used 
software, we can mention Microsoft Office 365, 
which reached 85 million users / month globally in 
2016 or G Suite, including Gmail, Google Docs, 
Drive and Agenda. 
 

B. CRM applications in the cloud 

When it comes to customer relationship 
management, cloud computing applications work 
wonders. Cloud computing significantly increases 
the responsiveness of sales teams, centralizes, 
prioritizes and shares customer and prospect data, 
regardless of the sales channel used. Among the 
most used solutions, we can mention 
Salesforce.com, a sales force tool characterized by 
an adaptation to all business issues. 

The Dropbox document storage and sharing 
platform, Zendesk IT support, Amazon Web 
Services and its range of services and offers 
tailored to each need are some of the best SaaS 
applications. 

IV. THE BENEFITS OF CLOUD COMPUTING [4] 

Cloud adoption has been fast and 
comprehensive. Initially, the top three reasons for 
businesses to embrace cloud services are: 
flexibility of service delivery, operational 
efficiencies, and scalability. About 70% of 
companies say they have acquired (or will 
acquire) a competitive advantage by using cloud 
services. 

Key benefits of cloud computing include: 

A. A quick implementation 
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Companies only need to register and use the 
applications in the cloud: it's instantaneous. 

Even the most complete enterprise applications 
are operational in just a few days or weeks, instead 
of months or years. 

B. No or few initial costs 

No more arbitrary initial costs, companies can 
start using applications immediately. 

Cloud software can significantly reduce or 
eliminate capital expenditures; the service is 
covered by a monthly all-in-one package. 

C. Instant scalability 

With cloud applications, the number of users 
can adapt to the needs of the business over time. 

Companies pay only for what they need and do 
not have to worry about a lack of capacity. 

D. No maintenance 

Applying patches, upgrading and testing 
applications can keep the IT team busy for several 
days a month. With cloud applications, this burden 
disappears. 

Everything is managed in the Cloud and your 
staff is free to focus on new projects and innovate. 

E. Accessibility from everywhere 

Cloud apps are designed to be securely 
accessible anywhere and from any connected 
device. 

F. Improved security 

Large companies lose an average of 265 laptops 
a year. If the data they contain is confidential, the 
security risk is serious. 

With cloud applications, data is stored securely 
in the cloud and by avoiding usage of hard drives. 

Examples of CLOUD APPLICATIONS 

A. Google Drive 

Google Drive is a pure Cloud Computing 
service. It offers online storage, and works with 
Google Docs, Google Sheets and Google Slides 
cloud apps. This service is accessible from a 
computer, from a tablet, or even from a 
smartphone, as well as mobile applications Docs 
and Sheets. Most Google services can be classified 

as Cloud Computing. This is the case of Gmail, 
Google Calendar, and Google Maps for example. 

B. Apple iCloud 

 Mainly used for online storage, backup, Apple 
iCloud is also useful for synchronizing emails, 
contacts, or even the calendar. All data is available 
on iOS, Mac OS, or Windows devices from the 
iCloud Control Panel. Apple also offers cloud 
versions of its Pages word processor, Spreadsheet 
spreadsheet, and Keynote presentation software 
for all iCloud users. The platform also allows 
iPhone owners to use the Locate my iPhone 
feature. 

C. Amazon Cloud Drive 

Amazon essentially offers MP3 music storage 
and photos. Amazon Prime subscribers have 
unlimited storage capacity. Amazon Cloud Drive 
is also used to store purchased content for Kindle. 
In summary, this platform is used to store all 
digitalcontent purchased from Amazon. 

V. THE IMPORTANCE OF CLOUD APPLICATION IN 

VARIOUS DOMAINS 

A. Iot (Internet of Things) [5] 

One of the first connected objects is the mobile. 
Beyond, it is the everyday equipment that is 
targeted, urban furniture, transport, medical 
equipment, energy ... Multiple applications 
germinate and could profoundly change the 
economic models of certain sectors (insurance, 
health, logistics, transportation, energy ...). 
Initiatives (Google Home, Amazon Echo, Amazon 
IoT Button) also encourage this dynamism. 

To facilitate the exchange of data between 
connected objects and systems that process 
information that is sent through them or that gives 
them instructions to perform, cloud applications 
and APIs play an increasingly key role in the Iot 
sector. 

Decision-makers turn to the cloud to support 
IoT projects. On-the-fly processing of data 
retrieved or captured by connected objects 
promotes the use of cloud computing solutions. 
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Four business sectors will be more inclined to 
use cloud computing for such projects. This is the 
industry regardless of the segment (automotive, 
aeronautics, agri-food, luxury, cosmetics, etc), 
service operators (water, energy, waste treatment, 
telecoms, transport, etc), distribution and trade as 
well as the public sector with many projects 
maturing around the "smart city". 

B. Cloud to strengthen the security of health data [6] 

If detaching health data is essential for the 
industry to gain flexibility, the safety, 
confidentiality and protection of patient data must 
remain a major concern to of health care 
providers. 

Using cloud allows healthcare professionals to 
improve their compliance and security status. 
Rather than managing their own infrastructure, 
cloud users have access to an environment 
designed for organizations requiring the highest 
levels of security, including data centres with 
some of the most stringent physical controls in the 
world. 

 
While the cloud can achieve high levels of 

security, users still want to retain control of their 
data access. With the cloud, they always retain 
ownership and control, as well as the ability to 
encrypt, protect, move or delete them. Health and 
life science players also benefit from cloud 
computing, confidential practitioner-patient 
transaction management, inventory tracking, and 
website and application optimization. For 
example, Philips relies on the AWS cloud to build 
a database that analyses and stores patient data 
from 390 million imaging exams, medical records, 
and patient data to improve patient care. The cloud 
implementation provides the reliability, 
performance, and dimensional flexibility needed 
to protect patient data as the global digital 
platform grows. 

C. The interest of cloud applications in the e-

commerce sector [7] 

Cloud Computing applications can outsource to 
remote servers. This saves users from having to 

buy software, install it, and save it all the time. In 
addition, the change of computer or support says 
obligation to install the software again, the 
versions may differ depending on the tool used 
which requires to adapt the file. The use of cloud 
applications is therefore an essential time saver 
but also an ease of use. Cloud applications is 
characterized by its flexibility. Indeed, depending 
on the skill level of the user, it is possible to 
manage your own server or just use the 
applications remotely. 

A cloud application in this sector allows you to 
focus on your e-commerce and not on 
maintenance and management. It does not have 
any capacity issues, so you do not have to worry 
about the size of your files either. Moreover, as 
long as the users have an internet connection, they 
will be able to instantly consult their numbers as 
well as their files. They will be able to update, for 
example, their customer data, without having to go 
back to the office, simply from your smartphone. 

D. Business cloud applications [8] 

The cloud in business, meets a dazzling success. 
Among the key information highlighted by this 
study, we find that 77% of companies have at least 
one application or part of their IT infrastructure on 
the cloud.  

E. Cloud Computing in the education sector [9] 

Institutions can manage a large amount of data 
through cloud applications, to facilitate teaching 
and learning, to initiate student and student data 
analysis initiatives, and to manage IT operations. 
Or even storage, database, analytics and 
application deployment that can reduce costs, 
scale applications, respond quickly to emergencies 
and meet needs constantly evolving students and 
modern students. 

VI. CLOUD APPLICATIONS FACING SECURITY [10] 

Businesses are more confident about the cloud, 
including their critical applications and data. 
According to the Gartner curve of emerging 
technologies, any technology raises, at a certain 
point, exaggerated expectations. But one could 
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add that it also raises excessive fears. That's what 
happened to the cloud. A few years ago, 
companies were sceptical to put critical 
applications and data into the cloud. 

As companies launched their first POCs (proof 
of concept) and technology improvements, fears 
began to dissipate. The success of pure players 
whose business model, core business and 
production data are in the cloud, has helped to 
build confidence. 

• The second element that has paradoxically 
put companies in trust is the series of attacks 
on large public clouds in recent months and 
especially the way they resisted. 

• The third factor that increases business 
interest in the cloud is the Big Data 
phenomenon. Social media, mobile devices 
and connected objects can capture more and 
more valuable data for businesses. 56% of 
them consider these data critical for the 
business but their information systems are no 
longer able to exploit them. This leads them 
to more easily accept outsourcing storage and 
intelligent processing of this deluge of data. 

VII. CONCLUSION 

Today, anyone who uses the internet basically 
use the Cloud and even common tasks such as to 
edit documents on a shared drive, send e-mails, 
watch videos online, store files, share photos on 
Instagram: all these tasks are possible through 
cloud computing. 

For businesses, the cloud has been a vector of 
change. Whether they use the public cloud (hosted 
by third party providers) or a private cloud (hosted 
on site, but still providing mobile access), or a 
form made up of both, millions of large or small 
businesses now depend on Cloud for most of their 
computing needs. 
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