
International Journal of Scientific Research and Engineering Development

 

ISSN : 2581-7175                                                 

Blockchain: A

Anjali Singhal1,

1MCA Student, Department of IT, Jagan Institute of Management Studies, Sector 

2Professor, Department of IT, Jagan Institute of 

Abstract— The first person to work on a cryptographically 
secured chain of blocks was illustrated in1991 by Stuart Haber and 
W. Scott Stornetta. They wanted to execute a system where a 
document time count cannot be fortified. The first Blockchain was 
visualized by Satoshi Nakamoto in 2008. Nakamoto enhances the 
design efficiently by using the Hashcash method to time count the 
no of blocks without necessitating them that to be signed to reduce 
the size with which block to be added to the block or not. 
Nakamoto executed the design as a part of the cryptocurrency 
bitcoin, where it serves as a public ledger for all arrangements on 
the network. In this paper, we are going to learn more in
about Blockchain, the working of Blockchain, and how it is 
modernized the whole world. 
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Ledger, KYC using block chain Challenges with Block chain.

1.INTRODUCTION  

The technology that has had the most impact on our 
lifestyles in the last decade is Blockchain [1]
originally is Blockchain; it is a growing list of data that are 
called as blocks that are interlinked by using cryptography.  
Every block includes a cryptographic hash of the precedent 
block, a time count and transaction records. 

A blockchain is resistant to tampering of data. It is "a 
diffusion ledger that can record the transactions between 
two-person efficiently and in a permanent. way". Block is 
managed by sharing networks collectively attaching to a 
protocol for inter-node communication and for validating the 
new blocks. Once the new block is recorded, the data in all 
blocks of a chain cannot be changed without changing in all 
relative blocks, which need a consensus of the network 
plurality. Although the records of a block are not unalterable, 
a block can be considered as a secure design and exemplify 
the divide of a computer system with the high Byzantine 
fault tolerance. One can think about the blockchain as a 
ledger of transactions [2]. 

 

A Block chain is a decentralized, divided and often public, 
digital ledger that is used to record the transactions across so 
many systems so that any of the records cannot be altered 
retroactively without the alteration of relative blocks. With 
the use of this, it allows participants to verify and
transactions independently, which is inexpensive. Some of 
the blocks of Blockchain can be produced simultaneous, 
which creates a temporary pivot. The blocks hold the batches 
of valid transactions that are encrypted into a Merkle tree. 
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Blockchain excludes the no of risk which is come with data 
that is being held centrally. The decentralization of 
Blockchain may use for message passing and for dividing the 
networks. 

 

 

 

 

 

 

 

 

 

 

Fig:-1.1 Block chain Technology

2. TYPES 

There are three types of blockchain networks 
blockchains, private blockchains, consortium blockchains, 
and hybrid blockchains. 

2.1  Public Blockchain 

 It is open-source, which is designed decentralized in a 
fulfilling manner. It has no restrictions while accessing it. It 
is mainly censorship-resistant .it is an open
in terms of location, nationality, cast etc.
company to close it shut it down completely. A public 
blockchain has contained tokens for encouraging and 
rewarding participation inside the network. The public 
Blockchain named arrives from the public whose exact 
definition is 'to the public through the public 
public Blockchain everyone can take part in writing or 
reading or auditing any blockchain. This is the iterative 
process that confirms homogenize the previous block. The 
temperate is the average time that is taken for the network to 
establish one extra block in the existing Blockchain when the 
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time of the block complete, which contains data that is 
verified. 

 

2.2 Private Blockchain 

The name of this Blockchain has come from the property 
of any company or some people. In private Blockchain, 
people need permission for participating in different 
networks. In this, the right for transactions are given to that 
public who have been taking permission for operating such 
kinds of networks.they are highly centralizes than other 
blockchains unusually public Blockchain. This is helpful to 
those organizations that don't want to show or display their 
personal or sensitive data's to the public .it does not contain 
token sometimes. It gives an opportunity of accessing with 
reading or writing permissions only.no one can check and 
study this Blockchain themselves. They have more 
concentration upon general authority and government 
structure. Examples are the bank chain. 

2.3 Consortium  Or Federated Blockchain 

Consortium or federated Blockchain is a compound of 
private and public chains, it is shared by different people and 
have a separate nodes that can be accessed with or without 
permissions such as public or sometimes private blockchains. 
The charge of some blockchain is not on one person in fact it 
is dependent on whole organization where the best decision 
has been taken in terms of best for the company. Some 
people can review and audit such blockchains. Some people 
of the organization can run the whole node. And only some 
people of consortium can make the transactions. They acted 
better for the company and organization not singly but as in a 
group people in these groups can be centralized functions. 

 

3. USES OF BLOCKCHAIN 

 

3.1 Cryptocurrencies 

Cryptocurrencies and blockchains help in saving 
transaction and also recording them in a specified mannar.it 
is a currently having digitalized feature,it has an online 
transacting features which are handled and operated by sone 
centralized organization and authority.it can be transfer 
between two people with the help of keys such as public and 
private.you can shop,dine out with the family ,donate to 
some reasons or gift to some party. It is digital, so the public 
doesn't need to carry money such as coins and notes.it is a 
network of different computers working on open-source 
codes. The oldest cryptocurrencies that have been used is 
bitcoin.it is a simplest or cheapest and safer way to exchange 
scheme or the value that everyone can see. It gives a chance, 
and an opportunity does not matter of your colour 
nationality. It helps in two customers, two transfers and 
exchanging money between each more safely and efficiently. 
The blockchains help in novels that and give the world a way 
of using money from banks or to the governments for 
supplying the chains. Examples are r3, energy web 
foundations 

3.2 Financial services 

There are so many areas where the Blockchain is used in 
finance. Like in payment system where Blockchain is used in 

both domestic and international fund transfers. The domestic 
banks are likely to approach the blockchain technique they 
are given that they have heavily invested in current 
centralized solutions. The reason for internationally fund 
transfers that stand to gain is the large disparity between the 
rules and regulations as well as in the IT system between the 
banks of different countries. The domestic transfers can only 
take hours or minutes, and the international transfer may take 
several days for completion of a transaction. This is done 
because the banks need to make sure that they fulfil all 
required regulations. 

 

3.3 Supply Chain 

There are no efforts and companies that are working to 
employ blockchains in supply chain logistics and supply 
chain management. A supply chain within a supply chain 
management is a connection of every entity, industries, and 
resource also in the technology that connects everything for 
the production of products and services. There is so many 
application of blockchains in the supply chain like 
automotive supplier payments or like Electric power 
microgrids that shows how any size of entities can use 
Blockchain also the transactive grid which is an application 
that is running on blockchain check and divide the energy 
into other microgrids. And there are so many applications 
where Blockchain is used. 

 

4. BLOCKCHAIN IN BANKS 

4.1 Consortium Banking  

Automated selection criteria for syndicate formation in 
programmable smart contracts. It reduces the transaction fees 
to deliver the funds as well. Digitization of documents like 
contract, terms and condition documents using Blockchain 
and checks are automated. 

4.2 Payments 

The Indian banking sector has been growing successfully, 
innovating and trying to adopt and implement electronic 
payments to enhance the banking system. Though the Indian 
payment systems have always been dominated by paper-
based transactions, e-payments are  not far behind.  Ever 
since the introduction of e- Payments in India, the banking      
sector has witnessed growth like never before.Looking at the 
nature of today’s payment processing services, it makes it 
difficult to follow the movements of money. Even with 
current Know Your Customer rules, it can be challenging to 
link the name on a bank account to an identifiable person or 
company – though new "beneficial ownership" rules may 
make it more comfortable in the U.S. In some countries, 
secrecy rules prevent banks from revealing financial 
information about their customers to foreign regulators.  

 

4.3 KYC 

KYC processes are done to keep a financial database. They 
are collected and stored internally, also shared with third-
party agencies for verification and validation. Updated by 
banks in their internal repository upon successful validation 
and reported to central agencies. However, initiatives by 
private entities such as The Society for Worldwide  Interbank  
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Financial Telecommunication  (SWIFT),  banking 
consortiums, and government bodies have led to an upsurge 
in the number of KYC  registries.   

These  registries  act  as  centralized  repositories  that  store  
all  documents  and information related to KYC compliance 
whereas the central registry stores digitized data tagged to a 
unique identification number for each customer. Every bank 
and financial  institution has to perform the KYC validated 
information and documents to the central registry. By using 
the unique ID, banks can access the stored data to perform 
process individually and upload the due diligence whenever 
customers request for a new service within the same banking 
relationship or from another bank. 

5. SECURITY  CONCERNS OF BLOCK CHAIN 

5.1 Malicious entities 

This is the one of the most important security issue. 51% 
attack, one, or several, malicious entities gain majority 
control of a block chain’s hash rate. Because of majority 
hash rate they can reverse the transaction to perform double 
spends. 

5.2 Exchange Hacks 

Many of the exchange platforms are innately centralized, 
so they make the decentralized benefits of block chains 
obsolete. 

5.3 Software Flaws 

Most of the biggest block chains names proven their all 
types of attacks. Last year, software bugs in wallets and 
decentralized apps (dApps) led to over $24 million in 
damages. 

 

6. CHALLENGES  WITH BLOCK CHAIN 

 

� Scalability :  BlockChain works good with 

limited number of users but when the user 

number increase on the network, the transitions 

take longer to process. As a result, the 

transactions cost higher than usual, and this also 

restricts more users on the network. 
 
 

� Interoperability : Standardization is what the 

industry calls interoperability, Blockchain 

Technology is not supported by a few of the 

software platforms in the industry. Delivering a 

high quality reliable product is the main focus 

in any software development.[3]. Building 

better software and lead to some good 

reproducible research as compared to virtual 

machines. [4] 

 

� Security : As Blockchain has no central 

authority, so to maintain the security risk is 

difficult in the Blockchain, and users and 

organizations are prone to security attack. 

� Regulations and Governance : Blockchain 
doesn’t have standard rules and regulations, so it 
is difficult to main the rules and regulations and 
there is no authority to report any loss or  any 
such issues in the government. So Blockchain 
requires support from the government before 
adoption by financial institutions.  

� Initial Cost – Block chain saves transaction 
costs but setting up will require time and 
planning. The initial capital costs are a concern 
for banks. 

 

6. CONCLUSION 

There is a potential in Blockchain in Banking sectors. But 
to implement regulate and to understand the key features is 
essential. It can solve problems usually faced in financial 
institutions, but it has to be done with proper planning. 
Opportunities, feasibility, impact and proof of concept has to 
be determined by the banks. Incorporation of proper 
regulations with regulatory authorities needs to be done. 
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