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Abstract: 
            This research presented a neuro based strategy for real time protection of wireless broadband 

ecosystem against DDoS attack. This was embarked on after series of literature reviews which revealed 

that DDoS attack is the main attack model used by hackers to cause online threat. To address this problem, 

the study developed an intelligent security system based on the IEEE 802.11 methodology, using data 

collection, artificial neural network, system identification, training, classification and prediction. The 

system was designed using modeling diagrams, self defining equation, algorithms and then deployed on 

the wireless network using Simulink. The performance was evaluated using Mean Square Error (MSE), 

Regression (R), response time and it was observed that MSE is 0.0156Mu, R is 0.987 and time of response 

is 21.2ms which is very good according to the IEC 62591 standard for real time in wireless 

communication system. 
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I.     INTRODUCTION 

Recently, Information and Communication 

Technology (ICT) has grown sporadically, no 

surprise considering the huge benefits it presents 

such as the limitless ability to send, receive, store 

and retrieve information over wireless broadband 

networks. According to (Motukuri, 2016) wireless 

broad is a high speed telecommunication 

technology which allows remote communication 

access over a wide area network. This technology 

has been embraced worldwide as it facilitates 

interoperability between public and private 

enterprises, thereby enabling the exchange of 

varieties of data from one network to another.  

Over the year, studies have been proposed to 

improve the quality of wireless broad band 

network (Brauchhoff et al., 2010; Karun and Uma, 

2015), focusing mainly on the optimal throughput, 

routing speed, loss mitigation, latency mitigation 

among other key performance indicators of 

wireless network, but ignored the security 

architecture of the system which is the most vital 

component of any reliable communication 

network. This fundamental flaw in the Wireless 

Broadband Network (WBN) has been exploited 

by hackers to cause harm and theft. Hence the 

need for optimal security of WBN, even though it 

has been addressed in some studies using 

encryption techniques (Karun and Uma, 2015), 

genetic algorithms (Jongsuebsuk et al., 2014), 

machine learning algorithm (Masduki et al., 2015; 

Hodo et al., 2016; Hong et al., 2011) among 

others, yet the issues of data network security 

remains a top topic for discussion in the field of 

ICT.  

According to (Hodo et al., 2016; Lakhina et al., 

2004)  some of the recent threat models ranges 
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from man in the middle attack, wormhole attack, 

Distributive Denial of Service (DDoS) attack, etc. 

however the most employed in recent times is the 

DDoS attack. This attack type targets the WBN 

server and shut it down using flood of service 

request until the server gets overloaded and shut 

down (Mishra et al., 2011). Some of these attack 

cases were discussed in (Dawoud et al., 2010; 

Contel, 2020). 

Among the various security strategies already 

pointed out in (Karun  and Uma, 2015; Jong et al., 

2014; Masduki et al., 2015; Hodo et al., 2016; 

Hong et al., 2011) the use of Machine Learning 

Algorithms (MLA) have provided the best 

solution so far for real time detection of DDoS 

attack, compared to the counterparts. This is due 

to the ability of MLA to learn from training data 

and then make accurate decisions. However the 

effectiveness of each MLA is dependent on the 

types of problem under study. 

The problem of DDoS attack is a pattern 

recognition types as the feature vectors of the 

attack traffic are characterized with certain 

patterns different to the normal traffic. Hence this 

justifies the use of Artificial Neural Network 

(ANN) as the best MLA to address this challenge. 

However, the conventional ANN solutions as in 

(Kumar and Muthu, 2014; Suneetha et al., 2019) 

are unable to achieve real time threat detection 

objectives, despite their success and this has 

hindered the reliability of the system for optimal 

security solution against DDoS among other types 

of online threats. To address this challenge the 

researcher proposes a neuro predictive model 

which will be trained as a reference DDoS attack 

model and used to detect and predict time series 

DDoS attack model. This will be achieved in this 

paper developing a neural network predictive 

model and training it with data collected from a 

DDoS attacked WBN repository. This trained 

reference model will be used for time series 

classification to provide real time DDoS attack 

detection on WBN and isolate the threat. 

 

Literature review 

Senthilnayaki  and Kannan (2015) used generic 

based support vector machine to address the 

problem of DDoS attack on WBN and achieved 

95.38% detection accurate, however the limitation 

is delay detection time which was over 50 minutes 

delay time. Suneetha et al. (2019) presented a 

comprehensive survey of existing literature on 

cloud computing security challenges and solution 

is presented. At the end of this paper the authors 

identified the DDoS threat as the most recent 

threat methodology for cloud attack and proposed 

the use of artificial intelligence as the best 

approach to tackle the menace. Nabeel (2016) 

Presented a research work on data security model 

using artificial neural network and database 

fragmentation in cloud computing. The research 

was implemented using dynamic hashing 

fragmented components and implemented for 

storing fragmented sensitive secret data. The 

proposed algorithm applied shows high data 

security confidentiality on cloud database. 

However, the percentage accuracy was not 

specified in the work to justify the efficiency of 

the training algorithm. Alma et al. (2019) 

presented a network traffic analysis strategy 

against DDoS attack in air interface. The study 

was conducted to help mitigate the effects of 

DDoS on WBN, but despite the success was 

unable to detect the threat in real time. Keval et al. 

(2020) addressed the problem of DDoS in timely 

manner using internet of things and wireless 

sensor network, but the study can be improved 

using machine learning. Nadia (2020) used a 

multiple classification approach to address the 

issues of DDoS on WBN, but despite the success, 

the study was limited due to high computational 

time taken to detect the attack 

 

 

II.     METHODS AND SYSTEM MODELLING 

 

Senthilnayaki  and Kannan (2015) used generic 

based support vector machine to address the 

problem of DDoS attack on WBN and achieved 

95.38% detection accurate, however the limitation 

is delay detection time which was over 50 minutes 

delay time. Suneetha et al. (2019) presented a 

comprehensive survey of existing literature on 

cloud computing security challenges and solution 

is presented. At the end of this paper the authors 
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Figure 1: Architectural model of the WBN

 

The figure1 presented the architectural model of 

the case study WBN where interconnected users 

shares information over the cloud and are stored 

on the virtual server. The users communicated 

over the network based on IEEE 802.11 
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shares information over the cloud and are stored 
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over the network based on IEEE 802.11 
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devices. The aim of this research is to protect this 
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Model of the DDOS Attack  

 

The modeling of the proposed system was 

presented using universal modeling diagram and 

self defining equations. These design approach 

employs logical diagrams like the data flow 

diagram, system flow charts, use case and 

architectural diagram for the design of the new 

system. The data flow model of the DDoS attack 

model is presented in figure2; 

 Figure 2: Data flow diagram of the DDoS attack model

 

The model shows how attackers create multi 

virtual nodes which are packets IP and send to the 

server at the same time, which over loads it and 

then shut it down. The characteristics of the attack 

are presented using the data description Table 1 

which contains nine input  classes of the DDoS 

attack attributes as presented in the table 1;

 

Table 1: CAIDA DDoS dataset parameters 

(Source: Brauckhoff et al., 2010)
S/N Name  Description 

1 Average 

Packet  time 

interval 

Time interval close 

to zero seconds 

since agent send 

multiple data very 

fast 

2 Average 

Packet flow 

size 

They have the same 

packet size usually 

less then 100bytes

3 Protocol type  TCP, UDP, UP or 

more 

4 TCP SYN No  server response 
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Figure 2: Data flow diagram of the DDoS attack model 

The model shows how attackers create multi 

virtual nodes which are packets IP and send to the 

server at the same time, which over loads it and 

then shut it down. The characteristics of the attack 

resented using the data description Table 1 

which contains nine input  classes of the DDoS 

attack attributes as presented in the table 1; 

Table 1: CAIDA DDoS dataset parameters 

(Source: Brauckhoff et al., 2010) 
Description  Data 

Type  

Time interval close 

to zero seconds 

since agent send 

multiple data very 

Continuit

y type 

They have the same 

packet size usually 

less then 100bytes 

Continuit

y type 

TCP, UDP, UP or Integers  

No  server response Discrete 
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response acknowledgement type 

5 Destination IP Similar IP 

destination within 

short time 

Continuit

y type 

6 Average packet 

flow rate 

DDoS is sending 

large packet flow in 

order to disable the 

server 

Discrete 

type 

7 Land 

connection  

1 if connection is 

from same host  or 0 

if otherwise 

Binary 

8 Packet size 

variance  

Massive number in 

small time frame 

Continuit

y type 

9 IP flood Flooding the server 

with numerous IP at 

ones 

Continuit

y type  

 

Model of the artificial neural network 

Model of the artificial neural network is designed 

considering the number of input attack vectors 

from table 1 and then feed forward to the neural 

network as a nonlinear auto regressive (NARX) 

model as shown below: 

 

y(k+d)=N(y(k),y(k−1),…,y(k−n+1),u(k),u(k−1),

……u(k−n+1))                                      1 

 

The NARX is a mathematical functions used by 

neural network to identify dynamic time series 

events for training. Where u(k) is the attack 

feature vectors input, N is the non linear function, 

n is the number of i9nput unit, d is an integer 

delay, and y(k) is the system output. Now that we 

have defined the system, the neural network 

model in equation 1 was trained to approximate 

the function (N) so as to generate a reference 

prediction model. The training model is presented 

as shown below; 

 

y(k+d)=f(y(k),y(k−1),…,y(k−n+1),u(k−1),…,u(k

−m+1))+g

(y(k),y(k−1),…,y(k−n+1),u(k−1),…,u(k−m+1))⋅u
(k)                             2 

 

From the training structure in equation 2, the 

training is formulated as a procedure for 

modifying the weight and biases of a network. In 

order to move the outputs (y) closer to the target 

(f), the objective is to reduce the mean square 

error, meaning of which is the difference between 

the neuron response (n) and the target vector (m) 

at which the loss function (mean square error) 

takes a minimum value k, while g is the training 

algorithm. 

 

 Figure 3: Logical Flow model for the training algorithm 

 

The training algorithm shows how the neural 

network weights and bias are activated to learn 

the patterns of the DDoS attack vectors. The 

algorithm uses a computation of gradient loss 

function for the weights and bias to fine tune the 

neurons, based on the update values, until an 

acceptable error margin is recorded. 

 

 
Figure 4: Simulink structure of the ANN 

 

The figure 4 presented the neural network 

architecture developed with the neural network 

toolbox in simulink. This was achieved feeding 

the dataset into the neural network tool for 

automatic configuration of the architecture 

already modeled in equation 1 and 2; which 

shows the input layers with the number of input 

attributes of DDoS attach which in this case is 9, 

the hidden layer which is 35 and the 2 output 
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layer which are either an attack traffic or normal 

traffic 

Figure 5: Trained ANN activity model  

Table 2: Simulation Parameters  

Parameters  

Training epochs 

Size of hidden layers 

Number of algorithms used 

Training segments 

No. delayed reference input 

Maximum feature output 

Maximum feature input 

Number of non hidden layers  

Maximum interval per sec 

No. delayed output 

No. delayed feature output 

Minimum reference value  

Maximum reference value 

Time  

The input of the neural network are presented 

with x(t) at unit delay interval time lag. The 

activation function used is a tansig hyperbolic 

mathematical function in (Emenike, 2021)

was used at the middle layer of neural network to 

calculate the middle layer’s output from the net 

input of the input layers. It was used because it 

can handle values between -1 and +1. This is good 

in case there is a negative input value. At the 
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an attack traffic or normal 

 

Values  

20 

35 

3 

30 

2 

2 

9 

10 

2 

1 

2 

-0.7 

0.7 

0.05sec 

The input of the neural network are presented 

with x(t) at unit delay interval time lag. The 

activation function used is a tansig hyperbolic 

(Emenike, 2021) which 

was used at the middle layer of neural network to 

le layer’s output from the net 

input of the input layers. It was used because it 

1 and +1. This is good 

in case there is a negative input value. At the 

output layer, the purelin function 

was used because it has the capability of handling 

variable inputs and producing a single output as 

the training result which is the attack reference 

model as shown below; 
 

u(k+1) = 
	������		–	�����	,…..,�������	,

�����	,….,�������	,���	,
 

The model of equation 3 presented the neural 

network reference classification model w

represented the learned DDoS attack vector and 

was used as a reference point for time series 

classification to detect future DDo

on the WBN and then predict it using the model in 

equation 4; (See training parameters in table 2)

 

� � ∑ ����� � �	 � ���� � �	� �
� 
!"	�#

1	 � %&�� � � � 2		�                                                    
 

Where N1, N2, and Nu define the horizons over 

which the training error and the prediction 

features are evaluated. The 

tentative feature vectors, yr is the desired response, 

and ym is the network model response. The p 

value determines the contribution that t

the squares of the control increments has on the 

performance index. The model consists of the 

neural network training model and the 

optimization block. The optimization block 

determines the values of u′ that minimize

then the optimal u is input to the network.

 

The system Architectural Diagram

 

Figure 6: Architectural model of the protected WBN
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The figure 6 presented the deployment of the 

intelligent security model developed on the WBN. 

This was achieved deploying the intelligent DDoS 

security monitoring and detection system 

developed on the network. To achieve this, the 

intelligent security model monitors data flow from 

the WBN via training of every parameters based 

on the attributes of table 1 to detect patterns of 

DDoS attack and isolate immediately from the 

network. 

 

 Performance evaluation  

The overall accuracy of the neural network 

classifier is estimated by dividing the total 

correctly classified positives and negatives feature 

vectors by the total number of samples in the 

CAIDA dataset. The accuracy of a classifier on a 

given set is the percentage of test set features that 

are correctly classified by the network as shown 

below; 

True		Positive	Rate	�TPR	 � 	
67

67�89	
        5                                     

False	positive	Rate	�FPR	 � 	
69

69�87	
                         6                        

Where TN = true negative,  

FN = false negative,  

FP = false positive and  

TP = true positive.  

=>?	 �
�

�
∑ �	>@�A	 � >B�A		

��
C"�                         7      

Where So is the learned model of DDoS attack, Sf 

is the time series data from the WBN, n is the 

number of input, N is the average time for n 

sample of data collected. 

III. IMPLEMENTATION  

To implement the system developed, 

communication system toolbox, neural network 

toolbox, statistics and machine learning toolbox, 

WLAN toolbox, the modeling diagram and 

equations developed and Simulink. 

IV. RESULTS AND DISCUSSIONS 
 

This section presented the performance of the 

intelligent DDoS protection system developed and 

deployed on the WBN. The result was achieved 

using the neural network training toolbox. The 

toolbox automatically divided the training set into 

three multi sets of 70:15:15 for training, test and 

validation. The performance of the multi sets are 

evaluated using the mean square error (MSE) 

analyzer instrument in figure 7; 

 

 
Figure 7: Result of the improved training algorithm  

 

From the result presented in figure 7, the 

performance of the intelligent DDoS security 

scheme based on MSE is 0.0156, while best 

validation result is 1.190522 at epoch 31 which is 

the epoch value the neural predictive model 

performs best. The error histogram is presented in 

figure 8;  

 

 
Figure 8: The error histogram result  

 

This graph in figure 8 was used to determine the 

histogram of errors between target values and 

predicted values after training the neural network. 

The total error from the training process ranges 

from -0.9485 to 0.9485 which are divided into 20 

bins with an average weight of 1.897, this weight 

value was used to update the learning rate as the 

training process was performed and the 

performance analyzed using the regression graph 

in figure 9; 
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Figure 9: Regression result 

 

The result in figure 9 presents the regression 

performance of the neural network, when trained 

for the multi sets. From the result, the true and 

false positive values for each set are analyzed and 

the result presented in figure using the table 4.4;

 
Table 4.4: training performance for the impro

training algorithm   

 

Training 

result  

False positive value  True positive 

value

Test set 0.000 1.000

Train set 0.009 0.981

Validation 

set 

0.000 1.000

Overall  0.013 0.987

 

From the table 4.4, the regression performance of 

the new algorithm was presented showing the true 

and false positive rates respectively. From the 

overall performance it was observed that overall 

regression result for the training process is 0.987 

for true positive rate. The implication of this result 

shows that the correct detection and prediction 

accuracy of the attack vector by the network is 

very précised. The response time behavior of the 

neural network predictive controller is presented 

in figure 10;  
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Figure 10: response time of attack detection

 

The result in figure 10 presented the response 

time of the neural network predictive controller to 

detect and isolate DDOS attack threat on the 

network. From the result it was observed that the 

intelligent security system detected the DD

feature abnormally at 0.22ms and isolated it at 

21.2ms. The implication of this result show that 

the intelligent neural network security model 

developed was able to protect the WBN in real 

time based on the IEC 60870-

time.  

V.        CONCLUSION  
 

This paper has successfully presented an 

intelligent security model for real time protection 

of WBN. The model employed a predictive 

approach which collected data of DD

abnormally and train to detect an attack o

network and isolate within 21.2ms. The regression 

result showed that the security model developed 

was reliable as it recorded a regression 

performance of 0.987 and a MSE performance of 

0.0156. 

 

VI. CONTRIBUTION TO
 

i. Neural network predictive mo

developed for the real time protection of 

WBN against DDOS attack

ii. The security model developed was able to 

detect and isolate DDOS attack in real 

time of 21.2ms. 
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