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Abstract

In the retail industry, credit card fraud has become an ever-present and growing threat. This executive
summary encapsulates the critical insights and actionable strategies explored in this whitepaper, designed to
equip retailers with the knowledge and tools necessary to combat credit card fraud effectively.

Key Findings:

1. Rising Menace of Credit Card Fraud: Credit card fraud has evolved into a sophisticated and
widespread problem, impacting retailers of all sizes. As e-commerce continues to flourish, the risk of
online fraud is especially concerning.

2. Diverse Fraudulent Practices: Fraudsters employ various tactics, including card-not-present fraud,
card skimming, and phishing attacks. Understanding these methods is crucial to developing effective
prevention strategies.

3. Common Vulnerabilities: Retail stores often possess vulnerabilities that fraudsters exploit, such as
outdated POS systems, insufficient employee training, and inadequate data security measures.

4. Legal and Regulatory Landscape: Compliance with payment card industry standards (e.g., PCI
DSS) and data protection regulations (e.g., GDPR) is not just good practice but a legal requirement.
Non-compliance can result in severe penalties.

Key Recommendations:

1. Implement EMYV Chip Technology: Transition to EMV chip technology for card-present
transactions to reduce the risk of counterfeit card fraud.

2. Strengthen POS Security: Invest in robust point-of-sale security measures, including regular
software updates, firewalls, and secure payment terminals.

3. Educate and Train Employees: Employee awareness and training programs are vital in preventing
insider threats and social engineering attacks.

4. Leverage Encryption and Tokenization: Secure customer data by implementing encryption and
tokenization techniques to safeguard sensitive information.

5. Real-time Fraud Detection: Utilize real-time fraud detection solutions to identify suspicious
transactions and respond swiftly to potential threats.

6. Implement an Additional Protection Layer for Luddites or Senior Citizens

Credit card fraud is a dynamic and persistent challenge for retailers. However, with the right knowledge and
proactive measures, retailers can significantly reduce their vulnerability to fraud. This whitepaper delves into
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these issues in detail, providing actionable strategies and best practices to secure retail operations and protect
both businesses and their valued customers.

Introduction

Every peak season, one of the most critical considerations on every retailer's mind is the implementation of
effective fraud prevention strategies. Yet, these crucial decisions are often left until the last minute. Why? The
answer lies in the ever-evolving landscape of fraud, which presents a formidable challenge for businesses
trying to anticipate and prepare for the latest tactics employed by fraudsters.

According to recent data, retailers face a formidable array of fraud types, each with its own set of risks.
Return fraud, fake account creation, account takeover, gift card fraud, and synthetic identity fraud are among
the most common threats businesses encounter. In the world of fraud prevention, staying one step ahead can
be daunting.

In 2022, the Federal Trade Commission reported that credit card fraud emerged as the most prevalent form of
fraud. The staggering financial toll was undeniable, with a total loss amounting to a staggering $219 million.
While knowing how to respond when victimized by fraud is essential, adopting proactive credit card fraud
prevention measures is far more advantageous when a new credit card enters the picture.

As our reliance on plastic money continues to grow, the implications of credit card fraud cannot be
understated. Yet, individuals often overlook the fundamental steps required to shield themselves from credit
card fraud risks. It is incumbent upon every person to take the necessary precautions to avert the perils
associated with credit card fraud.

Modern frauds run the gamut from card theft and account takeovers to counterfeiting and mail/telephone order
fraud (MO/TO). The financial sector has made significant strides in addressing credit card fraud prevention,
but the challenge persists and expands, particularly for retailers. These businesses are locked in an ongoing
battle against criminals who continually enhance their sophistication, inflicting greater losses with each
passing year.

The landscape of retail fraud has transformed. No longer the domain of individual opportunistic criminals, it
has evolved into the realm of syndicates and global networks, with an arsenal of hackers at their disposal.

The National Retail Federation's Survey unveiled alarming statistics, revealing that return fraud cost retailers
an average of $1,766 per incident. In the apparel sector, the return fraud cost was nearly as substantial as that
of traditional shoplifting.

In the quest to protect their businesses, retailers are turning to advanced identification software, a powerful
tool for verifying customer identities and flagging suspicious activities. Whenever doubts arise regarding a
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customer's intentions, retailers can swiftly conduct searches that reveal potential fraudsters' associations,
locations, and prior interactions with law enforcement.

According to a report, approximately 65% of individuals who possess credit or debit cards have encountered
credit card fraud at least once. This equates to an estimated 151 million adults in the United States.

Notably, this represents a significant uptick compared to our previous study conducted last year, where
approximately 58% of cardholders had reported experiencing fraud. He

How many times have you had a fraudulent
charge on a credit card or debit card?

Percentage of card holders

2021 2022

@ never once @ Two or more times

This whitepaper is a comprehensive guide to assist retailers in their battle against credit card fraud. It dives
deep into the evolving fraud landscape, explores proactive prevention strategies, and equips businesses with
the knowledge to safeguard their operations and financial stability.

As we navigate the complex world of modern fraud, arming ourselves with effective countermeasures
becomes not just a choice but a necessity.

Understanding Credit Card Fraud

Credit card fraud is a deceitful practice in which someone uses a lost or stolen credit card or its details to
make unauthorized purchases. This illegal activity can take various forms, and fraudsters continually find new
ways to exploit vulnerabilities. Let's simplify the key aspects of credit card fraud:

What Is Credit Card Fraud?
Credit card fraud happens when bad actors use a credit card that doesn't belong to them to buy things. They
can get hold of credit card numbers, card verification codes/value, and expiration dates and then use this
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information to purchase over the phone or online. Some sophisticated crooks even tamper with payment
machines or ATMs to steal credit card information residing in magnetic strips, which they use to create fake
cards for swipe purchases at non-EMV merchants.

The median fraudulent charge has seen a 27% increase since 2021. In 2021, the typical fraudulent charge
amounted to $62, but it has surged to $79 this year. This uptick may be attributed to a combination of factors,
including elevated inflation rates and the sharp rise in online shopping.

How much was the most recent fradulent
charge on your credit card
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What Causes Credit Card Fraud?

Retailers are often caught off guard by credit card fraud because they don't have a robust plan to spot it. They
can look for signs like damaged cards, customers acting nervously, avoiding signing receipts, differences
between the signature on the card and the receipt, and unusually large purchases to catch fraud before it
happens. But why does credit card fraud occur in the first place?

1. Credit Card Theft: Thieves sometimes steal your physical card or the card details. They then use this
stolen information to buy things. You might not even realize your card is gone until you see
unauthorized charges on your statement.

2. Lost or Stolen Cards or Mail: Maybe you left your wallet somewhere, someone rummaged through
your mail, or you misplaced your card. You could be in trouble if your credit card ends up in the
wrong hands.
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3. Credit Card Skimming: Credit card skimming is still a thing despite chip cards being more secure.
Thieves use devices (called skimmers) to steal information from the magnetic strip on your card. They
often place these devices in ATMs and gas station payment machines.

4. Social Engineering: Some fraud is caused by something called social engineering. This involves
scams where people trick you into giving away personal information. It could be through email, phone
calls, or text messages. They might pretend to be your bank or some other authority to steal your
details.

5. Malware: In the world of retail, one common form of social engineering is malware. Hackers might
leave a USB drive in a store, and an unsuspecting employee plugs it into the computer. That's when
the malware sneaks in, often without anyone noticing.

6. Phishing Attacks: You've probably heard of phishing. It's when scammers send emails or messages
that look legitimate but are designed to trick you into clicking on harmful links or giving away your
personal info.

What Happens After Credit Card Fraud?

They might be in trouble if a store's security is breached and credit card information is stolen. They could face
fines from credit card companies, expensive investigations, costs associated with reissuing cards, lawsuits,
and government fines

The most common outcome for credit card fraud is something called a chargeback. This is when the victim
realizes they've been scammed and contacts their bank. The bank might hold the store responsible, especially
for online purchases. That means the store will lose money and may have to pay additional fees.

Who Pays for Credit Card Fraud?

Usually, it's not the credit card owner who has to pay for fraudulent charges. Instead, banks or merchants
(stores) have to cover the costs. However, as a store, you might be more likely to pay if the transaction didn't
involve the physical card (like online shopping) or if you're using older payment machines.

Banks are more likely to foot the bill if it is an in-person transaction using up-to-date payment terminals. But
credit card fraud isn't just about money; it can harm your reputation with banks and processors, potentially
labeling you as a high-risk merchant and making it tough to work with payment companies.

That's why it's crucial to invest in preventing credit card fraud before it takes place.
Real-World Examples:
1. Card Skimming: In a real-world example, criminals placed skimming devices on an ATM in a busy
shopping area. Unsuspecting customers used the compromised ATM, resulting in their credit card data

being stolen. The thieves then use this information to make illegal purchases, driving financial losses
for the victims.
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Phishing: A common phishing example involves fraudsters sending emails posing as a reputable
online retailer, claiming that there is a problem with the recipient's account and requesting immediate
login and credit card information. Unsuspecting individuals, thinking the email is legitimate, provide
their details, which are then exploited for fraudulent purposes.

Account Takeover: Imagine a scenario where a fraudster gains access to an individual's online
shopping account by guessing or obtaining their password. Once inside, the criminal can view saved
credit card data and make use of it for unauthorized purchases, causing financial distress for the
account holder.

Synthetic Identity Fraud: Fraudsters may combine legitimate personal information, such as a Social
Security number, with fabricated details to create a synthetic identity. They then use this identity to
apply for credit cards and make purchases, leaving creditors with substantial losses once the fraud is
discovered.

Simultaneous Credit Card Applications: When a fraudulent individual submits credit card
applications to multiple banks concurrently, these issuing institutions conduct internal eligibility
checks. They then contact Credit Bureaus to access the customer's credit reports in real time or within
24 hours after the application submission. As Credit Bureaus cannot update these credit inquiries
instantly, they furnish the most recently updated credit report to the issuing banks. Subsequently, the
bank evaluates the card application for approval.

Reporting Fraud Can Itself Be Fraudulent: In certain cases, a fraudster intentionally shares their
card information with another person (the target), offering to purchase on the target's behalf at a lower
amount. Meanwhile, the fraudster covertly obtains a gift card or cash coupon for themselves at a
higher value. Later, the fraudster reports both transactions to the issuing bank as disputed charges,
seeking a refund for the entire amount, thereby engaging in fraudulent activity.

By providing these real-world examples, we aim to shed light on how fraudsters employ common tactics to
carry out credit card fraud, highlighting the importance of vigilance and robust prevention measures for
retailers and consumers alike.

Key Vulnerabilities in Retail Stores
In this section, we will explore the critical weaknesses within retail stores' security systems, shedding light on
areas susceptible to exploitation by fraudsters:

Identifying Weak Points in Retail Security:
Retail stores can be vulnerable in several ways. These vulnerabilities may include:

1.

Outdated POS Terminals: Some small businesses still use old point-of-sale (POS) terminals that
only accept swipe transactions. These terminals lack the security features of modern EMV chip
readers, making them more susceptible to card cloning and fraud.

Limited Fraud Detection Measures: Inadequate fraud detection systems may leave retailers unaware
of fraudulent transactions until customers report them. This lag in detection can result in financial
liability for the merchant.
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3. Employee Training and Insider Threats: One of the significant vulnerabilities in retail security is
the potential for insider threats. Employees with access to sensitive customer data or the ability to
manipulate transaction records can pose a considerable risk. Insufficient employee training on security
protocols and ethics can exacerbate this problem.

Securing Your Retail Store: Effective Strategies Against Fraud

In today's retail landscape, merchants must step up their game when it comes to safeguarding against fraud.
The rise of digital transactions and evolving fraud tactics requires a proactive approach to protect both
businesses and consumers. Here, we'll break down some key strategies to help retailers combat fraud
effectively.

About two-thirds of U.S. credit and debit cardholders have encountered fraud, showcasing widespread
awareness of the problem. Despite the increase in fraud cases, our research reveals varied patterns in security
behaviors.

We examined ten security practices and found a decrease in risky behaviors, including a decline in the use of
public WiFi from 55% to 42%. However, positive security habits remained mostly consistent.

On a positive note, fewer individuals now use the same password for multiple accounts, with a notable 12-
point reduction, enhancing overall security.

GOOD CREDIT HABITS = 2021

Percent of respondents that do the following regularly am 2022

1. Review credit card statements
71%

o] 78%
2. Subscribe to email/text alerts for my credit & debit cards
61%
o] 59%
3. Use multi-factor authentication or face ID to access
credit card accounts online
! ; 64%
o] 56%
4. Use an online password manager
( 37%
o] 37%
5. Subscribe to credit monitoring service
28%
] 31%
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BAD CREDIT HABITS 2021

Percent of respondents that do the following regularly ame 2022

1. Use the same credit cards for autopay and everyday spending

{ 60%
o] 58%

2. Use the same password for more than one online account

62%
O 50%

3. Store credit card info in your browser or websites

49%

o] . 46%
4. Use public wifi connections
; 55%
O 2%
5. Use a free VPN
—C) 10%

1. Upgrading Payment Security Technology
To enhance security measures, retailers should invest in modern payment systems and update their Point of
Sale (POS) systems to accommodate EMV Chip Cards. EMV compliance serves as a protective shield for
merchants when it comes to credit card fraud during in-person transactions.

When an EMV transaction occurs at a POS terminal certified by the same payment network that certified the
card, both the card and the POS engage in a data exchange to conduct a risk assessment. Subsequently, the
card generates a one-time code known as ARQC (Application Cryptogram) using cryptographic keys
provided by the issuer. This ARQC is unique to each transaction.

Since the issuer also possesses the same cryptographic keys installed in the Chip Card, they can easily verify
the ARQC generated by the card. This makes it significantly more challenging for fraudsters to create
counterfeit chip cards. By ensuring their payment technology remains up-to-date, retailers can effectively
reduce the risk associated with card-related fraud.

2. Promote Mobile Wallet Usage
Encourage customers to utilize Mobile Wallets like ApplePay, GooglePay, and SamsungPay. These wallets
securely store card data in an encrypted format, replacing the card number with a 16-digit token. The
transaction occurs using this token number during wallet transactions, particularly in contactless mode at NFC
devices.
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The payment network then reaches out to Token Service Providers (TSPs) to decrypt the transaction before
forwarding it to the issuer for processing.

Token-based transactions offer heightened security because they require authentication methods like FacelD,
TouchID, or passcode before they can be executed. They never expose the clear PAN (Primary Account
Number) to any terminal or merchant.

3. Enhanced Safeguards for Technologically Challenged or Senior Citizens
Individuals who are less tech-savvy or senior citizens are often vulnerable to payment fraud. To protect them,
banks should initially decline their Card-Not-Present transactions.

Subsequently, they should send a mobile alert to confirm whether the customer initiated the transaction. Once
the customer confirms their involvement, the bank should send a second mobile alert, allowing them to retry
the transaction, which will then be processed.

Banks should also encourage these individuals to register a relative's mobile number as a secondary contact
for duplicate mobile alerts. This way, both the account holder and their designated relative can monitor
transactions in real-time and promptly report any fraudulent activity to the bank.

4. Enhance E-commerce Payment Security on your iPhone
Implementing dynamic CVV2 codes represents a proactive step in bolstering security for e-commerce
transactions. Unlike static CVV2 codes, which remain constant and pose a higher risk in case of data
breaches, dynamic CVV2 codes change at regular intervals. This rotation of security codes adds an extra layer
of protection against unauthorized transactions and fraud.

Customers can store these dynamic CVV2 codes in a secure mobile app or access them through an LCD
display on the back of their payment card.

This technology-driven approach ensures that even if a fraudster gains access to an older CVV2 code, it
becomes obsolete after a certain timeframe, making it significantly more challenging for them to carry out
fraudulent online transactions.

It is a proactive security measure that safeguards customers and boosts confidence in e-commerce payment
systems.

S. Random Customer Verification at Non-EMV Merchants

As a best practice, non-EMV merchants should randomly select customers and verify their identity by
checking their driver's license or government-issued ID card.

By doing so, retailers can minimize the risk of fraudulent transactions with cloned cards.
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6. Improving Chargeback Management

Chargebacks occur when a customer raises a dispute at the issuer bank, and the merchant can’t provide strong
evidence supporting the purchase was made by the customer himself. It mostly happens with online
purchases(e-commerce) at merchants not enrolled in the 3DS program. If they implement 3DS, they can shift
fraud liability to the card issuer.

7. Embracing Risk-Based Approaches

Not all retailers face the same fraud risks. Each business should conduct a thorough risk assessment that
considers what they sell, where they sell it, and who their customers are. Leveraging advanced analytics and
Al-driven tools can provide valuable insights into specific fraud exposures. Armed with this data, retailers can
allocate resources and budget effectively to mitigate their unique risks.

8. Implementing 3D Secure 2.0 and Regtech

Enhancing payment security with 3D Secure 2.0 protocols is crucial. This technology scrutinizes Card-Not-
Present Purchase(e-commerce transactions) and provides additional verification steps with the card issuer
during online purchases.

Retailers can further improve security by using Regulatory Technology (Regtech) solutions that provide
cleaner and more curated customer data to enhance Know Your Customer (KYC) processes. This proactive
approach helps identify risks and minimizes chargeback and card-not-present (CNP) fraud events.

Merchants must take comprehensive steps to protect their businesses in a retail landscape where fraudsters
continually adapt and evolve. With the latest security technology, one must stay up-to-date to understand the
unique fraud exposures and implement proactive prevention measures. Retailers can minimize risk, safeguard
their revenue, and provide a secure shopping experience for their customers.

Case Studies
In this section, we'll explore real-world case studies highlighting successful credit card fraud prevention
stories and valuable lessons learned from businesses that have faced fraud incidents.

Successful Credit Card Fraud Prevention Stories:

1. Amazon's Machine Learning: Amazon, one of the world's largest online retailers, has employed
advanced machine learning algorithms to detect and prevent credit card fraud. Their system analyzes a
multitude of data points, including customer behavior, transaction history, and device information, to
identify potentially fraudulent transactions. By constantly improving its fraud detection capabilities,
Amazon has significantly reduced fraudulent activity on its platform while providing a seamless
shopping experience for customers.

2. PayPal's Two-Factor Authentication: PayPal, a leading online payment platform, has implemented
two-factor authentication (2FA) as an extra layer of security. Customers can choose to receive a one-
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time code via SMS or use a mobile authentication app to confirm their identity during transactions.
This additional step has made it more challenging for fraudsters to gain unauthorized access to PayPal
accounts and conduct fraudulent transactions.

Lessons Learned from Businesses That Faced Fraud Incidents

1. Target's Data Breach: In 2013, Target experienced a massive data breach that exposed the credit
card information of millions of customers. One of the key lessons from this incident is the importance
of cybersecurity. Retailers should continuously invest in robust security measures to protect customer
data and respond swiftly to breaches to minimize damage and regain trust.

2. Home Depot's EMV Chip Upgrade: Home Depot faced a significant credit card breach in 2014. In
response, the company accelerated its implementation of EMV chip card readers at checkout. This
upgrade has since reduced counterfeit card fraud substantially. The lesson here is the significance of
keeping payment technology up to date to mitigate vulnerabilities.

3. Lessons from Small Businesses: Small businesses often face unique challenges in fraud prevention
due to limited resources. Some lessons learned include the importance of employee training on
security protocols, the need for regular software updates, and the value of secure payment terminals.
Collaborating with payment processors that offer robust fraud detection services can also be a cost-
effective solution for small businesses.

These case studies underscore the critical role proactive fraud prevention measures play in safeguarding
businesses and their customers. Whether through advanced technology, improved authentication methods, or
cybersecurity investments, successful prevention stories highlight the value of staying ahead of evolving fraud
tactics.

Conversely, lessons learned from past incidents emphasize the importance of continuously assessing and
enhancing security measures to protect against credit card fraud in an ever-changing landscape.

Best Practices for Retailers
Regularly reviewing your credit card statements is helpful, but real-time alerts offer even more benefits by
enabling you to stop transactions in progress.

In our survey, about 59% of cardholders said they use alerts. Credit card companies can send notifications to
your email or mobile device when they detect suspicious activity. You may also receive purchase-specific
notifications.

Let’s summarize the key strategies and recommendations for retailers to combat credit card fraud and protect
their businesses effectively:
1. Embrace Modern Payment Technology:

e Upgrade to EMV chip card readers to enhance transaction security.

e Implement advanced authentication methods, such as two-factor authentication, for added protection.
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2. Verify In-Store Pickup Securely:
e Establish robust verification practices for in-store pickup, including driver's license verification or
other secure methods.
e Ensure that customers are who they claim to be when collecting personal items.
3. Manage Chargebacks Effectively:
e Thoroughly examine disputed charges, cross-referencing transaction data for legitimacy.
e Maintain a high standard for verifying refund requests to prevent illegitimate chargebacks and protect
revenue.
4. Adopt a Risk-Based Approach:
e Conduct a comprehensive risk assessment to understand specific fraud exposures based on what you
sell, where you sell it, and your customer base.
e [Leverage advanced analytics and Al-driven tools to gain insights into your unique risks and allocate
resources accordingly.
5. Implement 3D Secure 2.0 and Regtech:
e Enhance payment security with 3D Secure 2.0 protocols, which scrutinize non-traditional data points.
e Utilize Regulatory Technology (Regtech) solutions to provide curated customer data for improved
Know Your Customer (KYC) processes.
6. Prioritize Cybersecurity:
e Continuously invest in robust cybersecurity measures to protect customer data.
e Respond swiftly to data breaches to minimize damage and regain customer trust.
7. Employee Training and Awareness:
e Train employees to recognize and respond to potential fraud indicators, such as suspicious customer
behavior.
e Keep employees informed about security protocols and ethical conduct to reduce insider threats.
8. Stay Informed and Adaptive:
e Stay updated on the latest fraud trends and tactics.
e Continuously adapt and enhance fraud prevention measures to stay ahead of evolving threats.

Conclusion

In a rapidly evolving retail landscape, where digital transactions are the norm and fraudsters continually adapt
their tactics, safeguarding against credit card fraud has become a paramount concern for businesses. This
whitepaper has provided a comprehensive overview of the strategies and recommendations that can empower
retailers to effectively combat credit card fraud and protect their revenue and reputation.

From upgrading payment technology and verifying in-store pickups securely to managing chargebacks and
adopting a risk-based approach, retailers have access to a toolkit of proactive measures. Implementing 3D
Secure 2.0, Regtech solutions, and robust cybersecurity practices further fortifies their defense against fraud.

Moreover, the lessons learned from real-world case studies underscore the significance of these strategies.
Successful prevention stories highlight the value of modern technology and proactive security measures,
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while incidents serve as cautionary tales, emphasizing the importance of continuous adaptation and
preparedness.

Retailers can no longer afford to underestimate the threats posed by credit card fraud. By embracing these best
practices, they protect their businesses and foster trust among their customers.

In a world where digital transactions are the lifeblood of commerce, safeguarding against fraud is not just a
necessity—it's a commitment to ensuring the security and prosperity of the retail industry.

As retailers continue to innovate and adapt, they can forge a future where safe and secure shopping
experiences are the standard, fortifying their position in an increasingly competitive marketplace.
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