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Abstract—The Uniform Resource Locator (URL) is a funda-
mental element of internet traffic that provides critical infor-
mation for a variety of machine learning applications, including
security threat detection and content classification. Despite its
ubiquity, extracting meaningful features from URLSs remains a
complex task due to their structural variability and context-
dependent nature. This paper presents an in-depth exploration
of URL feature engineering techniques. I define key URL compo-
nents, such as domain, path, and protocol, and outline methods
for generating features that effectively capture the inherent
structure of these components. Additionally, I introduce an
open-source Python package, url2features, designed to automate
the feature extraction process and integrate seamlessly with
machine learning workflows. Using a variety of URL-based
classification tasks, I demonstrate the impact of these features
on model performance and analyze feature importance across
different datasets. My results highlight the value of structured
URL feature engineering for enhancing the interpretability and
effectiveness of machine learning models in diverse domains such
as cybersecurity and content categorization.

I. INTRODUCTION

Uniform Resource Locators (URLs) play a critical role in
the digital landscape, serving as key mechanisms for accessing
information and connecting users with content. URLs facili-
tate access to news, media, advertisements, businesses, and
social platforms, while also being heavily utilized by online
services in background operations for communication and data
exchange. This duality emphasizes the importance of URLs for
both human users and automated systems.

URL processing is crucial for numerous internet data analy-
sis tasks. In many real-time applications, URLs often represent
the primary piece of information due to the need for rapid
examination. For example, in detecting malicious websites,
URLs must be analyzed quickly and efficiently to maintain
effectiveness [1]. Common scenarios for URL-focused anal-
ysis include evaluating potential phishing attempts [2], [3],
[4], [5], [6], [7], [8], [9], [10] and identifying sites that may
distribute malware or other harmful software [11], [5].

URL analysis also extends to areas like online advertising,
where tasks include predicting conversions [12] and per-
forming contextual analysis of webpage content [13], [14],
[15], [16], [17], [18], evaluating webpage relevance [19], and
analyzing language [20]. In addition, categorization efforts
based solely on URLs have proven effective in filtering spam
webpages from search results [21], [22].

At its essence, a URL consists of several components, with
the domain being a critical element. The domain often reveals
insights into the intended use, authenticity, and potential coun-

©IJSRED: All Rights are Reserved

try of origin of a URL. Furthermore, querying Domain Name
Servers (DNS) allows for additional information gathering,
including the domain’s history and its network topology.

Beyond domains, a URL’s structure comprises sequences
of words, categories, identifiers, dates, or domain-specific ab-
breviations. These components can hint at how information is
organized or the internal logic of applications that dynamically
generate or display content.

Feature engineering methods for URLs often utilize string
patterns and regular expressions to detect key sequences and
lexical attributes [13], [2], [5], [8]. Another approach involves
using lookup tables and scoring based on key URL sequences
[16]. Strategies such as n-gram and bag-of-words models are
also employed [15], [6], as well as task-specific word embed-
dings derived from URL segmentation [23], [12]. Additional
context can be provided through domain name servers and
registrar data, offering insights on domain registration and
server configuration [11], [10].

Modern malicious URL detection methods often combine
several feature engineering techniques [24], [10]. More sophis-
ticated approaches integrate, select, or dynamically learn from
different features, adapting to evolving challenges, especially
within cybersecurity [25], [10].

Some researchers emphasize treating URLSs as sequences of
characters, necessitating sequentially aware feature extraction
methods [23], [7]. This has led to the development of neural
network models utilizing convolutional or recurrent layers
to capture sequential URL patterns. However, unlike human

language structures with flexible grammar, URLs maintain a

consistent order of key elements (shown in Figure 1). This
predictable structure can be leveraged for effective algorithm
design [14]. Furthermore, psychological and social factors

in URL design, like the use of popular brand names in
subdomains to mislead users in phishing attempts [8], further
highlight the value of structure-sensitive feature engineering.

In general, feature engineering strategies are tailored to
specific tasks, but systematic evaluations across multiple ap-

plications remain limited.

In this work, I introduce a feature engineering library based
on a URL ontology, enabling structured feature generation and
visualization of feature importance. These tools are especially
useful for tasks requiring adaptation to shifting challenges,
with diverse feature needs and efficient selection [3]. I pro-
vide an open-source toolkit for generating these structured
features and demonstrate their effectiveness across various
tasks, delivering a cross-domain evaluation of URL feature
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Fig. 1. Structural elements of a URL that necessitate specialized feature engineering techniques

TABLEI
URL COMPONENTS AND RELATED FEATURE DATA

Component Subcomponent Type of Feature Data

Protocol Indicates content type, transmission technology, security level

Domain Textual data reflecting overall intent
Specific function or categorization of content

Purpose of business/service, authenticity, geographic origin, age

Stbdomain
Top-Level Domain

Path Describes content organization, file system, application structure

File Represents naming conventions, psychological intent, file types (static/executable)

Parameters Sub-content structure, personalization details, security elements, tracking information
Categories distinguishing sub-content organization

Values that describe sub-content, indicate page elements

Labels for sub-structure or points of customization

Keys
Values
Fragment

utility. My methodology enhances interpretability in machine
learning model decisions, contrasting with the “black-box”
approach typical of neural networks that treat URLs merely
as text sequences. Additionally, the cross-task analysis offers
valuable insights into what strategies succeed across different
domains, crucial for applications that must rapidly detect new
fraud or behavioral patterns from limited datasets.

II. METHODOLOGY

The structural makeup of a URL (as illustrated in Figure
1) is detailed in Table 1. This table provides an overview
of the information inherent in each URL component and
describes how these components contribute to creating features
for machine learning models.

We developed a library for extracting features from URLs,
generating component-specific features through an organized
naming convention that allows for separation and clustering
during analysis. Prior research has provided datasets structured
by features for particular problems [26]. In contrast, my
application enables extraction and evaluation of any desired
subset of these features for various tasks.

We applied this library to diverse machine learning tasks
using URLs as the primary data input. The tasks were se-
lected to cover a broad spectrum of problem types and data
sizes. Standard machine learning models were employed to
assess the impact of the extracted URL features, with feature
importance evaluated through the SHAP package. This enabled
detailed analysis of features within the URL’s logical structure.

A. Data

The datasets used in this study were compiled from multiple 2
sources, providing a diverse set of URL-based classification
challenges. The ISCX Malicious URL dataset distinguishes
between benign and malicious URLs such as those used
in spam, malware, and phishing attacks [S]. The WebKb
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TABLE II
DATASETS OVERVIEW
Dataset Records Classes Largest Class Proportion
spam 47,378 2 75%
Malware 40,944 Z 13%
Phishing 45,343 2 78%
WebKb 4Uni 8,284 7 45%
Syskill & Webert 330 3 68%
DMOZ 1,562,978 15 16%

4 Universities dataset covers a variety of university-related
URLs categorized by topic [27]. The Syskill & Webert
dataset contains human-rated webpages in four categories
for content preference prediction [28]. Additionally, I
utilized the Kaggle DMOZ dataset, which features a large
number of topic- categorized URLs [29].

A summary of these six URL-based classification tasks is
shown in Table II, which details the number of records, class
counts, and the percentage of the largest class.

For each dataset, I generated comprehensive URL features
and employed various machine learning models to build clas-
sifiers. These were analyzed to determine the key features
relevant to each task.

B. Feature Generation

We implement a feature extraction process that focuses on
different segments of a URL, allowing users to select specific
feature sets relevant to their needs. In addition, I generate
global features that capture overall characteristics of the URL
string as a whole, rather than isolating individual sections.
The full list of features, along with their categorization and
descriptions, is summarized in Table III.

Our URL feature extraction functions are available through
an open-source Python package, url2features. This tool is
designed to process large datasets in chunks, only generating
and adding feature groups as specified by the user. The naming
system ensures that features tied to specific URL regions can
be identified and analyzed collectively.
pip install url2features

| url2features -columns=URLCOL -host -tld input.csv >
output.csv

Listing 1. Installation and Usage of url2features via Command Line
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TABLE III
URL FEATURES
Group Feature Type Description
Protocol | protocol _name Category Specifies the internet protocol used
protocol _ type Category Classifies the protocol by its primary function
protocol exists Boolean Indicator for the presence of a protocol
Host host is ip Boolean Indicates if the host is an IP address
host"has port Boolean Identifies if a port number i defined
domiain len Numeric Number of characters in the domain (excluding TLD and subdomains)
domain “alpha Numeric | Proportion of alphabetic characters in the domain rame
domain “sections Numeric Number of segments in the domain, separated by periods
subdomain Category | Value representing the subdomain
subdomain _type Category | Categorizes the subdomain’s function or intent
subdomain “freq Numeric | Usage frequency of the subdomain in network traffic
td name Category Name of the top-level domain (TLD)
d"type Category | Categorizes the TLD by puipose
1d Treg Numeric | Occurrence frequency of the TLD in network traffic
Path path depth Numeric | Level of directory hierarchy between host and file
path”Ist wd Category | First distinct word m the path with more than 2 characters
path~Ist"wd prefix | Category | First 3 characters of the initial word in the path with more than 2 characters
path™wd " count Numeric Count of distinct words in the path
path~™wd en Numeric | Average length of words in the path
path has™ date Boolean Flag for presence of a date in the path
path & fome Boolean | Indicator for home directory path
File file len Numeric Length of the target file name in characters
file™1st wd Category | Initial distinct word in the file name
file”Ist"wd prefix Category First 3 characters of the initial distinct word in the filename
file™wd count Numeric Number of words over 2 characters i the file name
file”wd len Numeric Average length of words in the file name
fileext ~ Category | File extension, such as "exe” or “php”
fileTtype Category Categorization of the file extension by its function (e.g., static or dynamic)
file ext exists Boolean Indicator for the presence of a file extension
Params | params len Numeric | Character count of the parameter string
params —count Numeric Number of key-value pairs in the parameter string
ara Boolean | Indicator for matched key-value count in parameters
Boolean Flag for raw URL presence within the parameters
Boolean | Flag for encoded URL presence in the parameters
params "enc char Boolean Flag for encoded character presence in the parameters
params frag_len Numeric Length of the fragment part of the parameter string
keys count ~ Numeric Count of unique keys within the parameter string
keys ken Numeric | Average length of keys in the parameter string
keys “numeric Numeric | Proportion of numeric characters in keys
valués count Numeric Number of unique values in the parameter string
values Tken Numeric | Average length of values in the parameter string
values “numeric Numeric Proportion of numeric characters in values
frag Numeric | Character length of the fragment string
frag Tsecs Numeric | Number of sections in the fragment string separated by delimiters [7&=]
frag enc char Boolean Flag for encoded character presence in the fragment string

Listing 1 displays the command-line instructions for in-
stalling and using the url2features package. Running this
command applies feature extraction to the URLCOL column
within the input.csv file. Features created are specified by
the —host and —t1d switches, which extract characteristics
related to the host and top-level domain. By default, output
is directed to STDOUT, so here the output is redirected to
output.csv.

from url2features.pipeline import URLTransform
from sklearn.linear_model import SGDClassifier
from sklearn.pipeline import Pipeline

pipeline = Pipeline ([
("url_transform’,
host’, ’tld’1])),
("classifier’, SGDClassifier (loss=’log’)),

URLTransform ([’ URLCOL’ ], [’

1)

Listing 2. Utilizing url2features in Scikit-Learn Pipelines

The package can also be incorporated programmatically into
machine learning workflows, as illustrated in Listing 2. Here,
the host and t1d features are transformed within a scikit-
learn pipeline, demonstrating seamless integration for feature
engineering within a serialized machine learning model. This
setup simplifies deployment and enhances the modularity of
transformations.

C. Assessing Feature Relevance

To assess the importance of features, I employ the SHAP
library [30] on a small test dataset comprising 80-100 samples
per experiment. By aggregating Shapley values, I derive the
average absolute impact of each feature, akin to standard
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visualizations of Shapley feature importance.

In my analysis of URL-based features, I group feature
importance values according to the URL segments from which
they originate, following the structure depicted in Figure 1.
Summing feature importance for segments allows visualizing
their cumulative contributions to model performance. I also
plot a faint grey line to indicate global feature relevance, such
as the overall URL length. If non-URL-specific features are
present, they are aggregated into the global grouping.

This visualization illustrates how different URL components
influence model predictions, facilitating the comparison of
feature importance across the six study tasks. A script for
creating such visualizations is included in the url2features
package source code.

III. PERFORMANCE EVALUATION

Machine learning pipelines were tested on each of the six
datasets using default settings without parameter optimiza-
tion. Feature preprocessing was tailored to suit each model
class, with comprehensive details provided in the experimental
source repository. Table IV summarizes model performance
using Balanced Accuracy, which is a suitable metric across
all six tasks.

Table IV demonstrates that security-related tasks perform
exceptionally well with URL-based classification models.
Conversely, topic and user-preference tasks exhibit relatively
modest performance, likely due to greater target variability
and smaller datasets in two out of three cases. However, even
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TABLE IV
PERFORMANCE OF MACHINE LEARNING MODELS

Dataset NB LR XT LGBM
Spam 1.00 1.00 1.00 1.00
Malware 0.65 0.93 0.99 1.00
Phishing 0.89 0.98 0.99 1.00
‘WebKb 4Uni 0.30 0.36 0.58 0.49
Syskill & Webert 0.39 0.35 0.37 0.33
DMOZ 0.12 0.17 0.29 0.25
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Fig. 2. Structural Depiction of URL Feature Importance

with the large DMOZ dataset, URL-based topic classification
appears inherently challenging.

To highlight feature importance, I used the top-performing
model for each task and generated SHAP values for test
samples. The results are aggregated by the URL segments
from which features are derived, as depicted in Figure 2. This
approach provides insights into the signal sources for each
task, enabling cross-comparison of feature contributions.

Results reveal that signal strength varies significantly across
tasks. While protocol and parameter features provide minimal
signal in most cases, domain, path, and file components are
more influential. Specific differences also emerge, such as the
importance of subdomains for phishing detection and the influ-
ence of domain-to-file path features in WebKb classification.
Security-related problems rely less on global features com-
pared to topic classification tasks, as indicated by the promi-
nence of grey lines representing global feature contributions.
This suggests that security problems derive more predictive
power from granular URL components.

Overall, feature contributions vary considerably based on
task requirements, implying that data scientists should rigor-
ously evaluate features rather than depending solely on general
heuristics.

IV. CONCLUSION

This study has outlined the core structural elements of a
URL from which specific contextual features can be derived.
These features are typically tailored to distinct problem types,
with adjustments made to serve particular analysis needs. In
this paper, I introduced an open-source package for gener-
ating URL-based features, designed to be both aware of the
information source within each URL component and adaptable
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for a wide range of applications. I applied these features in
experiments across diverse URL classification tasks.

Our findings reveal that various structural segments of a
URL contribute differently across tasks, with distinct levels
of significance. Certain trends, such as the impact of global
URL characteristics, seem to relate broadly to task categories,
while others show unique, task-specific relevance. Notably,
the domain name and its subcomponents consistently enhance
model performance across tasks, though the specific insights
drawn from the domain vary. Nevertheless, the domain remains
a valuable and potent source of information for machine
learning models that utilize URLs as a primary feature.
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