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Abstract:

Cloud application be the next peer groupof architecture in the IT enterprisetechnologies based on
self-serviced, ubiquitous network access, resource pool, resource elasticity and transferrable risk.
Cloud is one of the primarycharacteristic of new computing model, where entireinformation is to
be centralized, based on the user perception to both individual user and IT enterprise,so that
design and describe, how to store and access the data within the cloud.For elasticand on
demandtechniques are utilized to achieve Dynamic data sharing in cloud, so in this paper, we
developed attributebased encryption (ABE)techniques, so that user can keep track of very high
sensitive data on confidentiality against untrusted servers.
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L INTRODUCTION computing model for centralized data, based

on user perspective towardsIT enterprises,

Cloud application be the next peer group of
architecture in the IT enterprised technologies
based on self-serviced, ubiquitous network
access, resource pool, resource elasticity and

transferrable risk.Cloud is one of the new
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manipulate the data remotedly in a cloud, here

cloud provides the flexible, and secure
manner to bring the applications so benefited
more over cloud has many benefits with

geographical self-sufficientlocations,
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prevention of resources like, expenditure on
hardware, software, personnel maintenance,
and so on.

Cloud application will provide many
advantages than other traditional applications
than ever, but regarding on security
perspectives new challenges evolved based on
outsourced data. Basically cloud service
provider in an application is a separate
administrative entity, where data
manipulation is essentiallygive up the owner’s

data control.

II. LITERATURE SURVEY

Attribute-based Encryption (ABE) technique

to be consideredfor trustworthy
cryptographical tools,where itsecurecontrol
on owner’s data to be stored in cloud.
Threshold multi-authority CP-ABE access
control scheme (TMACYS) is utilizedfor public
cloud, where multiple authority can have
enabledtogether to alterand wused unique
attributes. TMACS, build a hybrid model, in
which it fulfils the develop the attributes
approaching from various authorities to
achieve security [1].

Cipher text updation in bidirectional re-
encryption method augmented to analysis and
investigation in security perceptiveness will
shows how to verify and adopt security

vulnerabilities [2].
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AnonyControl is a security technique to

secure bilinear data transaction, 1i.e.

AnonyControl is a unidentified partial
uniquenessdata (attributes) toreveal each
ability [3].

CiphertextPolicy Attributebased Encryption
(CP-ABE) is most versatile
technologytocontrol the access of data in
cloud, i.e. provides direct access control
policies to data owners. The designing of CP-
ABE scheme is very significant andwell-
organized data access control for multiple
authorized cloud system [4].

Data sharing is a multiple owner approach,
whereuser can preserve the data and specify
the confidentialityin cloud for challenged

issues [5].

III. SYSTEM ARCHITECTURE

The proposed architecture is distributed into 4
main modules they are: owner, end user,
TPA, cloud server.Data owners are the one
who uploads the security based files along
with a filename and encrypts it and saves it.
Later the end user has to register/login into
his/her portal and ask for the particular file
downloading secret key with data owner
name and file name. The request is then sent
to TPA (Third party auditors) and there

TPA’s generate the secret key and once that is
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done user will get the secret key and then only so the end users can access and uploadany

he/she can download the file. information in its geographic locations.

Cloud Server:
Cloud service provider (CSP) is to offer

considerable data storage space and

computational property for cloud servers, it is

working very similar to the physical servers.

Duls
e Q Enirypt o Sorage

o ot Third Party Auditor’s (TPA) Request:

TPA is a checker tool, it function towards on

h'q Private auditing and Public auditing, i.e.
T ; . . N
kil TPAD ¢> bdtad f\{ 4| Private auditing can accomplish higher level
Ml e ¥ , . . .
e 2o security services, where as public auditing

permit any users can access the cloud

services, not only specific user.

Fig 1: System Architecture

| Cloud senver

The proper data flow between TPA, Data owner, ¢ >d architect

PublicData ] 4 A\
verifies the request and generates the secret \‘
key. Once the SK (Secret Key) is generated, Irv’if\\‘:”’/
then the end user can enter the secret key and A - | rﬁ:scsgge
download the file that was being requested. File flow
Data Request
File Upload auditing
In Cloud application storage of data might be N
the important service, where data is alter, Data Owner ‘:: User
retrieve and updated the services remotely via ~ AccessFile

internet, i.e.Cloud services can permit the end Fig. 2. Data flow diagram

users to store very important files via internet,
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Message Authentication Code (MAC) Here the usercan upload and retrieve the files

Request: on the cloud server by requesting for the
Message authentication code is a tiny chunk download key.
of information, it is utilize to authenticate

theinformation,  sometimes the MAC ] e

€ 9 C 0 O locahostB080/istrabutedverfiakieClow t20merainhtm O

algorithms, is also called ascryptographichash g i
function, where it owns secret key has input oo ve D
which is verify and authenticated by an oo
VENFLES Select Data
arbltrary message]ength and executes the vEnscEERED P s i sty sy
L06OUT File Name Fied
outcome. Basically the MAC algorithm keep .
study of the roject to deternire shether the
project is effect sitle anc successful
. . . . or not. The mat of the project nust
track of both data integrity and authenticity of e sl o e i
e e g e s
messages. e tctmio, et npeit et
is more eff: eadily available
chﬁ:ﬁﬁgf::"f;, 2 used zr;‘ the HTNL, CsS, T
Bootstrap, J2EE, core javz ard many mere is

IV.  RESULT ANALYSIS
For the execution of proof of concept by the

application, below snapshots are executed, Y5 = BEK] SR g

Fig.4 Encryption of file data page

where data owner can login with user account

credentials, like. The file data is uploaded and it is then

€900 0T -0 encrypted and stored successfully.After
uploading the file by data owner, if any user
Data Owner Menu | DATA.OWNER AUTHENTICATION
wants to retrieve the file, users must register
DATA OWNER LOGIN ) .
themselves, then only user can login with

Na: esuree]

Asfwana

their user credentials.

Image Gallery Attribute-based Encryption  Blockwise Deniable ABE

¢ -

Fig.3 Data owner uploads file page
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Fig.5 End User Requests the Key

Once the end user registers he/she can login
to their account credentials, then only user
can demandfor the secret key of the particular

file by specifying the file name and file owner

name.
[ Divied eriahe Dot [RS8 -'E3
€500 Olshost sbuted ekl loud DaaStorage Request Yy
B s Ovatracna
» Managed Services L% -
L

End User Menu Request Secret Key :

Epter Owner Name - stwerpe

Enfer Fiie Name . 72

REQUEST SK.

Attribute-based Encryption  Blockwise Deniable ABE

Fig.6 Request Sent To Third Party Auditor
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Once the end user presses the button

“REQUEST SK” the request is sent to TPA
(Third party auditors).Third party auditors

login to generate the secret key.

[} Diareueee
€ C O @ localhost o080 DistrubutedVerfiatleCloud DataStarage/ KDC himl

» Managed Services '
» VolP Solutior® @

etrmior X [

TPA Menu TPA(Third Party Authorization) :
LOGIN

TPA LOGIN

s

kd:

Password (roquied)

LOGN
Image Gallery

8 |

LI O : B

Fig.7 Third Party Auditors Generates SK

Once the user will receives the request from
particular user, the applicationwithin the TPA

will generates secret key to that specific user.
etz % O - ol

€3 C 0 O locabosthnnDerubutedeifaniOeudDetSiorage Genasatekeyisp f 8

TPA Menu Generate Secret Key

T KEY

UserID | User Name | Owner Neme | File Name Secrel Key
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Image Gallery Attribute-based Encryption  Blockwise Deniable ABE

Fig.8 End user finds the Secret key
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Here we can see that the key is generated D s » O =n
¢ cabost 3080/ Disru butec 1.5p %8
whereas in the previous screenshot we can see

there is no key generated foe File3. But in the e S
lownload rile

LEST SECRET KEY

next picture we can clearly observe the

File Contents

difference.
Once again the user has to login and then
click on find secret key where he/she has to

specify the file name that was requested and

get the secret key. o

) Debute erfatl Do X [OO
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g o
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End User Menu Find Secret Key & Fig.10 End User acts as Attacker
REQUEST SECRET KEY

Enter File Neme :Filz3

| FIND SECRET KEY

In the application, if either the file name or
, secret key is entered by the user is wrong, it
Sacret Key - [B@20701050

sure that the user will be treated as attacker
Image Gallery Attribute-based Encryption  Blockwise Deniable ABE then that user account credentials will be

stored in TPA, cloud server.
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Fig.9 End User Successfully Downloads file

Cloud Server Menu Cloud Server Files ::
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Image Gallery Attribute-based Encryption  Blockwise Deniable ABE

Fig.11 options of Cloud server files
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V. CONCLUSION

Proposed a Provable Secure Key Aggregate
Cryptosystem carry out proficient attribute
revocation for multiple authorized cloud
system, where it get rid of decryption
operating costby the users based on attribute
sets. In the encryption of messages, the data
security technique is being used, it is shared
by the users in the cloud. The outcome of
theProvable Secure Key  Aggregate
Cryptosystem the data access and decryption
is verified by secured and verifiable by TPA.
So Provable Secure Key Aggregate
Cryptosystem is a favorable techniqueany
cloud based online application systems.
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