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Abstract:

Online reviews are critical to consumer decision-making and business reputation. However, fake
reviews compromise their credibility, leading to financial and reputational harm. This paper introduces a
machine learning-based framework for detecting fake reviews. The system integrates natural language
processing (NLP) techniques for feature extraction and supervised learning algorithms for classification.
Experimental evaluations on publicly available datasets reveal that ensemble learning methods outperform

traditional classifiers, achieving superior accuracy and robustness.
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I. INTRODUCTION

The rise of e-commerce and review platforms has
significantly influenced consumer behaviour.
Studies show that over 85% of online shoppers rely
on reviews before making purchases. Unfortunately,
fake reviews—crafted to mislead consumers—are
increasingly prevalent. These fraudulent practices
tarnish brand reputations and mislead potential
customers.

Existing rule-based detection methods lack
scalability and adaptability to diverse writing styles.
This paper aims to overcome these limitations by
employing machine learning models capable of
learning patterns in fake reviews.

Objectives of this study include:

e Developing a machine learning pipeline for
review classification.

e Exploring NLP methods
extraction.

e [Evaluating the effectiveness of classifiers,

for feature

including Logistic Regression, Random
Forest, and Support Vector Machines
(SVM).

II. RELATED WORK

Researchers have investigated linguistic and
behavioral cues to detect fake reviews. Methods
range from sentiment analysis and user profiling to
deep learning models. Recent studies leverage NLP
techniques like n-grams and word embeddings for
improved accuracy. Despite advances, challenges
such as data imbalance and linguistic diversity
remain.

Key contributions of this paper include the
integration of ensemble learning techniques and real-
world evaluation on diverse datasets.

III. METHODOLOGY

A. Dataset

The dataset comprises labeled reviews collected
from popular platforms like Yelp and Amazon.
Reviews are categorized as genuine or fake based on
user behavior and content patterns. The dataset
contains:

e 10,000 Reviews: 50% genuine, 50% fake.
e Attributes: Review text, timestamp, rating, and
reviewer metadata.
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B. Preprocessing

Data preprocessing ensures
relevance. Steps include:

1. Text Cleaning: Removal of HTML tags, special
characters, and URLs.

2. Stopword Removal: Elimination of common but
irrelevant words (e.g., "and," "the").

3. Stemming/Lemmatization: Reducing words to
their base forms..

consistency and

C. Feature Extraction

Features are extracted using:

1. TF-IDF (Term Frequency-Inverse Document
Frequency): Quantifies word importance in the
context of the corpus.

2. N-Grams: Captures word
understand contextual patterns.

3. Sentiment Analysis: Measures the emotional
tone of reviews.

sequences to

D. Classifiers

1. Logistic Regression: A linear model suitable for
binary classification.

2. Random Forest: An ensemble technique that
builds multiple decision trees for better accuracy.

3. Support Vector Machines (SVM): Maximizes
the margin between classes in a high-dimensional
space.

E. Evaluation Metrics

Performance is evaluated using:

e Accuracy: Correct predictions over total
predictions.

® Precision: True positives over total predicted
positives.

® Recall: True positives over total actual
positives.

e FI-Score: Harmonic mean of precision and
recall.
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IV.  RESULTS AND DISCUSSION

The experiments demonstrate the efficacy of the
proposed model. A comparative analysis of
classifiers shows that ensemble methods outperform
traditional models.

Classifier Accuracy Precision Recall F1-Score

Logistic Regression 85% 82% 84% 83%
Random Forest 89% 86% 86% 87%

SV 87% 85% 86% 85%

Random Forest achieved the highest accuracy due
to its ability to handle non-linear relationships and
noise in the dataset.

V. CONCLUSION

This research highlights the potential of machine
learning in detecting fake reviews. The proposed
pipeline effectively preprocesses data, extracts
meaningful features, and classifies reviews with high
accuracy. Ensemble methods, particularly Random
Forest, exhibit superior performance.

Future work will explore:

e Deep learning approaches, such as recurrent
neural networks (RNNs).

e Incorporation of metadata for enhanced
predictions.

e Real-time detection systems for deployment
on e-commerce platforms.
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