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Abstract— Cross-Site Scripting (XSS) attacks pose a significant threat to web applications, allowing attackers to inject malicious scripts
into otherwise benign and trusted websites. The impact of XSS attacks extends beyond simple security breaches, allowing malicious actors
to steal confidential data, take control of legitimate user sessions, and orchestrate other serious security violations that put both individual
privacy and application security at risk. While established security measures exist to combat XSS threats, these traditional approaches
have become increasingly ineffective, primarily because they cannot adapt and respond to the constantly shifting landscape of attack
strategies and emerging exploitation techniques.

This project proposes a novel approach to detecting and preventing XSS attacks by integrating a machine learning (ML) algorithm with
blockchain technology. The ML algorithm is trained on a comprehensive dataset of known XSS attack patterns and benign scripts,
enabling it to accurately identify and block potential threats in real-time. Blockchain technology is employed to create a decentralized,
tamper-proof ledger that records all detected threats and preventive actions, ensuring transparency and traceability in the security process.
Integrating Machine Learning and blockchain creates an adaptive, scalable solution for preventing XSS attacks. ML identifies threats in
real-time, while blockchain ensures secure, tamper-proof records. Together, they enhance security and accountability, offering a
Sfoundation for future cybersecurity advancements.
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Introduction The goal of this project is to address these challenges by
designing and implementing a system that leverages Machine
Learning and Blockchain to prevent Cross-Site Scripting
attacks, thereby enhancing the overall security of web

Cross-Site Scripting (XSS) attacks have become one of the
most prevalent and dangerous security threats on the web.
These attacks occur when an attacker injects malicious scripts

into trusted websites, which are then executed in the victim's applications.

browser. XSS can lead to data theft, session hijacking, L LITERATURE REVIEW
defacement of websites, and more severe breaches, making it

a critical issue to address. A. Existing Work (Heading 2)

Traditional security measures, such as input validation and
output encoding, have been used to mitigate XSS attacks, but
they often fall short due to the evolving nature of threats and
the increasing complexity of web applications. With the rise of
sophisticated attackers, there is a pressing need for more
advanced and intelligent approaches to detect and prevent XSS
attacks. Machine Learning (ML) offers a promising solution
by enabling the automated detection of malicious scripts

1. Machine Learning Approaches:

- Anomaly Detection: Researchers have leveraged ML
models like Support Vector Machines (SVM), Neural
Networks, and Autoencoders to detect anomalies indicative of
XSS attacks. These models analyze features such as script
patterns, payload characteristics, and user behavior.

- Classification Models: Techniques such as Decision Trees,

oy h ” " d v detecti B Random Forests, and Naive Bayes classifiers have been
rough pattern -recognition anc anomaty detection.. BY 11764 to distinguish between malicious and legitimate

training models’on lgrge datasets of known attack p atterns, ML requests. These models rely on labeled datasets of historical
algorithms can identify and block potential XSS threats in real XSS attacks

time.
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- Natural Language Processing (NLP): Some studies have
applied NLP techniques to parse scripts and predict malicious
intent. By treating scripts as language constructs, ML can
assess the likelihood of XSS intent.

2. Blockchain-Based Methods:

- Decentralized Security: Existing work has explored using
Blockchain for secure logging and verification of web
transactions, leveraging its immutable and decentralized
nature.

- Smart Contracts: Researchers have proposed smart

contracts to enforce security policies and authenticate

scripts. These contracts can automatically validate scripts
before execution.

-Consensus ~ Mechanisms: ~ Blockchain's  consensus
algorithms can validate script execution across distributed
networks, ensuring only authorized scripts run.

B. Explaining Theoritical Foundation

- Machine Learning: The theoretical foundation of ML in XSS
prevention lies in its ability to model complex patterns and
behaviors through learning algorithms. These algorithms can
generalize from data to identify new, unseen attacks by
learning from known attack vectors.

- Blockchain Technology: The core principles of Blockchain,
such as immutability, transparency, and decentralization,
provide a strong theoretical basis for ensuring data integrity
and security in web applications. Smart contracts and
consensus mechanisms further enhance trust and automation
in security processes.

II. RESEARCH GAP

1. Integration of ML and Blockchain: While both technologies
have shown promise individually, there is limited research on
integrated solutions that combine the real-time detection
capabilities of ML with the integrity and verification strengths
of Blockchain.

2. Scalability and Performance: Many studies focus on the
theoretical aspects without addressing the practical challenges
of deploying these technologies at scale, particularly in high-
traffic environments.

3. Data Availability and Diversity: The effectiveness of ML
models heavily depends on the quality and diversity of training
data. Current datasets may not adequately represent the
evolving nature of XSS attacks.

4. Cost and Complexity: Implementing Blockchain solutions
can be costly and complex, which might hinder widespread
adoption. Further research is needed to develop cost-effective
and simplified Blockchain frameworks for XSS prevention.

Proposed Solution

Our project solution would be mainly focused to create a
comprehensive system to detect and prevent Cross-Site
Scripting (XSS) attacks by using Machine Learning (ML) for
real-time detection and Blockchain for secure, immutable

logging.
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Implementation Plan

A. Machine Learning (AI/ML)Component

- Python:

Purpose: Core programming language used for developing the
machine learning models due to its rich ecosystem of libraries
and ease of integration with backend systems.

- cikit-learn:

Purpose: Employed to build initial models using classical
machine learning algorithms, such as decision trees and
support vector machines (SVM), for the detection of XSS
attacks.

-TensorFlow/PyTorch:

Purpose: Used for building and training more complex neural
network models, especially if deep learning approaches are
needed to improve detection accuracy.

-Pandas and NumPy:

Purpose: Essential for data manipulation, preprocessing, and
feature extraction, ensuring the data is clean and in a suitable
format for model training.

- NLTK/Spa Cy:

Purpose: Applied for natural language processing (NLP) tasks
if text input features (like HTML or JavaScript code) require
advanced parsing and analysis.

B. Backend Development for the API

- Flask/Fast API:

Purpose: These lightweight Python frameworks are used to
build the API that serves the ML model. Fast API is
particularly chosen for its asynchronous capabilities,
improving performance in real-time detection.

- Node.js with Express:

Purpose: An alternative to Python, this JavaScript/TypeScript
environment is used for backend development if the project
team prefers a JavaScript-based stack.

- Swagger/OpenAl:

Purpose: Provides a structured and documented API interface,
making it easier for developers to understand and interact with
the APL
- Postman:

Purpose: Tool for testing API endpoints during development
to ensure they work correctly and return the expected results.

C. Blockchain Integration

-Ethereum with Solidity:

Purpose: Deployed for implementing smart contracts that log
XSS detection events. Solidity is used to write these contracts,
ensuring that the logging is immutable and secure.
-Hyperledger Fabric:

Purpose: An alternative blockchain platform that offers a
permissioned network, ideal for enterprise use cases where
privacy and controlled access are critical.

-Web3.js/Web3.py:

Purpose: These libraries are used to interact with the Ethereum
blockchain from the backend, enabling the integration of smart
contracts with the APIL.

-Truffle/Hardhat:
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Purpose: Tools used for developing, testing, and deploying
smart contracts on Ethereum, ensuring they function as
intended before going live.

D. Devops and Deployment

- Docker:

Purpose: Containerizes the API and ML model, allowing for
consistent deployment across different environments and
simplifying the management of dependencies

-Kubernetes:

Purpose:  Orchestrates and manages containerized
applications in production, providing scalability, reliability,
and easy updates.

-AWS/Azure/GCP:

Purpose: Cloud platforms used for deploying the API, hosting
the machine learning models, databases, and managing the
blockchain network. They offer scalability and additional
services like managed databases or serverless functions.

IMPLEMENTATION OF MODEL:

Diagram-1: The graphs show the training and validation
performance of a machine learning model across five epochs,
divided into two plots: one for accuracy and one for loss.

1. Model Training and Validation Accuracy
e Training Accuracy (green line):

o Initially, the model starts with a training
accuracy of approximately 0.75 and
increases steadily.

o Peaks at around
approximately 0.92.

e  Validation Accuracy (red line):

o Starts lower at around 0.78 and decreases
slightly over the first few epochs, reaching a
minimum around epoch 3 (about 0.70).

o Rises again by epoch 5, where it nearly
matches the training accuracy, reaching
approximately 0.87.

2. Model Training and Validation Loss
e  Training Loss (green line):

o Begins at approximately 0.85 and drops
significantly by epoch 3 to around 0.2.

o Continues decreasing, albeit at a slower rate,
by epoch 5.

e  Validation Loss (red line):

o Starts at about 0.6, fluctuates, and increases
dramatically after epoch 4, reaching around
1.4 at epoch 5.

epoch 5, reaching
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Insights:

e  Opverfitting: The model shows signs of overfitting, as
validation loss increases drastically while validation
accuracy improves slightly after epoch 3. Meanwhile,
training accuracy continues to improve, and training
loss decreases consistently.

e Generalization Issues: The divergence between
training and validation metrics (particularly the sharp
increase in validation loss) suggests the model
struggles to generalize well to unseen data after a few
epochs.

Model Training and validation accuracy

Model Training and validation loss

Diagram-2: The graphs illustrate the model's training and
validation performance over five epochs, with one graph
showing accuracy and the other showing loss.

1. Accuracy for Training and Validation
e Training Accuracy (green line):

o The model starts with a training accuracy of
about 0.91 in the first epoch, and
consistently improves across epochs,
reaching approximately 0.98 by epoch 5.

e  Validation Accuracy (red line):

o The validation accuracy starts higher than
the training accuracy at around 0.97 in the
first epoch, and remains relatively stable
with small fluctuations.

o Byepoch 5, the validation accuracy plateaus
around 0.98, converging closely with the
training accuracy.

2. Loss for Training and Validation
e  Training Loss (green line):

o Training loss starts at around 0.4 and
steadily decreases over the epochs, dropping
to less than 0.1 by epoch 5, suggesting
successful model optimization.

e  Validation Loss (red line):

o The validation loss starts lower than training
loss in the first epoch at about 0.1 but spikes
dramatically around epoch 3, peaking at 0.6.

o Following this spike, the validation loss
sharply drops, aligning closely with the
training loss by epoch 5.

Analysis:

e Potential Overfitting Avoidance: Unlike typical
overfitting scenarios, the gap between training and
validation accuracy remains minimal throughout
training. However, the validation loss spike in epoch
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3 indicates temporary instability in model
generalization before it stabilizes.

e Model Stability: The sudden rise and fall in validation
loss suggest some instability or sensitivity during
training, which may have been caused by an issue
with the data or learning rate adjustments. However,

the model manages to stabilize in the later epochs.

RESULTS:
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Diagram-The provided confusion matrix in the image appears
to be the result of a classification task where the model is
trying to predict between two classes: Non-XSS and XSS.

In classification tasks, the confusion matrix is a tool that
compares the actual classifications (ground truth) of instances
with the predictions made by a classification model. It consists
of four key components:

1. True Positives (TP): The number of instances where the
model correctly predicts that an instance contains XSS (i.e.,
the model identifies XSS when it is present).

2. True Negatives (TN): The number of instances where the
model correctly predicts that an instance does not contain XSS
(i.e., the model identifies non-XSS when it is indeed non-
XSS).

3. False Positives (FP): The number of instances where the
model incorrectly predicts that an instance contains XSS when
it does not (also known as a Type I error).

4. False Negatives (FN): The number of instances where the
model incorrectly predicts that an instance does not contain
XSS when it actually does (also known as a Type II error).

The confusion matrix is essential for understanding the
detailed performance of a classification model beyond simple
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accuracy, particularly in domains like cybersecurity where
false negatives can have dire consequences.

II1.Key Performance Metrics Derived from the Confusion
Matrix

Several performance metrics can be calculated from this
confusion matrix, providing a quantitative evaluation of the
model's efficacy. These metrics include accuracy, precision,
recall, and the F1-score.

1V. Precision (for XSS class)
Precision quantifies the proportion of positive predictions (i.e.,
XSS detections) that are accurate. It focuses on minimizing
false positives, which is particularly important in this scenario
due to the high likelihood of misclassifying non-XSS instances
as XSS.

Precision=TP+FP/TP=2983/2492+2983=0.5449

Interpretation: The model's precision for detecting XSS is
approximately 54.49%, meaning that only around 54% of the
time when the model predicts XSS, the prediction is accurate.
This precision rate is relatively moderate, indicating that the
model struggles with false positives.

Model Result:

Model Summary:
The initial output provides an overview of the model's
parameters used during training:

-Total Parameters: 5,309,253
-Trainable Parameters: 5,309,253
- Non-Trainable Parameters: 0

Training and Validation Performance per Epoch
The model's performance is tracked over six epochs, with key
metrics for both training and validation datasets:

Epoch 1

- Training Loss: 0.8722

- Training Accuracy: 82.79%

- Validation Loss: 0.8940

- Validation Accuracy: 96.95%

Analysis: In the first epoch, the model starts with a relatively
high training loss and a training accuracy of 82.79%. However,
it achieves a validation accuracy of 96.95%, indicating strong
performance on unseen data. The training and validation losses
are close, suggesting that the model is not overfitting at this
point.
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Epoch 2

- Training Loss: 0.8318

- Training Accuracy: 83.16%

- Validation Loss: 0.8839

- Validation Accuracy: 96.98%

Analysis: In the second epoch, the training loss decreases to
0.8318, and training accuracy improves to 83.16%. The
validation loss also declines to 0.8839, while validation
accuracy remains high at 96.98%. This demonstrates that the
model is continuing to learn and improve its performance on
both training and validation datasets.

Epoch 3

-Training loss: 0.8240
-Training accuracy: 0.8344
-Validation loss: 0.8533
-Validation accuracy: 0.9702

Analysis: By the third epoch, the model’s training accuracy
has improved to 83.44%, and the validation accuracy has
increased to 97.02%. Importantly, the validation loss
continues to decrease, indicating that the model's performance
on unseen data is improving. The training and validation
accuracies are now very close, signaling that the model is not
overfitting.

Epoch 4

-Training loss: 0.8202

-Training accuracy: 0.8381

-Validation less: 0.9013

-Validation accuracy: 0.9705

Analysis: The training accuracy continues to improve and is
now at 83.81% . The validation accuracy has slightly increased
to 97.05%, but the validation loss rises. This increase in
validation loss could be an early indication of overfitting,
where the model is starting to fit the training data a bit too
closely, which may result in a decrease in generalization to
new data in the future.

Epoch 5

-Training loss: 0.8198
-Training accuracy: 0.8383
-Validation loss: 2.4402
-Validation accuracy: 0.9701

Analysis: During this epoch, the validation loss increases
significantly to 2.4402, although the validation accuracy
remains stable at around 97.01%. The spike in validation loss
is concerning because it suggests that the model may be
overfitting to the training data and is struggling to maintain
generalization to unseen data. The high accuracy, despite the
loss, may suggest that the model is confident in its predictions
but might be making larger errors when wrong.

Epoch 6

-Training loss: 0.8190
-Training accuracy: 0.8395
-Validation loss: 0.8714
-Validation accuracy: 0.9701
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Analysis: By the sixth epoch, the model’s training accuracy
improves slightly to 83.95%, and the validation accuracy
remains steady at 97.01%. Importantly, the validation loss
decreases significantly, which may indicate that the spike in
the previous epoch was an outlier, or it could suggest that the
model has learned to better generalize in this final epoch.

¢ 3. Test Set Performance
After completing training, the model is evaluated on a separate
test set:

e  Total test data size: 5,475 instances

¢ Number of incorrect predictions: 0

e Accuracy on the test set: 1.0 (or 100%)

Analysis: The model achieved perfect accuracy (100%) on
the test dataset, meaning it correctly classified all instances.
While this is an impressive result, it also raises concerns about
potential overfitting. Achieving perfect accuracy, especially
on real-world data, is rare and can sometimes indicate that the
model has memorized the test data rather than generalizing
well. Further analysis and testing on more diverse datasets
would be necessary to ensure that the model can perform
equally well in practical applications.

V. Interpretation and Implications:

4.1 Strong Performance on Both Training and

Validation
The model exhibits strong and consistent performance across
both training and validation datasets. With validation accuracy
around 97% and training accuracy steadily increasing, it is
clear that the model is effectively learning the data's
underlying patterns. Additionally, it maintains robust
classification capabilities, as there is no significant drop in
performance between the training and validation stages.

4.2 Possible Overfitting in Later Epochs

The spike in validation loss during the fifth epoch is a sign of
overfitting. Overfitting occurs when the model becomes too
focused on the training data and fails to generalize to unseen
data. Although the validation accuracy did not suffer
significantly, the increase in validation loss could indicate that
the model is making larger mistakes on certain validation
samples. This should be addressed, possibly by introducing
regularization techniques or using dropout to prevent the
model from overfitting further.

4.3 Perfect Accuracy on Test Set

While the 100% test accuracy is highly desirable, it is critical
to approach this result with caution. In many cases, achieving
perfect accuracy can mean that the model has overfit to the test
set, especially if the test data is similar to the training data or
if the test set is small and unrepresentative of broader, real-
world cases. To confirm the model’s robustness, it should be
tested on larger, more varied datasets to ensure that it has not
merely memorized patterns specific to the training and
validation sets
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VI. CHALLENGES AND LIMITATION

1. Machine Learning Model:

- Data Quality: Difficult to build a comprehensive
dataset, leading to potential false negatives.

- Model Complexity: Advanced models are hard to
interpret, making troubleshooting difficult.
2. API Performance:
- Latency: Real-time detection requires low-latency
responses, challenging to maintain with complex models.
- Scalability: Scaling the API for large volumes can be
technically challenging and costly.
3. Blockchain Integration:

- Cost and Latency: Transaction fees and confirmation
times can be high, affecting performance.

- Data Privacy: Storing sensitive data on a blockchain
raises privacy and compliance concerns.
4. Maintenance:

- Model Drift: The model needs regular updates to
adapt to evolving attacks.

- System Integration: Integrating with existing systems,
especially legacy ones, can be complex and costly.

Conclusion:

In conclusion, this project successfully demonstrates a novel
approach to enhancing the security of web applications against
Cross-Site Scripting (XSS) attacks by integrating Machine
Learning (ML) and Blockchain technology. The ML model,
trained on a comprehensive dataset of known XSS patterns and
benign scripts, effectively detects and mitigates potential
threats in real-time, offering a dynamic and adaptive solution
that can evolve with emerging attack vectors.

The incorporation of Blockchain technology adds a layer of
security by providing a decentralized, tamper-proof ledger for
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logging detected threats and preventive actions. This ensures
transparency, traceability, and accountability in the security
process, which is crucial for maintaining trust in web
applications. The integration of these technologies offers a
robust and scalable defense against XSS attacks while paving
the way for future advancements in cybersecurity. By
overcoming the limitations of traditional XSS prevention
methods and leveraging innovative solutions, this approach
enhances efforts to safeguard sensitive data and ensure the
integrity of web applications in an increasingly complex digital
environment.
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