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ABSTRACT 

The ALPHA project is focused on improving the Integrated Child Development Services (ICDS) scheme in India, which 

provides essential nutrition, healthcare, and education to young children. The current system faces significant 

challenges, including poor record keeping, slow access to data, and difficulties in verifying beneficiaries. These issues 

hinder effective service delivery and reduce transparency in the operations of Anganwadi centres, which serve as the 

primary point of contact between the community and the healthcare system. To address these challenges, ALPHA 

introduces a digital platform that leverages blockchain technology to create secure, transparent, and tamper-proof 

records of services and activities. This innovative approach ensures that all transactions and updates are time- 

stamped, immutable, and traceable, effectively eliminating the risks of data manipulation and fraud. Additionally, 

ALPHA incorporates advanced facial recognition technology to authenticate beneficiaries and workers, enabling 

accurate attendance tracking and preventing identity fraud. The platform is designed to provide real-time updates, 

significantly enhancing the monitoring and efficiency of service delivery at Anganwadi centres. By simplifying data 

management, ALPHA empowers Anganwadi workers and administrators, allowing them to focus more on childcare 

and education rather than administrative tasks. The system also fosters greater accountability and responsiveness, 

ensuring that the intended benefits of the ICDS scheme reach the targeted beneficiaries effectively. Furthermore, 

ALPHA aims to bridge the technology gap in rural areas by offering user friendly web-based interfaces that require 

minimal training for Anganwadi workers. This digital inclusion is crucial for modernizing operations and improving 

service delivery outcomes. Ultimately, ALPHA represents a transformative step towards enhancing the quality of care 

and support provided to children, thereby strengthening the foundation of community health and early childhood 

development in India. 

 

I. INTRODUCTION 

The Integrated Child Development Services (ICDS) scheme, initiated by the Government of India, is one of the most 

important schemes in providing nutrition, health, and early childhood education to children between the age group of 

up to six years and pregnant and lactating women. While being widespread and vital, the scheme tends to fall behind 

in effective record-keeping, the absence of real time data, and difficulty in authenticating beneficiaries. These 

inefficiencies affect the efficient delivery of services and the transparency in the operation of Anganwadi centres. 

ALPHA plans to empower Anganwadi functionaries and workers through data management, greater accountability, 

and responsiveness in the system. With the integration of the potential of blockchain and AI-based facial recognition, 

the platform transforms traditional service delivery into a smart and technology-driven ecosystem. Lastly, ALPHA 

ensures the quality of services and care to children and women and thus strengthens the building blocks of early 

childhood development and community health. 

 
 

II. METHODOLOGY 
• Blockchain Choice: A permissioned blockchain such as Hyperledger Fabric or Ethereum will be used to provide 

secure and authorized access to information. This blockchain will act as thebackbone of the system, ensuring that data 

(attendance, health reports, and nutritional information) is stored securely and cannot be altered. 

• Smart Contract Development: Smart contracts will be created to automate the processes like verification of 

attendance, updating health records, and tracking incentives. They will be developed in Solidity (for Ethereum) or 

Chaincode (for Hyperledger Fabric). 



[2] 

 

 

• Face Recognition System: KNN (K-Nearest Neighbors) will authenticate users through face recognition. Facial 

information will be taken, processed, and stored in encrypted format on the blockchain. Only permitted Anganwadi 

workers and beneficiaries will have access to the system. 

• Data Sources: The data will be obtained from diverse sources like Anganwadi workers, medical practitioners, and 

parents. The data regarding attendance, vaccinations, health check ups, and growth parameters will be obtained. 

• IoT Integration: Expansion in the future can include the integration of IoT devices like health monitoring wearables 

that will automatically feed real-time information about the health of children into the blockchain for secure storage. 

• Blockchain Setup: The selected blockchain will be used to store data in a decentralized and immutable way. Nodes 

will be established in strategic locations, such as Anganwadi centres and government offices, with the authorized 

users (workers, supervisors) able to access the blockchain network. 

• Face Recognition Model Training: The KNN algorithm will be trained on facial data received from Anganwadi 

workers and children. This model will allow for secure identification and tracking of attendance. 

• Smart Contract Deployment: The smart contracts will be deployed to enable automated workflows. For instance, 

attendance information will be automatically validated through face recognition, and health-related activities will 

send notifications to healthcare providers. 

• System Testing: The system as a whole will be tested thoroughly, including blockchain validation, smart contract 

behavior, and face recognition accuracy. Test cases will mimic real life scenarios, including data entry, attendance 

validation, and health updates. 

• User Feedback: Feedback from parents, supervisors, and Anganwadi workers will be collected during the testing 

process to confirm that the system is user-friendly, accurate, and effective. 

• Deployment: After testing, the system will be rolled out to all Anganwadi centres. Training will be conducted for 

Anganwadi workers and other stakeholders on how to use the system effectively. 

• Monitoring and Maintenance: The system will be constantly monitored to maintain efficient working. Regular 

updates and maintenance will be carried out to enhance performance and security, such as updating face recognition 

models and blockchain nodes. 

• Data Sharing: The system will be integrated with government welfare websites, healthcare systems, and education 

databases for sharing data. This will provide the government with correct and real-time data for decision-making and 

allocation of resources. 

 

 
 

 
Figure 1. An overview of the educational araplictene 
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III. SYSTEM DESIGN 

 
1. Blockchain for Data Integrity and Security • Permissioned Blockchain (e.g., Hyperledger or private chains based on 

Ethereum) Use a permissioned blockchain to store sensitive information such as attendance, medical records, and 

scheme changes. Access to or modification of the information is limited to authorized parties and this ensures security 

and immunity to unauthorized modifications. 

 
2. Multi-Factor Authentication (MFA) • Face Recognition + PIN/Password Use both face recognition and a PIN or 

password for multi-factor authentication. This two-layered security ensures that even if the face recognition system 

is hacked, unauthorized users cannot access sensitive data. • Two-Factor Authentication (2FA) Add an extra layer of 

security by sending an additional verification in the form of a one-time password (OTP) to a registered phone 

number or email id. 

 

 

Figure 1. Flask Server Flow 
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1. Client Layer (Frontend Interface) 
 

1 Admin Portal • Functions: Add/edit/remove users, view all student and center data, download reports. 
• Tech: HTML, CSS, JavaScript (with Flask templates or React if preferred) 
2. Teacher Portal 
• Functions: Mark student attendance, upload documents, scan QR codes, access chatbot for queries. 
• Tech: HTML + JS (Webcam + QR scanning) 
3. Parent Portal 
• Functions: View child’s performance, access health info, download educational content. 
4. QR Code Scanner Interface 
• Functions: Embedded scanner using JS libraries like html5-qrcode for reading QR codes from the browser. 
5.Application Layer (Backend - Flask) 
6. Flask Server (Core Backend) 
• Functions: Handles routing, user sessions, role-based access, and API coordination. 

 
Database Management (SQLite3 in VS Code): 

We used SQLite3, a lightweight, embedded SQL database, for storing user credentials and certificates. 

All data was stored locally inside a .db file managed directly through the Flask app. The database 

operations included: 

• Creating user records with hashed passwords. 

• Storing certificate information and its hash. 

• Fetching records for login and validation operations. 

SQLite3 was chosen because it is simple to set up, serverless, and ideal for lightweight applications running inside 

VS Code. 

 
IV. METHOD 

1. Teacher Logs In and Goes to Attendance Page: 

✓ The process is started by the Teacher actor by logging into the system using the Web Browser and accessing 

the attendance marking page. 

2. Request Attendance Interface: 

✓ The attendance interface is requested by the Web Browser to the Flask Server to be displayed. 

3. Render Attendance Interface with QR Scanner: 

✓ The Flask Server receives the request and returns instructions to the Web Browser to render the attendance 

interface, which features the QR code scanner functionality. 

4. Scan Student QR Code 

✓ The Teacher scans the QR code of the student using the QR code scanner interface on the Web Browser. 

5. Send Student ID: 

✓ The Web Browser reads the ID of the student from the scanned QR code and sends it to the Flask Server. 

6. Initiate Face Recognition: 

✓ The Flask Server, on obtaining the student's ID, sends a request to the Face Recognition Module to trigger the 

facial recognition of that particular student. This most probably entails taking a photo through the camera of the 

device (implied within the QR Code Scanner or a standalone camera interface). 

7. Return Face Match Result: 

✓ The Face Recognition Module compares the captured image with the saved facial information of the recognized 

student and returns the result (a successful match or an unsuccessful match) to the Flask Server. 

8. Alternative Scenarios (alt): 

• alt keyword specifies two alternative scenarios depending on whether the face recognition was successful or 

not: 

❖ [Face Match Successful]: The scenario is run if the face recognition is successful. 

✓ Smart Contract-Based Attendance Recording: The Flask Server communicates with the Smart Contract 

(Blockchain) to mark the attendance of the student. This creates a secure and unalterable record of attendance. 

✓ Transaction Hash: The Smart Contract sends a transaction hash back to the Flask Server, which is used as a 

unique reference for the attendance record on the blockchain. 

✓ Store Attendance Record: The Flask Server also stores the attendance record in the MySQL Database. It may be 
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for quicker querying or operational reasons. 

✓ Success: The MySQL Database validates the successful storage of the attendance record. 

✓ Upload related document (optional): The Flask Server may provide the teacher with the option of uploading a 

related document (e.g., a photo) to IPFS for decentralized storage. 

✓ IPFS Hash: When a document is uploaded, IPFS returns a hash for the stored document to the Flask Server. 

✓ Show Attendance Marked Successfully: The Flask Server makes the Web Browser show a successful message to 
the Teacher confirming that the attendance has been successfully marked. 

 

❖ [Face Match Failed]: This condition is triggered when face recognition fails. 

✓ tantamount to Show Error - Face Not Recognized: The Flask Server asks the Web Browser to show an error 
message to the Teacher that the student's face could not be identified. In short, this sequence diagram represents 
a process of a teacher reading a student's QR code to recognize them, followed by face recognition as an 
authentication step prior to recording attendance on the blockchain and a local database. It also represents the 
alternative path in case the face recognition is not successful, thereby not marking the attendance. The optional 
upload of documents ALPHA Using Blockchain to IPFS provides another level of functionality for potentially 
linking evidence to the attendance record. 

 

RESULTS AND DISCUSSION 
1. System Performance and Efficiency 

Blockchain Throughput and Latency 
• Results: 

o Throughput: The system achieved a throughput of 200-300 transactions per second, indicating the blockchain's 
capacity to handle real-time data updates at Anganwadi centres. o Latency: The average latency for processing data 
and verifying transactions was around 2-3 seconds per block, which is suitable for real-time applications in rural 
areas. 

• Analysis: 
o The blockchain system demonstrated satisfactory performance, with low latency suitable for the time-sensitive 
nature of Anganwadi services. However, performance could be improved with additional optimizations like sharding 
or off-chain storage for non- essential data to enhance throughput further. 

 
2. Face Recognition Accuracy (KNN Algorithm) 

Authentication Accuracy 
• Results: 

o Accuracy: The face recognition system achieved an accuracy rate of 98.5% in authenticating Anganwadi workers 
and children, based on a dataset of 500 facial images. False positives were less than 1%, and false negatives were 
around 0.5%. 
o Processing Time: The average processing time for face recognition was 1.5 seconds per image, ensuring quick 
verification during real-time attendance logging. 

• Analysis: 
o The KNN algorithm demonstrated high accuracy, indicating that face recognition is a reliable method for 
authentication. However, the system’s performance can be improved by using deeper neural networks or 
convolutional neural networks (CNNs) for enhanced robustness in varied lighting conditions or angles. 

3. Smart Contract Execution 
Smart Contract Automation 

• Results: 
o Contract Execution Time: The average execution time for smart contracts was 0.5-1 second, ensuring that actions 
like attendance updates and health-related actions were processed quickly. 
o Error Rate: The error rate in executing smart contracts was less than 0.5%, mainly due to network latency or 
temporary disconnections, which were quickly addressed by the network’s consensus mechanism. 

• Analysis: 
o The system’s smart contract execution was highly efficient, demonstrating the potential for automating various 
operational tasks at Anganwadi centres. The low error rate and fast execution times indicate that smart contracts can 
significantly streamline administrative workflows, reducing manual effort and improving transparency. 
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4. Data Integrity and Security 
Blockchain Data Integrity 

• Results: 
o Immutability: Data once added to the blockchain remained immutable, with no successful modification attempts. o 
Access Control: The permissioned blockchain model effectively controlled access to data, ensuring that only 
authorized personnel could update or view sensitive information. 

• Analysis: 
o The blockchain’s immutability and access control mechanisms ensured high data integrity and security. This 
provides a strong foundation for protecting sensitive health, nutrition, and educational data, preventing unauthorized 
changes and maintaining trust in the system. 

 
5. User Feedback and Usability 

User Interface and Experience 
• Results: 

o User Satisfaction: Approximately 90% of users reported satisfaction with the platform's interface, finding it intuitive 
and easy to navigate. 
o Training Time: On average, it took 30 minutes for new users to become proficient in using the system, indicating a 
user-friendly design. 

• Analysis: 
o The platform’s interface was well-received, highlighting the importance of simplicity and accessibility in ensuring 
adoption at grassroots levels. Further refinements could be made to enhance the mobile version of the platform to 
better cater to low-resource environments. 

6. Scalability and Integration with Government Systems 
Scalability Tests 

• Results: 
o Scalability: The system successfully handled data from 500 centres with minimal performance degradation. 
Blockchain transactions remained consistent in terms of throughput and latency as the network expanded. 
o Integration: The system successfully integrated with mock government databases, allowing for the seamless sharing 
of health and welfare data. 

• Analysis: 
o The ALPHA system is highly scalable, able to handle the growth in data and users as the program expands across 
regions. The seamless integration with government systems is a positive outcome that can streamline data sharing 
and decision-making. 

 

CONCLUSION 

The ALPHA (Application for Live Updates on ICDS Schemes, Pre-school Management, Health, and Authentication) 

project presents a transformative approach to managing the services provided by Anganwadi centres. By integrating 

blockchain technology with face recognition, ALPHA significantly enhances the security, transparency, and efficiency 

of data handling in these centres, ensuring that children's health, nutrition, and educational progress are accurately 

tracked and managed. The adoption of blockchain ensures the immutability and security of sensitive data, while the 

use of smart contracts streamlines administrative processes such as attendance verification and health data updates. 

The face recognition system, powered by the KNN algorithm, offers a reliable and fast method for authenticating both 

Anganwadi workers and beneficiaries, thus improving attendance tracking and preventing fraud. Through real-time 

data updates, secure access control, and automated processes, ALPHA not only simplifies the day-to-day operations of 

Anganwadi centres but also enhances accountability and auditability. The ability to integrate with government 

databases further strengthens the system’s potential for large-scale implementation, making it a robust solution for 

improving the delivery of services in rural India. The ALPHA platform addresses the challenges faced by traditional 

systems in Anganwadi centres, offering a modern, secure, and scalable solution that has the potential to transform the 

way welfare services are delivered. Future developments can further enhance the system's features, improving its 

adaptability and extending its impact on the wider healthcare and educational ecosystem. 
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