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ABSTRACT

As more people start moving their data to the cloud, people are starting to worry more about whether their personal information will
be kept safe. Client-side encryption/decryption is often seen as a good way to keep data safe from unauthorised access. However,
the current methods are not very strong, mainly because they often use weak encryption, finding it hard to share data safely, and
most people don’t like that they have to use separate software or special hardware to make it work. This paper describes how we
built Web Cloud, a simple way to protect your data on the web using your browser, without having to use any extra apps or
installation. Our approach uses up-to-date web technology to help make sharing data faster, more secure, and easier for everyone.
Additionally, it adds features like being able to quickly remove someone’s access, processing data quickly even when offline, and
letting the encryption happen on a separate server. Importantly, Web Cloud can work with any device that uses a web browser or
any similar programme, including computers, tablets, and smartphones.
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1. INTRODUCTION

Public cloud storage services are now used by lots of people because they are cheaper and make it easier for users to access and
work with their data.[1], [2]This growing trend has made people and companies more comfortable putting their unencrypted data in
public clouds and letting others have access to it. However, when people put important or private data in the cloud, they need to be
sure that the company running the service will keep their stuff safe and not let anyone get in without permission. Unfortunately, this
trust doesn’t always hold up, since data leaks can happen in a number of ways, like when there are big data breaches that make the
news.[3], [4], [5]

Encrypting data at the client-side is one of the best ways to stop data leakage. By encrypting their data on their machine using client-
side encryption, users ensure that cloud servers only store their data in an encrypted form.[5], [6], [7], [8] People can open the files
they have downloaded and read them using the decryption key. As a result, unauthorised access to the data from the cloud provider
is greatly reduced, as the information received by them is already encrypted.[3], [9]

While client-side encryption is very useful, many cloud storage providers do not provide support for it, like Google Drive and
Dropbox.[5], [10] As a rule, these organisations use encryption on their servers for files at rest, secure the data sending process with
TLS, and also rely on two-factor authentication for logging in.[5], [11]

For certain situations, the data of users is first protected by symmetric encryption (AES) before being saved in the cloud. But, quite
often, these approaches use a password to generate the cryptographic keys needed for security, which is a risky practise. The majority
of password-based tools are only meant for solo file encryption and decryption, not for allowing users to share files.[12], [13]

A more robust solution is hybrid encryption, which uses both a key wrapper (KEM) and a data wrapper (DEM) to help make the
system more secure.[3], [14] This method is usually called the KEM-DEM approach. Many public cloud service providers, like
Amazon, Tresorit, and Mega, use the RSA-AES method to make sure data is kept safe and encrypted.[15], [16] In this system, users
make RSA key pairs and then ask the service providers for certificates, which are used to make sure messages stay safe and private.
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The service providers store and look after a system called Public Key Infrastructure (PKI) so communication and encryption can
work smoothly.[17]

2. LITERATURE SURVEY

Looking at ways to securely share data through different platforms, especially online cloud storage, has been a focus of interest for
many researchers. Among the notable things invented are as follows:

Hohenberger, S., & Waters, B. (2014): The authors presented the idea of online/offline encryption schemes at the International
Workshop on Public Key Cryptography, with a focus on improving both the speed and security of ABE methods used for storing
data in cloud solutions.[19] Thanks to their method, it was possible for encryption to happen without connexion to the Internet,
making distributed systems operate more effectively (Springer, 2014, pp. 293-310).[19], [20], [21]

Waters, B. (2011): Waters came up with a new and more secure way of implementing CP-ABE in his seminal paper titled
“Ciphertext-Policy Attribute-Based Encryption: An Expressive, Efficient, and Provably Secure Realisation.”[20], [21] By
discussing his findings at the workshop, Sahai allowed ABE systems to be used in practise and were certified as safe for data on
the cloud (Springer, 2011, pages 53 to 70).[22], [23]

Green, M., Hohenberger, S., Waters, B., et al. (2011): Researchers presented a research paper, titled “Outsourcing the
Decryption of ABE Ciphertexts” at USENIX Security Symposium, which focuses on ways to decrypt ABE systems using
outsourcing.[21] The paper was important for revealing how making decryption a task for external parties could make ABE
possible in the large-scale cloud computing framework (USENIX, 2011).[21], [24]

3. SYSTEM STUDY

FEASIBILITY STUDY

At this point, engineers study the chosen project to find out if it can be carried out successfully. At this stage, the business draughts
a proposal showing a first glimpse of the project, and its estimated costs. At the system analysis stage, a feasibility study cheques
the possibilities and long-term use of the suggested system. [19] It is important that the system does not cause too many burdens on
the organisation. It is necessary to fully understand the main requirements of the system in order to do feasibility analysis.[21], [23]

Usually, feasibility analysis is done by examining three key aspects.
e ECONOMICAL FEASIBILITY
e TECHNICAL FEASIBILITY
e SOCIAL FEASIBILITY

1. ECONOMICAL FEASIBILITY:
This step in the study assesses the technical needs involved in developing and putting the system into practise. Make sure that
the system under development does not ask too much of the available tools and resources.[19] High technology requirements
might make things more difficult for the clients and are therefore not advisable. The technical needs for the developed system
should be marginal, so there are few or no modifications needed to use it efficiently.[19]

2. TECHNICAL FEASIBILITY:
This step in the study assesses the technical needs involved in developing and putting the system into practise.[19], [27] Make
sure that the system under development does not ask too much of the available tools and resources. High technology
requirements might make things more difficult for the clients and are therefore not advisable.[19], [28] The technical needs for
the developed system should be marginal, so there are few or no modifications needed to use it efficiently.[19], [29]

3. SOCIAL FEASIBILITY:
The social study tries to determine if there is a chance the system will be well received by the people using it[20], [30]. Users
must be taught how to properly work the system. The system should not scare users but rather be used and appreciated.[20]
Promoting system usage depends a lot, on how users are familiarised with and educated about the system. When we build up
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user trust and guide them to provide useful feedback, the system can better match what users need and expect, helping the
system integrate and be used easily.[20], [30], [31]

4. SYSTEM ANALYSIS

4.1 Existing System

The data is organised in a CSV table, which includes information such as post text, its sentiment, and details like the topic or party
involved.[28], [29], [31] It holds a lot of information that has been labelled, which forms the basis for teaching and checking the
performance of sentiment classification. The annotations were created by many volunteers, leading to a wide range of opinions, but
there may be some variances because people can interpret sentiment differently.

Another popular programme is Shadow Crypt, which makes it easy for users to switch to secure input and output for Web
applications that handle text.[8], [10] The solution is based on a browser extension that changes regular inputs to secure, isolated
shadow forms, and takes the extra step of encrypting text in isolated cleartext. Further, some of the Lattice-based encryption schemes
have been implemented, and the results evidence their efficiency in popular Web browsers.[27]

Improvements have been brought by using prime-order bilinear groups and a high-performance method of homomorphic
encryption.[21], [28] Web Assembly allows the solution to load quickly in any common Web browser, without requiring more
plugins.[10], [15], [17]

ABE has seen major achievements and progress. At the beginning, ABE was simply fuzzy identity-based encryption until it was
developed further as ABE. With ABE, a user is permitted to decrypt data only if their set of attributes matches what is specified in
the policy. In Web Cloud systems, CP-ABE is commonly used so that every file is protected by an access policy stating who should
be able to access (decode) that file.[20], [22]

Still, the act of pairing and exponentiation needed in ABE systems has brought about major performance problems.[17], It has been
suggested that performing most of the encryption offline, without the actual attributes, can reduce the amount of work needed on
each request. It has also been proposed that encryption calculations can be done offline by secure servers or smartphones owned by
users, so that people with less powerful devices are able to take part.[1], [3], [11]

4.1.1 Disadvantages
Regardless of the progress, these systems face a number of issues.

1. Relatively Weak Security: Certain techniques used today may not provide adequate security for extremely sensitive
data.[8]

2. Coarse-Grained Access Control: Many current systems do not allow enough flexibility in managing who gets access,
which means it can be tough to design more precise policies.[31]

3. Poor Usability: Some problems arise when people try to access and manage their files from various devices. This creates
challenges and fails to provide users with the best service.[30]

4.2 Proposed System

Web Cloud aims to solve the problems with current systems by supplying a strong and easy-to-use client-side encryption for
storing files in public cloud storage. [2] It combines advanced Web tech with strong security algorithms to give users safe and
convenient cloud storage, without the use of extra plugins. Some of the main aspects of Web Cloud are:

1. Using Encryption for Your Files in Cloud Storage: Client-side encryption and decryption using web agents ensure that
storing information on the cloud is both efficient and safe. The solution works on most browsers, as well as on Android
and PC computers.[10], [30], [19]

2. Access Control with Attribute-Based Encryption (ABE): Businesses can use ABE integration in the system to ensure
that specific people can access different files. For CP-ABE, a policy is used within the encryption to prevent non-approved
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individuals from decrypting a file. Besides, we find solutions for some of the major flaws of previous ABE approaches,
such as making them costly to execute, hard to encrypt, and slow at revoking users.[31][19]
3. Rigorous Security Analysis: A good security model has been made, including simulation of risk from attacks on Web

environments and cryptography. It ensures that both the security and key safety are reliable for the suggested CP-ABE
scheme when running on the browser side.[20], [30], [31]

4. Efficient Operations within Browsers: The Web Cloud is setup using ownCloud and then tested for function and
performance on screens including large computers and mobile devices (including Android.) It is clear from the data that
Web Cloud saves time in both its encryption and decryption processes.[1], [3], [31] On the same MacBook, the process of
encrypting a 1 GB file takes 3.1 seconds, while decrypting is completed in just under four seconds.[12], [14]

4.2.1 Advantages
The proposed Web Cloud system has a few benefits, including:

e Practical and Secure Solution: By using Web-based client-side encryption, the system makes sure users can safely encrypt
and decrypt their data without the need for outside plugins or other companies.[21], [35], [20]

e Cross-Platform Compatibility: The solution works well in most browsers, on Android phones, and on computers, so it’s
easy for many different people to get into and use the system.[27], [10]

Enhanced Security with Multi-Factor Authentication: We have set up a system that uses more than one way of checking

identities so that we can keep your information safer and make it harder for someone to get in who shouldn’t. [20], [30],
[31]

5. SYSTEM DESIGN

5.1 Class Daigram
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5.2 Data Flow Diagram
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5.3 Flow Chart:Cloud Server

Fig 3: Flow Chart:cloud-Diagram
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5.4 System Requirements

Component Specification

Processor Pentium — IV

RAM 4 GB (min)

Hard Disk 20 GB

Keyboard Standard Windows Keyboard
Mouse Two or Three Button Mouse
Monitor SVGA

Tablel: HardWare Req

Component Specification

Operating System Windows XP

Coding Language Java/J2EE (JSP, Servlet)
Front End I2EE

Back End MySQL

Table2: SoftWare Req

6. CONCLUSION

We propose Web Cloud, which makes it easy for users to encrypt things on their own computer or phone, without having to instal
anything extra, for storing files using public cloud storage online. We look into the security of Web Cloud and put the system
together using our own Cloud, then we cheque how well it works. The experimental results show that our solution really works well
in real life. As an interesting by-product, the design of Web- Cloud naturally includes a special type of security system called a CP-
AB-KEM, which is handy for other uses as well.
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