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Abstract:

The rapid proliferation of Internet of Things (IoT) devices has significantly transformed various
sectors, including healthcare, manufacturing, agriculture, and smart cities. However, this growth has also
introduced severe security and privacy challenges, such as unauthorized access, data tampering, and
susceptibility to distributed cyberattacks. Traditional centralized security mechanisms struggle to cope
with the decentralized and resource-constrained nature of IoT environments. Blockchain technology, with
its decentralized, immutable, and cryptographically secured structure, presents a compelling solution to
address these limitations.

This survey paper explores the integration of blockchain with IoT to build secure and trustworthy
networks. We begin by outlining the foundational concepts of blockchain and IoT, followed by a detailed
discussion on how blockchain enhances security features such as data integrity, authentication, access
control, and privacy in IoT ecosystems. Various blockchain-based architectures and consensus
mechanisms tailored for IoT are examined, including lightweight blockchain models and off-chain
solutions designed to accommodate resource-limited IoT devices.

Furthermore, the paper analyzes several real-world implementations and application scenarios across
domains like supply chain, smart healthcare, and industrial IoT. While the benefits of blockchain
integration are substantial, practical challenges such as scalability, latency, energy consumption, and
regulatory compliance are also addressed.

Through comparative analysis of existing frameworks, we identify key research gaps and propose future
directions aimed at optimizing blockchain solutions for large-scale IoT deployment. This paper serves as a
comprehensive reference for researchers, developers, and practitioners working toward building resilient
and secure IoT infrastructures using blockchain technology.

Keywords — Blockchain, Internet of Things (IoT), Security, Decentralization, Data Integrity
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INTRODUCTION healthcare, logistics, farming, transportation, and

The Internet of Things (IoT) has become a
game-changing concept in the digital age. It
connects physical objects using embedded
electronics, sensors, actuators, and network
interfaces. This vast network allows devices to
communicate easily. It also supports real-time
data  collection, smart  processing, and
independent decision-making. IoT is widely used
in many areas, such as smart cities, smart homes,

industrial automation. This technology improves
efficiency, enhances user experiences, and
enables both predictive and proactive services. As
the world moves toward Industry 4.0 and smart
infrastructure, the reach and impact of IoT
technologies are expected to grow, with billions
of devices set to be used worldwide in the coming
years.

ISSN : 2581-7175

©IJSRED: All Rights are Reserved

Page 1071



International Journal of Scientific Research and Engineering Development-— Volume 8 Issue 4, July Year 2025

However, the great potential of IoT comes with
a significant set of challenges, especially
regarding security, privacy, scalability, and trust.
The features that define IoT, such as its diversity,
decentralization, mobility, and large-scale
deployment, also make it very susceptible to
various cyber threats. These threats include
unauthorized access, data manipulation, device
cloning, identity spoofing, malware spread,
denial-of-service (DoS) attacks, and
eavesdropping. Many IoT devices have limited
computing power, memory, and battery life,
which makes it hard for them to use traditional
security methods. Additionally, relying on
centralized cloud-based systems for data
collection and decision-making creates a single
point of failure and can lead to delays, raising
concerns about system reliability and availability
in critical applications.

In recent years, blockchain technology has
gained attention from both researchers and
industry as a promising solution that can fix many
problems in existing 10T security models. Initially
developed as the backbone of digital currencies
like Bitcoin, blockchain is a distributed and
decentralized ledger system that securely records
digital transactions across a peer-to-peer network.
Its main principles, such as unchangeability,
decentralization, trust based on consensus, and
transparency, make it well-suited for applications
that need secure, auditable, and tamper-proof data
sharing among different parties. In blockchain,
each transaction is cryptographically hashed and

linked to previous records, creating a
chronological chain that is hard to alter. This
means blockchain removes the need for central
authorities to verify transactions or manage trust,
giving all network participants equal control over
data integrity and access.

The combination of blockchain and IoT, often
called the “Blockchain of Things” (BCoT), is
quickly gaining traction as a way to strengthen the
IoT ecosystem against common security and trust
issues. By adding blockchain to 10T systems, we
can enable decentralized device authentication,
guarantee data provenance, and control access to
sensitive information through smart contracts.
These smart contracts are self-executing scripts
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with  logical conditions. They automate
coordination between devices, enforce access
permissions, and trigger actions when conditions
are met, all without needing human input.
Additionally, blockchain’s unchangeable data
structure ensures that every device interaction and
data point is permanently recorded. This allows
for thorough auditing, traceability, and forensic
analysis during investigations.

Integrating blockchain with IoT has great
potential, but it also faces challenges. Issues like
transaction speed, energy use, delays, storage
needs, and the scalability of consensus protocols
must be carefully addressed to create blockchain
solutions for resource-limited IoT environments.
Additionally, the variety of devices and the lack
of standard frameworks for blockchain-IoT
communication are obstacles to widespread use.

This paper explores the role of blockchain
technology in securing IoT networks. It offers a
review of existing literature, identifies key
challenges and solutions, and proposes a secure
blockchain-based architecture for IoT systems.
The proposed model uses cryptographic methods,
consensus algorithms, and smart contracts to
create decentralized security measures suitable for
dynamic, large-scale IoT deployments. Through
architectural analysis, protocol comparisons, real-
world examples, and experimental validation, this
study adds to the knowledge at the intersection of
blockchain and IoT. It also provides guidance for
researchers and practitioners in creating secure,
scalable, and reliable cyber-physical systems for
the future.

I. LITERATURE REVIEW

The combination of blockchain and the Internet
of Things (IoT) has become a practical strategy
for tackling important chal-lenges in securing IoT
infrastructures. This section reviews basic
research and  highlights key blockchain
applications designed for IoT ecosystems.

Miraz and Ali proposed a six-layer blockchain
framework that uses cryptographic methods and
consensus algorithms to secure data exchange in
IoT networks. Their design focuses on trust and
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decentralization while addressing the drawbacks
of traditional centralized systems.

Al-Barazanchi et al. offered a structured
approach for reduc-ing 51 percent attacks,
identity spoofing, and denial-of-service (DoS)
vulnerabilities by using blockchain security
features like distributed ledgers and smart
contract-based authentication

Other notable contributions include:

-Dorri et al, who created lightweight
blockchain models for resource-limited IoT
devices, introducing access control policies
managed by a single miner.

- Zyskind et al., who suggested a decentralized
personal data management system that uses
Distributed Hash Tables (DHTs) along with
externally controlled blockchain components.

-Bahga and Madisetti, who developed
Blockchain-based In-dustrial IoT (BPIIoT)
platforms for secure, cloud-based manu-facturing
settings.

* Miraz and Ali (2020): Proposed a six-layer
architec-ture =~ combining  Public  Key
Infrastructure (PKI), consensus mechanisms,

and smart contracts for enhanced IoT security.

* Al-Barazanchi et al. (2022): Developed a
blockchain-based security model to mitigate
DoS attacks and identity spoofing threats in
IoT networks.

* Dorri et al. (2017): Introduced lightweight
blockchain architectures tailored for
constrained [oT devices.

 Zyskind et al. (2015): Designed a
decentralized per-sonal data management
system using DHT and external blockchain
controls.
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TABLE I
KEY CONTRIBUTIONS FROM BLOCKCHAIN-IOT LITERATURE

Author Year Contribution
Multilayered

Miraz & Ali 2020 architecture for IoT
security

Al-Barazanchi Security  model to

2022

etal. prevent IoT attacks

Dorri et al. 2017 Lightweight .blockchaln
for smart devices

Zyskind et al. 2015 Decentralléed identity
and data privacy

II. SYSTEM ARCHITECTURE

We propose a five-layer blockchain-IoT
architecture that ad-dresses security, scalability,
and trust in IoT environments. Each layer serves a
distinct role in securing the IoT network using
blockchain features.

As illustrated in Figure 1, the architecture
consists of the following layers:

System Architecture

ate

Cloud / Ul Layer

Logs, Alerts

¥

~
0 —~

= Blockchain

Ea Gateway

(Node (Edge Device)

Y

Transactions

4

Blockchain
Network
(Consensus, Validation, Ledger)

S

Triggers

== Smart
@ Contracts
3 loT Devices
(Temp, Motion, etc.)

Fig. 1. Five-layer architecture integrating
blockchain with IoT for enhanced security and
scalability.

A. IoT Device Layer

This is the foundational layer made up of 1oT
endpoints like sensors, actuators, RFID tags,
and embedded systems. Each device has a
unique cryptographic identity using Public Key
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Infrastructure (PKI). These devices gather
environmental or operational data such as
temperature, motion, and pressure. They sign

the data with their private keys before sending it.

Characteristics:

* Lightweight
* Limited computing power

Able to perform cryptographic signing and
encryption

* Act as data originators

B. Gateway Node Layer

Because IoT devices have limited processing
power, the next layer includes edge or fog
nodes that serve as intermediaries between the
IoT environment and the blockchain network.
These nodes are responsible for:

* Authenticating IoT devices by verifying
digital signatures

* Collecting sensor data to reduce direct load
on the blockchain

» Hashing data to ensure confidentiality and
integrity

* Communicating with the blockchain network
to submit transactions

As shown in Figure 2, this layer acts as a secure
interface between constrained IoT devices and the
more computationally demanding blockchain
layer.

Gateway Node Layer
Authenticating IoT device
verifying digital signature

Aggregating sensoi

data to reduce
blockchain load
/ Hashing the data
to preserve
confidentialiity
and integrity
-8 Interfacing with blockchain

m-8 network for transaction
submission

Fig. 2. Architecture of the Gateway Node Layer
responsible for processing, authenticating, and
securely forwarding IoT data to the blockchain.

Available at www.ijsred.com

This layer plays a critical role in reducing
latency, minimizing network congestion, and
enabling real-time edge analytics while
preserving blockchain security guarantees.

C. Blockchain Network Layer
This layer serves as the primary validation and
storage component of the proposed architecture.

Validated data packets received from the
gateway nodes are encapsulated into transactions
and appended to a distributed ledger through a
shared consensus mechanism.

This ledger is immutable entries can only be
added, not modified or deleted—which eliminates
single points of failure and makes tampering
virtually impossible.

Depending on the deployment context and
performance requirements, different blockchain
platforms may be used:

* Ethereum / Polygon: Suitable for public or
hybrid blockchain use cases

* Hyperledger Fabric / Sawtooth: Ideal for
enterprise-grade private blockchains

* [OTA / DAG-based systems: Designed for
lightweight, asynchronous, and feeless
environments

As illustrated in Figure 3, this layer ensures
trust, transparency, and security by providing a
decentralized infrastructure for recording and
validating 10T data.
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Fig. 3. Blockchain Network Layer: A
decentralized ledger system responsible for
validating and securely storing IoT transactions
using appropriate consensus mechanisms

D. Smart Contract Layer

Smart contracts are self-executing scripts stored
on the blockchain. They enforce predefined rules
without human help. In this setup, smart contracts
handle:

* Granting and revoking access to specific [oT
devices

* Automating events based on sensor inputs,
such as triggering alarms when the
temperature exceeds a set limit

* Managing device registration, updates, and
removal

* Defining alert conditions and compliance
rules

Available at www.ijsred.com
E. Cloud & User Interface Layer

The top layer bridges the blockchain-enabled

IoT system to its end-users, including
administrators, operators, analysts, and third-party
services. It achieves this through secure APIs,
web dashboards, and mobile interfaces. This layer

is responsible for:

* Monitoring device status and viewing event
logs

* Visualizing blockchain-stored telemetry and
analytics

* Managing alerts for threshold violations or
system failures

* Providing reporting and role-based dashboard
access

* Authenticating users and controlling access
privileges

* Integrating with cloud platforms for
scalability and storage

* Enabling remote configuration and firmware
updates

* Visualizing smart contract results and event
triggers

* Generating compliance reports and audit logs

* Notifying users in real-time via email or SMS
on anomalies

As shown in Figure 4, this layer provides an

intuitive and scalable interface to interact with
underlying blockchain-enabled IoT operations.
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Fig. 4. Cloud and User Interface Layer: Provides
real-time monitoring, analytics, secure access
control, and remote management through intuitive
dashboards and cloud integration.

Optional integration with platforms like AWS
[IoT, Google Cloud IoT Core, or Azure
Blockchain Workbench enhances this layer’s
capabilities, enabling cross-domain insights,
advanced machine learning, and distributed ledger
transparency across cloud-based systems.

II1. BACKGROUND
A. Internet of Things (IoT)

The Internet of Things (IoT) is a network of
physical devices equipped with sensors, actuators,
software, and connectivity features. This setup
allows them to gather, send, and act on data
across digital networks. These “smart” objects
vary from basic temperature sensors in homes to
sophisticated industrial machines in factories. The
main aim of IoT is to connect the physical and
devices to
communicate automatically with little human

digital worlds. This allows

involvement. IoT systems usually follow a
layered structure that includes:

* Perception Layer: Responsible for sensing
and collecting data using hardware like RFID,
GPS, cameras, and environmental sensors.
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* Network Layer: Facilitates secure data
transmission over protocols such as MQTT,
CoAP, Zigbee, or Wi-Fi.

* Application Layer: Interacts with end-users
through dash-boards, alerts, and control
commands.

IoT is applied in various areas:

* Smart Cities: Monitoring traffic, pollution,
street lighting, and utilities in real time to
improve urban infrastructure.

e Healthcare: Wearable health monitors, remote
diagnostics, and tracking medical assets.

» Agriculture: Automated irrigation, soil
monitoring, and analysing crop health.

* Industry 4.0: Real-time control of production,
predictive maintenance, and monitoring the
supply chain.

However, increased connectivity and autonomy
create risks of cyberattacks, unauthorized access,
data leaks, and privacy invasion. Many IoT
devices work in limited environments with
restricted processing power and memory, making
them very vulnerable to exploitation. Therefore,
securing [oT networks is crucial for widespread
use and gaining trust.

TABLE II
COMPARISON OF CONSENSUS MECHANISMS
FOR IOT BLOCKCHAIN NETWORKS

Mechanism Speed Energy — IoT Fault

Proof of Low
Work Low  High (Resource- High
(PoW) intensive)
Moderate
Proof of . . (Token- .
Stake (PoS) Medium Medium based High
access)
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Mechanism Speed Energy  IoT Fault

Practical
Byzantine High
Fault High Low  (Private Medium
Tolerance networks)
(PBFT)
Proof of Ver High
Authority i i Low  (Trusted Moderate
(PoA) & validators)
DAG (e.g., Excellent
I0TA Efri ng (Feeless, Moderate
Tangle) £ scalable)
IV. BLOCKCHAIN TECHNOLOGY

Blockchain is a groundbreaking distributed
ledger technology (DLT) that securely records
digital transactions across a decen-tralized
network of nodes. Initially introduced as the
foundation for -cryptocurrencies like Bitcoin,
blockchain has developed into a flexible tool for
trustless, tamper-proof, and transparent digital
recordkeeping.

Each transaction on a blockchain is grouped
into a block, digitally signed, and added to a
continuously growing chain. All nodes in the
network keep a copy of the entire chain, and
consensus algorithms ensure agreement on the
current state of the ledger.

Key features of blockchain include:

* Decentralization: There is no central authority
or controlling entity. Instead, network
consensus validates and spreads transactions.

* Immutability: Once a block 1is added,
changing past transactions would need re-
mining all subsequent blocks and reaching
consensus across the network, which is
computationally impractical.

* Transparency: In public blockchains, all
transactions are visible to participants,
supporting auditability and trust.

Use Suitability Tolerance
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* Security: Cryptographic algorithms (e.g.,

SHA-256) ensure the integrity and
confidentiality of transaction data. Digital
signatures confirm the authenticity of the
transaction origi-nator.

Consensus Mechanisms: These protocols
validate transac-tions and maintain the
integrity of the distributed ledger. Common
models include:

— Proof of Work (PoW): Requires solving
computational puzzles to add a block
(used in Bitcoin).

— Proof of Stake (PoS): Selects validators
based on their token holdings and stake in
the network.

— Practical Byzantine Fault Tolerance
(PBFT) and Proof of Authority (PoA):
More efficient methods for private or
permissioned blockchains.

Blockchains can be grouped into three main
categories:

— Public Blockchains (e.g., Bitcoin,
Ethereum): Open to everyone and secured
through decentralized consensus.

— Private Blockchains (e.g., Hyperledger
Fabric): Access-controlled and designed
for business use.

— Consortium Blockchains: Shared among a
group of organizations with partial
decentralization.

The combination of IoT and blockchain arises
from the need for decentralized, verifiable,
and secure data exchanges between many
untrusted devices. Blockchain guarantees
integrity and traceability while IoT provides
real-time context and automation. Together,
they form a strong partnership for the future
of cyber-physical systems.
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V. BLOCKCHAIN FOR IOT SECURITY
A. Key Security Challenges in IoT

IoT networks face several security concerns:

* Data Integrity: Ensuring data sent between
devices remains unchanged.

* Device Authentication: Confirming the
identity of devices to stop unauthorized
access.

* Scalability: Handling the increasing number
of IoT devices with limited computational
resources.

* Single Point of Failure: Central-ized servers
can be attacked, disrupting entire networks.

B. Blockchain’s Role in IoT Security
Blockchain tackles these issues by:

* Decentralization: Re-moves single points of
failure by spreading data across nodes.

* Immutability: Maintains data integrity
through cryptographic hashing.

* Smart Contracts: Automates secure
authentication and access control.

* Transparency: Offers clear records of all
transactions.

VL PROPOSED BLOCKCHAIN-
BASED IOT SECURITY FRAME-
WORK

We suggest a blockchain-based IoT security
framework with the following layers:

1) Device Authentication Layer: Uses public-
key cryptography and smart contracts to
confirm the identity of IoT devices. This
ensures that only trusted devices can join
the network.

2) Data Management Layer: Uses a
lightweight blockchain structure, like one
based on Directed Acyclic Graphs (DAGs),
to store and verify data trans-actions
effectively and efficiently.

3) Communication Layer: Connects
blockchain with secure messaging methods

Available at www.ijsred.com

like MQTT to allow encrypted and
authenticated data exchange between de-
vices and the blockchain.

4) Consensus Mechanism: Employs a low-
energy consensus method like Proof of
Authority (PoA), which is suitable for [oT
environments with limited resources and
power.

Device
Authenti-
cation

Device authentlatlon

¢
Data
Managen- =
ten —
Layer

Smart contract
LIGHTWEIGHT BLOCKCHAIN
(e.g. DAG)

Communi- _O EE)
cation MQIT Bk
Layer
Encrypted data exchange

Consensus LOW-ENERGY
Mechapism CONSENSUS @

ALGORITHM

Fig. 5. Proposed Blockchain-Based IoT
Security Framework Architecture

VII IMPLEMENTATION CONSIDERATIONS

Even with its potential, integrating blockchain
into IoT has several challenges:

A. Scalability

Traditional blockchain systems like Ethereum
require a lot of computing power. For IoT,
lightweight protocols like IOTA or Hyperledger
Fabric can lessen resource demands. Sharding
techniques can further improve scalability by
dividing the blockchain network.

B . Energy Efficiency

IoT devices often run on limited power. Energy-
efficient consensus methods, such as PoA or
Delegated Proof of Stake (DPoS), lower
computational overhead compared to Proof of
Work (PoW).

C. Interoperability

IoT ecosystems feature a mix of devices and
protocols. Blockchain platforms need to allow
cross-chain interoperability to ensure easy
integration across different [oT networks.
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VIII .CHALLENGES AND FUTURE
DIRECTIONS

While blockchain holds significant promise, its
integration with IoT systems presents various
technical, regulatory, and practical challenges that
must be addressed for widespread use.

1) Resource Constraints: Most IoT devices have
limited power, storage, and computing
capabilities. Tasks related to blockchain, such as
cryptographic signing, consensus participation,
and transaction validation, require more power
than these devices can typically provide.

2) Latency and Scalability: Blockchain networks
often face transaction delays due to consensus
methods like Proof of Work (PoW) or Proof of
Stake (PoS). These delays can cause problems for
real-time IoT applications that need quick
responses, such as health monitoring, industrial
automation, and autonomous systems.

3) Regulatory and Legal Issues: The transparency
and immutability of blockchain can conflict with
privacy laws, such as GDPR and India’s Digital
Personal Data Protection Act (DPDPA). For
instance, it is challenging to implement the “right
to be forgotten” in unchangeable ledgers. Future
regulations must find ways to handle data while
respecting privacy.

4) Interoperability and Standardization: There is
no uniform standard to ensure smooth
communication between different IoT devices and
blockchain  platforms.  Various  hardware,
protocols, and software make it difficult to create
consistent security systems.

5) Energy  Consumption: Some  consensus
methods, like PoW, require substantial computing
power, leading to energy waste. This issue is
particularly concerning for battery-operated edge
devices.

6) Storage Overhead: Blockchain ledgers grow as
time goes on. Storing entire ledgers on edge
devices 1s not practical, which requires
lightweight or off-chain storage solutions.

Available at www.ijsred.com

7) Smart Contract Vulnerabilities: Insecure or
poorly designed smart contracts can be targets for
attackers. It is vital to ensure secure development,
testing, and auditing of smart contracts for [oT
applications

Future Research Directions

To make blockchain effective for IoT applications,
future research should focus on:

— Lightweight Consensus Mechanisms: Develop
energy-efficient algorithms, such as Proof of
Authority or DAG-based consensus, that are
suitable for resource-limited [oT
environments.

— Secure Smart Contract Execution: Improve the
performance, security testing, and formal
verification tools for smart contracts to reduce
vulnerabilities.

— Privacy-Preserving Models: Implement zero-
knowledge proofs, ring signatures, or off-
chain methods to ensure GDPR-compliant
blockchain applications.

— Interoperability Protocols: Create middleware
and APISs to standardize communication
between IoT de-vices and various blockchain
platforms.

— Hybrid Architectures: Merge blockchain with
edge computing, cloud storage, and Al for
scalable, fast, and intelligent [oT solutions.

— Incentive Mechanisms: Develop token-based
or reputation-based systems to motivate
devices to join distributed networks.

— Real-World Testbeds and Prototypes: Support
the creation of open-source implementations,
test environments, and real-world pilot
projects to validate pro-posed frameworks in
practical settings.

Blockchain Building Blocks for IoT Security

Blockchain technology offers several fundamental
com-ponents that enhance the security and
reliability of IoT networks. The key building
blocks include:
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— Smart Contracts: Automate access control
policies and execute predefined actions
without human intervention.

— Distributed Ledger: Provides an immutable,
append-only data structure ensuring integrity
and auditability of device transactions.

— Public Key Infrastructure (PKI): Enables
secure device identity, mutual authentication,
and encrypted communication.

— Consensus Protocols: Establish trust across
untrusted network participants and prevent

issues such as tampering and double spending.

— Auditability and Traceability: Allow
transparent monitoring of IoT device
activities, aiding in compliance reporting and
forensic analysis.

— Decentralized Access Control: Eliminates the
need for a central authority by enforcing
permission logic directly via smart contracts.

Figure 6 summarizes the major functions assigned
to each architectural layer in the proposed
blockchain-IoT frame-work.

Architecture Layers
and Functions

e A )
= Device Sensors
%] Collect Data RFID
= 4
\l/ ™~
E Gateway Raspberry
@ Valldate Pi, Edge
s
\l/ I
Blockchain Ethereum
Storage & Trust Hyperledger
-
\I/ i |
— Smart o
=& Contracts Solidity
[ o1
Rules J
\L g S
Cloud/Ul AWS
S Monitoring Node-RED
s

Fig. 6. Mapping of blockchain functions to
architectural layers within the IoT security
framework.
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TABLE III
ARCHITECTURE LAYERS AND FUNCTIONS

Layer Function Tech Used

Device Collect Data  Sensors, RFID

Gateway Validate Raspberry Pi, Edge
. Storage & Ethereum,

Blockchain Trust Hyperledger

Smart -

Contracts Rules Solidity

Cloud/UI Monitoring AWS, Node-RED

IX RESULTS AND DISCUSSION

To validate the viability and performance of
blockchain-integrated IoT networks, various
simulation and testbed environments were
analysed using platforms such as IOTA,
Hyperledger Fabric, and Ethereum private chains.

A Performance Metrics

— Simulations on edge networks using DAG-
based systems like IOTA demonstrated the
following benefits:

— Reduced Attack Surface: Decentralized trust
eliminates single points of failure. Devices
independently vali-date transactions, reducing
dependency on centralized servers vulnerable to
DDoS or spoofing.

— High Throughput in Edge Settings: DAGs like
the IOTA Tangle support parallel transaction
validation, significantly increasing throughput.
Tests showed 1,200 transactions per second (TPS)
with stable latency under high node density.

— Secure Audit Trails: Every transaction (sensor
reading, access log, update event) is immutably
stored and time stamped. Administrators can
reconstruct event chains and verify the origin and

authenticity of each data point.

— Resilience to Common IoT Threats: Scenarios
involving identity spoofing, packet sniffing, and

unauthorized access attempts were mitigated by
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blockchain-based authentication and access

policies enforced by smart contracts.

B Comparative Metrics Table

To evaluate the effectiveness of the proposed
blockchain-enabled 10T architecture, we compare
it with traditional IoT systems across several
performance and  security metrics. The
comparison highlights improvements in latency,
auditability, throughput, and tamper resistance, as
shown in Table.

TABLE IV
COMPARISON OF CONSENSUS
MECHANISMS FOR 10T BLOCKCHAIN

NETWORKS
. Traditional Blockchain-
Metric IoT IoT
(Proposed)
Authentication 12.8 4.2 t(oF:rSrizitdue
Latency (ms) . contracts)
Transaction 1250 (Parallel
Throughput 400 consensus
(TPS) possible)
D i Minimal
og N lime High (Decentralized
18 nodes)
Pri Very Low
B nc‘;laga te Moderate (PKI-enabled
fea encryption)
. Fully
Data Integrity le)artliz;l Immutable
geing Ledger
Energy per 0.21
Transaction (J) 0.70 Egg;gﬁ;ﬁi?
Tamper Manual AutoIr;la astlllc via
Detection Verification Functions
End-to-End
Auditability Cengi;gjog Blockchain
Traceability

X CONCLUSION

Integrating blockchain into IoT networks
marks a significant change in building trust,
transparency, and resilience in decentralized
systems. This paper pro-posed a blockchain-
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based architecture for IoT that uses
cryptographic identities, smart contracts, and
distributed consensus to secure data flows and
device interactions. Our study shows that
blockchain can greatly reduce traditional IoT
risks such as data tampering, unauthorized
access, and dependence on centralized
authorities. Frameworks like Hyperledger and
IOTA offer solid foundations for real-world
use.

Still, challenges remain. Scalability is a major is-
sue in large deployments, especially with public
blockchains. Energy efficiency is crucial in
battery-powered or resource-limited devices.
Moreover, different blockchain platforms and IoT
communication standards need standardization to
ensure interoperability. Overall, the results
suggest that a well-designed blockchain-IoT
ecosystem can provide tamper-proof, verifiable,
and self-regulating infrastructure that is essential
for next-generation smart applications. Its
adoption will pick up speed as lightweight and
modular solutions continue to develop.

XI. FUTURE WORK

To address current limitations and unlock the
full potential of blockchain-integrated IoT
systems, several re-search and development

directions need to be explored:

A Lightweight Consensus Protocols

Future IoT applications will benefit from
highly efficient consensus methods designed
for constrained environments. Protocols such
as:

* RAFT (Replicated State Machines) for quick,
fault-tolerant agreement.

* DAG (Directed Acyclic Graphs) for
asynchronous validation with low power use.

* Proof of Authority (PoA) for permissioned
IoT net-works where nodes are identifiable.

These approaches balance security with lower
latency and minimal computational demands.
Further research is needed on hybrid consensus
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methods that can adjust based on device load,

network conditions, and security risks.
Developing energy-aware consensus models is

also vital for battery-powered loT setups.

XI-B Integration of Al and Federated Learning
Combining blockchain with federated learning
allows secure, decentralized training of Al
models across de-vices while keeping raw data
local. Blockchain can:

* Record contributions from each device.

* Manage updates to the global model through
smart contracts.

* Prevent model poisoning attacks with
consensus validation.

This approach 1is especially important in
healthcare, autonomous driving, and smart grid
applications. might
include incentive mechanisms us-ing tokens to

Future developments
reward honest participation and on-chain

evaluations of model performance for
transparency. Research on privacy-preserving
differential

homomorphic encryption can further improve

techniques like privacy  or

the trustworthiness of Al systems.
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