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Abstract: 
            The internet of Thing (IoT), following the rise of internet technology, marks a transformative wave 

in the information industry, profoundly impacting political, military, economic, and environmental 

domains. As an integral part of the next generation of information technology, IoT connects physical 

objects through the internet using technologies such as RFID, sensors, GPS and scanners, enabling 

intelligent identification, monitoring, tracking, and management of objects. A core feature of IoT is the 

deployment of numerous real-time sensors that gather and transmit environmental data, facilitating 

seamless communication between people, objects, and networks. This real-time connectivity supports 

efficient control and management across various sectors. This paper explores the development of smart 

home systems based on IoT and Internet technologies. A smart home integrates home security, network 

services, and automation systems using advanced computing, communication, and wiring technologies. It 

creates a safe, comfortable, and intelligent living environment by connecting appliances and security 

systems for centralized or remote control and management. As consumer expectations for convenience and 

quality of life continue to rise, smart homes are evolving into multifunctional platforms offering services 

such as video intercoms, remote appliance monitoring, telemedicine, online education, and home 

entertainment. Although the current market share remains modest compared to traditional housing sectors, 

the increasing affordability and technological advancement of smart home systems promise substantial 

future growth and widespread adoption.   
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I.     INTRODUCTION 

The Internet of Thing (IoT) has emerged as a 

transformative force in modern information and 

communication technology, enabling seamless 

interconnectivity among devices, systems, and 

people. IoT extends the capabilities of the 

traditional Internet by incorporating everyday 

objects such as sensors, mobile terminals, smart 

home devices, surveillance systems, and industrial 

equipment into a unified, intelligent ecosystem [1]. 

Through advanced technologies including radio 

frequency identification (RFID), wireless sensor 

networks, global positioning systems (GPS), and 

laser scanning, IoT facilitates real-time data 

exchange, remote monitoring, and automated 

control over a wide range of applications [2]. A key 

feature of the IoT is its ability to integrate physical 

infrastructure with digital intelligence, bridging the 

divide between conventional construction 

elements—such as buildings, roads, and 
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transportation systems—and IT components like 

data centres, broadband networks, and smart 

terminals [3]. In this interconnected environment, 

devices can autonomously "communicate" with 

each other without human intervention, creating a 

more efficient, responsive, and intelligent world. 

Among its many applications, smart home systems 

stand out as one of the most impactful and 

accessible implementations of IoT in daily life. A 

smart home refers to a residential system that 

incorporates home automation, networked 

communication, and intelligent control technologies 

to enhance safety, convenience, energy efficiency, 

and overall quality of life. This includes the 

centralized or remote management of lighting, 

climate control, home appliances, surveillance 

systems, and entertainment platforms via mobile or 

web-based interfaces [4]. For instance, intelligent 

curtains may close automatically based on sunlight 

intensity, or air conditioners can adjust temperature 

and humidity levels without user input. These 

capabilities are achieved by connecting household 

devices to an intelligent platform that monitors and 

controls them in real time. The concept of smart 

homes originated in the United States in the 1970s 

and quickly spread to Europe, Japan, and other 

technologically advanced regions [5]. In China and 

Southeast Asia, adoption began more gradually in 

the late 1990s but has since gained momentum. 

Today, many modern communities are being 

developed with embedded smart home systems. 

Despite significant progress, smart home 

technology still occupies a relatively small share of 

the broader building and housing industry. However, 

rapid advancements in wireless communication, 

cloud computing, and sensor miniaturization are 

driving down implementation costs, making smart 

home solutions increasingly accessible to a wider 

population [6]. With growing consumer demand for 

personalized, intelligent, and secure living 

environments, smart homes are evolving into 

multifunctional platforms that offer visual 

intercoms, telemedicine, remote diagnostics, energy 

optimization, online education, and entertainment 

systems. These systems aim to not only improve 

quality of life but also reduce energy consumption, 

enhance home security, and support independent 

living for the elderly and disabled [7]. This paper 

explores the development and application of smart 

home systems based on IoT technologies. It 

examines the architecture, communication protocols, 

system components, and integration methods that 

enable real-time automation and monitoring of 

home environments. The study also discusses key 

challenges such as interoperability, data security, 

scalability, and cost, and presents current trends and 

future prospects for the smart home industry. 

II.     THE PROPOSED  AND IMPLEMENTATION 

SYSTEM 

The smart home system comprises several 

hardware modules such as a GSM remote control, 

temperature and smoke sensors, a voice-prompt 

password lock, and a child safety module. Each 

module is treated as a device in embedded 

development and requires a Linux kernel device 

driver for operation. A device driver is kernel-level 

software that facilitates communication between the 

hardware and user applications. It handles data 

transfer, parameter configuration, and interrupt 

management. Applications use system calls (e.g., 

open(), read(), write(), ioctl()) to interact with these 

drivers via the Linux kernel. Linux drivers are 

typically implemented as kernel modules, which 

can be loaded or unloaded at runtime. This 

modularity improves flexibility, debugging, and 

system maintainability. Drivers are categorized into 

character devices, block devices, and network 

interfaces. In this system, only character device 

drivers are used, which allow sequential byte-by-

byte data access (not random access). 

A. Implementation of gsm remote control module 

In the actual programming process, it mainly 

consists of two components, one is the hardware 

driver of the serial port, and the other is the 

application on the file system. The Mini2440 

development board uses the S3C2440 processor, 

which includes three UART serial ports (UART0, 

UART1, UART2). UART0 is RS232 level and is 

reserved for booting via NFS, UART1 and UART2 

are TTL level. In this project, UART2 is used to 

communication with the GSM module via a level-

conversion circuit (TTL to RS232). The Linux 

kernel provided for the board already includes a 

serial port driver, so no additional driver 
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programming is needed. Accessing the serial port in 

Linux, serial ports are treated as files (e.g., 

/dev/ttySAC1). The serial port is accessed using the 

open() system call: int fd = open("/dev/ttySAC1", 

O_RDWR); If the port cannot be opened, an error is 

returned. Seral Port Configuration to use the serial 

port properly, parameters like baud rate, parity, data 

bits, and stop bits must be configured using the 

struct termios structure: struct termios { 

  unsigned short c_iflag;  // input mode flags 

  unsigned short c_oflag;  // output mode flags 

  unsigned short c_cflag;  // control mode flags 

  unsigned short c_lflag;  // local mode flags 

  unsigned char  c_line;   // line discipline 

  unsigned char  c_cc[NCC]; // control characters 

};  

The following functions are used to get and set 

terminal attributes:    

• tcgetattr(fd, &termios_struct) – Get current 

serial settings 

• Modify desired settings in termios_struct 

• tcsetattr(fd, TCSANOW, &termios_struct) – 

Apply new settings 

in this system, the serial port is configured as 

follows: 

• Baud rate: 9600 bps 

• Parity: None 

• Data bits: 8 

• Stop bits: 1  

Data Transmission, once configured the serial 

port can be used like a file: 

• Send data: write(fd, buffer, length); 

• Receive data: read(fd, buffer, length);  

B. Sending SMS via Serial Port 

The Mini2440 smart home system uses UART2 

and a MAX232 circuit to communicate with the 

TC35 GSM module, sending AT commands over a 

serial port to transmit English SMS messages for 

remote appliance monitoring and control. The TC35, 

which operates at RS232 level, requires level 

conversion from the board’s TTL output. SMS 

messages are sent by configuring the module with 

AT commands, specifying the format and recipient, 

and sending the message content followed by 

Ctrl+Z. The system only processes messages from 

authorized phone numbers, identifying the sender 

and content before executing appliance commands. 

Messages from unknown users are ignored for 

security. 

C. Implementation of temperature acquisition module 

DS18B20 temperature sensor and its application 

in Multi-Point temperature measurement, the 

DS18B20 is a digital temperature sensor that 

provides 9- to 12-bit binary temperature readings. It 

communicates with the host CPU via a single-wire 

interface, requiring only one common data line. 

There are two power supply modes for the 

DS18B20. Parasitic Power Mode – In this mode, 

the sensor draws power directly from the data line, 

reducing wiring requirements. However, it results 

in slower temperature conversion due to limited 

power supply current. External Power Supply Mode 

– This design uses an external power supply 

connected to the VDD pin. In this mode, the I/O 

line does not need a strong pull-up resistor, and the 

sensor receives sufficient current for faster and 

more accurate temperature conversion. 

The DS18B20 supports a wide temperature range 

of -55°C to +125°C with a resolution of 0.5°C, and 

typically completes a conversion in 1 second. Each 

sensor is factory-programmed with a unique 64-bit 

serial number stored in its internal ROM, enabling 

multiple DS18B20 devices to coexist on the same 

data bus for multi-point temperature monitoring. To 

perform multi-channel measurements, the system 

uses the ROM search command to identify all 

DS18B20 devices on the bus. After identification, it 

sends the Skip ROM command followed by the 

temperature conversion command to trigger all 

sensors. Once the conversion is complete, the 

system can use the Match ROM and Read 

Scratchpad commands to access the temperature 

data from each individual sensor. 

The necessary ROM and RAM operation 

commands for these procedures are summarized in 

Table 1 and Table 2, respectively. 

TABLE I 

ROM MEMORY OPERATION COMMANDS 

Rom 

instruction 

 

Code 

 

Command function 

Read ROM 33H Read the 64-bit device serial 
number of ds18b20 

Match 55H Bus control locates a particular 
ds18b20 on a single line 

Skip ROM CCH The bus controller can operate on 
the memory without sending the 
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device serial number 

Search 
ROM  

FOH Identify the serial number of each 
single-wire device on a single-
wire bus 

Alarm ROM ECH  Warning search response for 
devices whose temperature 
exceeds the upper and lower 
limits of the alarm 

TABLE III 

RAM MEMORY OPERATION COMMANDS 

Ram 

command 

 

Code 

 

Command function 

Write 
Scratchpad 

4EH Write data to memory bytes 2, 3 
and 4 

Read 
Scratchpad 

BEH Read scratch memory 

Copy 

Scratchpad 

48H Complex the contents of th, tl and 

configuration registers in the 
scratchpad to e2prom 

Convert 
Temperature 

44H Start ds18b20 temperature 
conversion 

Recall 
EPROM 

B8H  Write the contents of th, tl and 
configuration registers in e2prom 
back to the scratchpad 

Read Power 
supply  

B4H Read power 
 

The DS18B20 digital temperature sensor converts 

analogy temperature into a digital signal and 

transmits it via a one-wire serial interface. Accurate 

temperature acquisition relies heavily on the 

communication protocol between the DS18B20 and 

the S3C2440 processor. This protocol includes 

device initialization, ROM commands, and memory 

operations. Communication begins with an 

initialization sequence involving a reset pulse and 

presence detection. Data transmission follows a 

strict timing-based protocol, where all commands 

and data are transferred byte by byte, least 

significant bit first. To write data, the processor 

pulls the DQ line low. A write "0" keeps the line 

low for the full duration (60–120 µs), while a write 

"1" pulls the line low for only <15 µs before 

releasing it. At least 1 µs recovery time is required 

between write operations. This precise timing 

ensures reliable data transmission between the 

sensor and the processor. 

D. Implementation of the smoke sensor module 

The MQ-2 gas sensor is capable of detecting 

various flammable gases. When such gases are 

present in the surrounding environment, the sensor's 

conductivity increases in proportion to the gas 

concentration. This change in conductivity is 

converted into a corresponding analoy voltage 

signal through a simple circuit. The higher the 

output voltage, the higher the gas concentration. In 

this system, the S3C2440 processor is used to read 

the MQ-2 sensor's output. The S3C2440 includes a 

built-in A/D (analog-to-digital) converter, which 

digitizes the sensor’s voltage signal for further 

processing. In the embedded Linux environment, 

the A/D converter is accessed through the device 

file: /dev/adc.  

To read gas levels:  

• The system first opens the ADC device using: 

int fd_adctest = open("/dev/adc", O_RDWR); 

If the open operation fails, the function returns 

-1. 

• After the ADC device is successfully opened, 

further operations (e.g., reading the voltage) 

can be performed using fd_adctest. 

To stop using the gas sensor, the system calls: 

close(fd_adctest); figures, as shown in     Fig. 1. 

 

 

 

 

 

 

 

 

Fig. 1 Smoke sensor wiring diagram 

E. Implementation of password lock anti-theft module with 

voice prompt function. 

The system continuously scans the keypad to 

detect if a key is pressed. When a button press is 

detected, a debounce delay is applied to filter out 

noise, after which the system determines which key 

was pressed and calculates its corresponding value. 

A predefined password is initialized in the program. 

The system constantly monitors user input, and if 

the correct password is entered, the door is 

unlocked. At this point, the system disables the 

external interrupt signal triggered by the infrared 

(red light) sensor. If the door is opened by 

unauthorized means (e.g., forced entry), the indoor 

photoelectric sensor detects an abnormal signal. 

This triggers an interrupt service routine (ISR), 

which sends a signal to activate the ISD1760 voice 

alarm chip. The password lock module begins by 

initializing external interrupts. The program 
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constantly checks whether the infrared sensor has 

detected a signal and whether an interrupt has 

occurred. If an interrupt is detected:  

• It first checks if the correct password has been 

entered. 

• If correct, the door opens. 

• If incorrect, the voice alarm module is 

triggeredໃ 

The photoelectric sensor is used to detect 

changes near important objects (e.g., safes). It 

outputs a high signal by default, and when someone 

approaches, it switches to a low signal. The system 

uses this falling-edge transition as an interrupt 

trigger. In the embedded Linux system, the device 

file /dev/red_sensor is used. The program opens the 

device using open("/dev/red_sensor", O_RDWR) 

and reads the state. If the value is 1, it indicates an 

interrupt, and a signal is sent to trigger the voice 

alarm. In the Qt-based application, a timer checks 

the state of the photoelectric sensor every second. If 

a falling-edge signal is detected, it triggers the 

alarm module. The voice alarm system uses the 

ISD1760 chip, which is a high-quality voice 

recording/playback IC. It supports multiple features 

like: 

• Independent or embedded control mode 

• Voice alert (vAlert) 

• Customizable playback signals 

This module ensures real-time password 

verification, intrusion detection, and voice alarm 

feedback, enhancing both security and user 

interaction in the smart home system. This module 

uses a 4*4 keyboard as the input device. The 

physical map and circuit diagrams used in the 

system are shown in Fig 2.  

 

 

 

 

 

 

Fig. 2 4*4 keyboard circuit diagram 

F. Preventing children falling from the building module 

To address the growing concern of children 

accidentally falling from windows, this smart home 

module introduces an automated safety mechanism 

that uses a human infrared sensor and a stepper 

motor to monitor and control window access. A 

passive infrared (PIR) sensor is installed near the 

window to detect the presence of a person. When 

someone—presumably a child—approaches the 

window, the system evaluates the current window 

status. If the window is open, the system 

automatically activates a stepper motor to close it. 

Once the individual moves away from the window, 

the system reopens it, ensuring both safety and 

usability. In the prototype, a single infrared sensor 

is used, which cannot differentiate between children 

and adults. However, in practical implementations, 

multiple infrared sensors can be installed at various 

heights to distinguish the height profile of the 

approaching person, allowing the system to more 

accurately identify children. The PIR sensor outputs 

a high-level voltage (~2.3V) when idle and 0V 

when motion is detected. A 74LS04 inverter chip is 

integrated to reverse the logic for processing ease. 

This logic inversion helps the controller easily 

identify detection states and respond accordingly. A 

28BYJ-48 stepper motor is employed to physically 

control the window. This motor operates using a 

four-phase, eight-beat stepping sequence and 

responds to electrical pulse signals to produce 

accurate angular displacement. The motor is 

powered by a DC 5V or 12V supply and enables 

precise control of window position based on pulse 

count. The system runs continuously, polling the 

sensor via a timer to check for motion. When a 

person is detected near the window, it automatically 

initiates a window-close command and continues to 

monitor the area. Once the area is clear, the system 

reopens the window after a brief delay. This module 

provides a real-time, automated safety solution to 

prevent child-related window accidents, enhancing 

home security through responsive sensing and 

precise motion control. Show in Fig 3 

 

 
Fig. 3 Infrared sensor pin diagram wiring diagram 
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III. RESULTS AND DISCUSSION 

The proposed smart home system was tested 

across various modules, including the password 

lock, infrared detection, photoelectric sensors, 

stepper motor control, and voice alarm functions. 

The system successfully responded to user inputs, 

sensor activations, and interrupt signals in real-time. 

During testing, the password authentication module 

reliably opened the door upon correct input and 

triggered the alarm when an incorrect password was 

entered during intrusion scenarios. The stepper 

motor also performed consistently in opening and 

closing the window based on human proximity 

detection. 

A. Remote monitoring of home app lance module function 

test 

When the system is turned on, the desk lamp and 

fan are turned off, as show in Fig 4. At this point 

we send the “tdk” command on the phone to turn on 

the desk lamp. The desk lamp and the fan are in 

working state. The following sends a “qjk” 

command to the system to monitor the working 

state of the appliance 

 

 

 

 

 

 

 

 

 

 

Fig. 4 Smart home system program interface 

B. Password lock anti-theft module function test 

Next, this the password locks anti-theft module 

with voice prompt function, first enter the password, 

as show in Fig 5 below. The door will open when 

the correct password is entered  

 

 

 

 

Fig. 5 Detects an abnormality and performs a voice alarm.  

 

C. Smoke alarm module function test 

The smoke alarm module displays “The air 

quality is well” when the indoor air quality is good, 

when the smoke fog is high, the controller displays 

“the air quality is not well”, and the system turns 

the exhaust fan to open the indoor harmful gas. 

Exhaust outdoors; when the smoke concentration is 

too high, the controller displays “the air quality is 

bad” and starts the buzzer to perform a smoke alarm.  

During the test, the smoke sensor is added with 

smoke by a lighter, and the smoke sensor is tested 

for detecting the harmful gas of the lighter. After 

testing, the function module works normally. Is 

show in Fig 6 below shows the smoke sensor test 

lighter age and the aversive concentration is high, 

the system and the exhaust fan take harmful gas to 

the outside.  

 

 

 

 

 

 

Fig. 6 the system will make a voice alarm when the door is opened.  

D. Preventing children from falling off the module function 

test 

This work is intended solely as a home model 

rather than a real-life installation. In the model, we 

use only a single human-body infrared sensor, 

which cannot distinguish whether the person near 

the window is an adult or a child. However, in an 

actual project, infrared sensors could be installed at 

different heights, enabling accurate detection and 

differentiation between adults and children. Fig 7 

shows the window in an open state, with no human 

presence detected nearby. the infrared sensor 

detects movement near the window (simulated by a 

hand test), prompting the window to close 

automatically. Once the window is closed and the 

handle is released, the system will automatically 

reopen the window. 
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Fig. 7 the system will make a voice alarm when the door is opened.  

IV. CONCLUSION 

With the rapid advancement of electronic, 

communication, and automation technologies, 

smart home systems have become an essential 

component of modern living. They not only offer 

comfort, safety, and convenience but also enable 

real-time monitoring and intelligent management of 

household appliances and security infrastructure. 

This paper presents the design and implementation 

of an ARM-based embedded smart home system 

that integrates key modules including password 

protection, environmental monitoring, GSM-based 

remote control, voice alarm functionality, and a 

child safety mechanism. 

Throughout the development process, we 

established a complete embedded system platform, 

successfully configured and ported an embedded 

Linux environment, and built a multi-module 

framework where each subsystem operates 

independently yet harmoniously. The system 

demonstrated reliable functionality in real-time 

response, accurate sensing, and automated control 

during practical testing. However, developing such 

a comprehensive system posed several challenges. 

The interdisciplinary nature of smart home design 

spanning software, hardware, network 

communication, and human factors required 

learning beyond traditional boundaries. Limitations 

such as a lack of user-friendly interface design, 

basic model wiring, and the system's susceptibility 

to interference were identified and provide clear 

direction for future improvement. 

Despite these challenges, the system effectively 

validates the feasibility of using embedded ARM 

platforms for intelligent home automation. It 

reflects the potential for scalable, efficient, and 

modular smart home solutions that align with the 

evolving demands of modern lifestyles. Looking 

forward, further enhancement is necessary in areas 

such as interface optimization, sensor accuracy, 

wireless communication stability, and integration 

with cloud services. As smart home technology 

continues to evolve, it will play an increasingly 

important role in improving quality of life and 

reshaping how people interact with their living 

environments. This pepper lays a solid foundation 

for future studies and implementations in the field 

of smart homes, and contributes valuable insights 

into the development of intelligent, user-cantered, 

and scalable home automation systems. 

V. FUTURE WORK 

Although the development of the smart home 

system in this study has demonstrated significant 

potential, there are still several areas requiring 

enhancement and further research to meet the 

demands of real-world applications. The following 

future work directions are proposed based on 

current limitations and observations during system 

implementation: 

1)  Enhancement of Peripheral Circuit Design:  A level-1 

To improve user interaction and control simplicity, the home 

main controller should incorporate a richer set of peripheral 

components. This includes adding a display screen, a more 

intuitive and user-friendly input interface, and enhanced status 

indicators. Such additions will significantly improve usability, 

real-time feedback, and overall user experience. 

2)  Real-Device Testing and System Integration:  A Due to 

constraints in experimental conditions, current testing was 

conducted primarily through analog simulations. In future 

work, the system should be integrated and tested with actual 
household appliances to validate its performance under real 

operating conditions. This would help in refining control logic 

and verifying system reliability during extended usage. 

3)  Advanced Security Monitoring with High-Speed Video: 

The current design supports only low-speed image acquisition, 

which is insufficient for modern home security needs. Future 

enhancements should include the integration of high-speed 

video capture using high-performance embedded processors 

such as DSP (Digital Signal Processors) or ARM Cortex-A 

series. This would enable more accurate motion detection, 

facial recognition, and real-time video surveillance. 

4)  Expansion of Functional Modules and Network 

Architecture: The present work focuses primarily on 

appliance control and image acquisition modules. However, a 

fully functional smart home system requires the integration of 

multiple additional modules, such as: Environmental 

monitoring (temperature, humidity, gas), Energy management, 

Lighting and curtain automation, Voice assistant integration. 

A more comprehensive home network architecture should also 
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be developed to ensure seamless communication, scalability, 

and interoperability among all devices. 
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