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Abstract—The rapid integration of Internet of Things (IoT)
technologies into smart home environments has led to
improvements in energy efficiency, automation, and also user
comfort in a large way. However, the increasing number of the
connected devices has indeed expanded the size of the attack
surface. This expansion has brought on a surge of
cybersecurity threats that range from data breaches and
forbidden access and even to device manipulation as well as
surveillance attacks. Detection methods based upon custom
rules can be ineffective. These methods often fail in
identifying novel or subtle attack patterns. This paper presents
an AI/ML anomaly detection framework toward smart home
IoT networks. The proposed model identifies abnormal
activity in real time by leveraging machine learning techniques
on network as well as device behavior data, exhibiting high
accuracy plus low computational cost. The system is evaluated
by researchers on benchmark datasets while its performance
improves when detecting zero-day attacks versus common
methods. In modern smart homes, this research contributes a
clever, scalable defense mechanism improving cybersecurity
posture.

Index Terms—Smart Home Security, Internet of Things,
Cybersecurity, Anomaly Detection, Machine Learning, Al
Security, IoT Architecture, Intrusion Detection System (IDS)

|.  INTRODUCTION

The Internet of Things (IoT) is revolutionizing human
interaction with technology, allowing for smooth connectivity
between intelligent devices in homes, industries, and cities.
Smart home, its largest application, has also gained massive
popularity by offering automation, convenience, and
intelligent control over living environments. Smart homes are
connected with networked devices such as smart locks,
security cameras, lights, thermostats, and voice assistants that
can talk to each other, learn user behavior, and make
autonomous decisions.

Although smart home IoT networks are beneficial, they are
more vulnerable to cybersecurity attacks due to their open
architecture, real-time connectivity, and lack of standardized
security solutions. With each new device being added to the
network, the attack surface becomes increasingly attractive to
threats such as malware injection, data eavesdropping,
unauthorized access, eavesdropping, and botnet attacks. Most
smart home devices are also resource-constrained devices and
cannot support conventional security solutions. Conventional
rule-based security systems based on intrusion detection or

static firewalls do not detect zero-day attacks or unusual
activity that deviates from typical device use. Yet, Artificial
Intelligence (AI) and Machine Learning (ML) have shown
great potential in developing dynamic, adaptive, and
intelligent security tools. AI/ML-based tools can predict
anomalies, reduce false positives, and respond in near real-
time by learning device usage patterns and network traffic.

This work proposes an AI/ML-driven anomaly detection
system adapted to smart home IoT settings. The system
employs machine learning models learned from labeled data
to detect abnormal patterns from device communications and
activities. It is light in weight and deployable on edge devices
or [oT gateways for security at no cost of performance.

Il. RELATED WORK

The rising need for smart home appliances has spurred a
huge research interest to comprehend and counter Internet of
Things (IoT) associated cybersecurity attacks. The subsequent
section provides an extensive review of current research on
smart home security, anomaly detection methods, and
AI/MLbased intrusion detection systems (IDS).

A. Smart Home IoT Security Threats

Smart homes are made up of many heterogeneous IoT
devices, the majority of which are low-power and
lowcomputation. Smart home environments, as per Nandhini
et al. [1], are vulnerable to various attacks, including device
spoofing, sniffing, and malware injection, because they are
always connected and have little security protocol. The many
entry points make it difficult to ensure end-to-end security in
such networks.

B. Existing Security Mechanisms and Their Limitations

Traditional security mechanisms like rule-based intrusion
detection systems and firewalls are used most frequently in
the hope of detecting known signatures or rule violations.
However, as stated in [2], they are unable to detect zero-day
attacks and persistent threats. They are largely reactive and
rely on previously known patterns and hence are not able to
keep up with evolving attack techniques.

C. AI/ML in Cybersecurity

Recent studies have explored the use of Al and ML in
cybersecurity, especially in anomaly detection. The models
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learn to identify anomalies from previous network traffic or
system patterns that can be indicative of malicious behavior.
Decision Trees, Support Vector Machines (SVM), K-Nearest
Neighbors (KNN), and Neural Networks are all known to
work effectively in identifying novel attacks [3].

For example, the research of Gupta et al. [4] demonstrates
that ML-based models are more accurate and have lower false
positive rates than legacy systems when evaluated on IoT
traffic data. However, the computational requirements and
training data demands of some algorithms limit their use on
resource-constrained smart home appliances.

D. Hybrid and Lightweight Strategies

In order to counteract resource limitation in smart spaces,
hybrid systems combining lightweight ML approaches with
edge computing or fog computing have been suggested. These
approaches allow data processing near the device, reducing
latency and improving privacy. Blockchain has also been
suggested as a decentralized access control system in smart
homes [5].

E. Research Gaps

Despite development, there remain challenges in
constructing anomaly detection systems that can remain
accurate, efficient, and adaptable. Most existing models are
trained on generalized IoT datasets that are not tailored to
smart home settings. Furthermore, constantly changing threat
landscapes require systems that can learn and adapt constantly
and detect emerging patterns with minimal intervention.

III. IOT ARCHITECTURE IN SMART HOMES

The architecture of smart home IoT systems is typically
layered, consisting of interconnected devices that sense,
communicate, and act upon environmental data to automate
and enhance living spaces. Understanding this layered
structure is essential to identifying security vulnerabilities and
designing targeted anomaly detection mechanisms. In smart
home environments, this layered structure not only supports
interoperability and modular design but also provides a
foundation for implementing security measures at multiple
levels. Each layer performs a specific role, and any
compromise at one level may cascade to others, making
layered security crucial in anomaly detection frameworks.

A. Overview of Smart Home loT Architecture

These layers are interdependent and collectively manage
device communication, data transmission, and user
interaction. A breach in one layer can escalate quickly across
the system, which emphasizes the need for security-aware
architectural design. Understanding these layers is key to
pinpointing the right location for deploying machine learning-
based anomaly detection systems.

A smart home IoT system can be broadly divided into three
layers:
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. Perception Layer (Device Layer):

— Contains physical sensors, actuators, smart
appliances (e.g., smart locks, cameras, thermostats).

— Responsible for data acquisition (e.g., temperature,
motion, sound).

— Vulnerabilities:

* Physical tampering
* Malware injection *
Side-channel attacks

- Network Layer:

— Transmits data between devices and to the cloud or
edge servers.

— Uses communication protocols such as Wi-Hi,
Zigbee, Bluetooth, Z-Wave, and LoRa. -
Vulnerabilities:

* Man-in-the-Middle (MitM) attacks
* Bavesdropping and packet sniffing
* Denial of Service (DoS)

.- Application Layer:

— Interfaces that allow users to control devices (via
smartphone apps, voice assistants, dashboards).

— Provides automation, analytics, and remote
monitoring.

— Vulnerabilities:

* API exploitation
* Unauthorized access x
Cloud configuration flaws

TABLE 1
Protocol Range Power Usage Security Features
Wi-Fi High High WPA2/WPA3 (vulnerable to MitM)
Zigbee Medium Low AES-128 encryption
Bluetooth Short Low Secure Simple Pairing (SSP)
Z-Wave Medium Very Low AES-128 encryption
LoRa Long Very Low End-to-end encryption possible

COMPARISON OF COMMUNICATION PROTOCOLS IN SMART HOMES

The choice of protocol often depends on the specific use
case. For instance, Wi-Fi is preferred for high-bandwidth
applications like video surveillance, whereas Zigbee or
ZWave is better suited for battery-powered sensors. Security
vulnerabilities also vary: protocols like Zigbee and LoRa offer
low power consumption but may be susceptible to replay
attacks if not properly configured.

B. Centralized and Decentralized Architectures

In practice, many smart home systems adopt a hybrid
architecture—combining centralized cloud control with edge
or fog nodes for latency-sensitive tasks. While centralized
models enable remote access and automation via cloud
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services, decentralization helps mitigate risks associated with
single points of failure. Moreover, decentralized architectures
enable faster local processing, which is beneficial for anomaly
detection tasks that require real-time responsiveness.
. Centralized Architecture:
— All devices connect to a central controller or cloud
platform.
— Easy to manage but introduces a single point of
failure.
- Decentralized Architecture:

— Devices communicate peer-to-peer or via fog/edge
computing nodes.

— More resilient but harder to manage.
C. Visualization of Architecture

A high-level illustration of smart home architecture is
shown in Fig. 1, outlining the perception, network, and
application layers and typical devices used at each layer.

loT Architecture in Smart Homes

Perception Layer
a
=

Y

Network Layer

e

Router Gateway

Y

Application Layer

L @

Phonee Cloud dashboard

[ Application Layer ]

Fig. 1. Three-layer architecture of IoT-enabled smart home systems.

D. Role of Edge and Fog Computing in loT Architecture

As the number of connected devices in smart homes
increases, traditional cloud-centric architectures face
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limitations in terms of latency, bandwidth usage, and privacy.
To address these concerns, edge and fog computing are
increasingly being integrated into the IoT architecture.

- Edge Computing: Processing data directly on or near the
IoT devices (e.g., smart hubs, Raspberry Pi). Enables
real-time analytics and anomaly detection.

. Fog Computing: Acts as an intermediary layer between
the cloud and edge, offering distributed computing
resources closer to the devices. Benefits include:

- Reduced Latency

- Bandwidth Optimization

- Enhanced Privacy

E. Interoperability and Standards

The heterogeneous nature of smart home devices
necessitates standardized communication protocols and
frameworks to ensure interoperability. Notable standards
include:

. IEEE 802.15.4 (used in Zigbee and Thread)

. Zigbee Alliance specifications

- Matter (formerly Project CHIP)

These standards improve compatibility, ease of onboarding,
and strengthen security via secure key exchanges and
encrypted messaging.

F. Challenges in loT Architecture for Smart Homes

. Scalability: Managing secure performance across a
growing number of devices.

. Heterogeneity: Diverse device standards and protocols
can cause integration issues.

. Security-by-Design: Many low-cost IoT devices lack
built-in security.

- Maintenance and Updates: Firmware is often outdated or
inconsistently patched.

G. Future Directions in Smart Home IoT Architecture

. Self-Healing  Networks: Capable of
communication dynamically in case of failures.
. Al at the Edge: Deploying ML models on-device for
autonomous detection and action.
- Blockchain Integration: Offers decentralized access
control and secure audit trails.
These innovations aim to make smart homes more
intelligent, resilient, and secure against evolving cybersecurity
threats.

re-routing

IV. CYBERSECURITY THREATS AND ATTACK VECTORS IN
SMART HOME IOT NETWORKS

Smart homes, while offering convenience and automation,
are susceptible to a wide range of cybersecurity threats due to
their interconnected nature and the often limited security
capabilities of IoT devices. These threats can compromise
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privacy, disrupt services, and even pose physical dangers to
users. This section outlines the most common types of
cybersecurity attacks in smart home IoT environments and the
layers they typically target.

A. Common Cybersecurity Threats

1) Device Spoofing and Impersonation: Attackers
impersonate trusted smart devices to gain access to the
network or manipulate system functions (e.g., unlocking
a smart lock remotely).

2) Malware Injection: Malicious code is installed on IoT
devices to take control, spy on users, or launch further
attacks (e.g., Mirai botnet).

3) Man-in-the-Middle (MitM) Attacks: An attacker
intercepts communication between devices and
controllers (like mobile apps), allowing data theft or
command manipulation.

4) Denial of Service (DoS) Attacks: Floods the network or
device with excessive traffic, causing downtime and
preventing legitimate users from accessing services.

5) Eavesdropping and Packet Sniffing: Unencrypted or
weakly encrypted data transmission allows attackers to
capture sensitive information like passwords, voice data,
or camera feeds.

6) Firmware Exploitation: Devices with outdated or poorly
secured firmware can be hijacked or reprogrammed to
operate maliciously.

7) Unauthorized Access and Privilege Escalation:
Exploiting weak authentication mechanisms, attackers
gain access to admin privileges and control the entire
smart home system.

B. Threat Classification by IoT Layer

TABLE I
CYBERSECURITY THREATS BY I0T LAYER
IoT Layer Threats

Perception Layer | Physical tampering, firmware attacks, malware

injection
Network Layer Man-in-the-middle (MitM), DoS,

eavesdropping, spoofing

Application Layer | Unauthorized access, API abuse, data theft via

compromised interfaces
C. Attack Vectors in Smart Homes

1) Local Network Exploits: Exploiting vulnerabilities in
home Wi-Fi or Zigbee networks to access internal
devices.

2) Cloud-based Exploits: Targeting cloud APIs or backend
platforms used to store device data or control logic.

3) Mobile App Compromise: Reverse engineering or
injecting malware into mobile apps used to control IoT
systems.
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4) Voice Command Injection: Exploiting smart assistants
(e.g., Alexa, Google Assistant) with disguised or
misleading commands to perform unauthorized actions.

5) Supply Chain Attacks: Inserting malware during the
production or update process of [oT devices.

D. Threat Mapping Visualization

The threat landscape in smart homes can be analyzed
effectively by categorizing cyberattacks according to the three
core layers of the IoT architecture: Perception Layer, Network
Layer, and Application Layer. Fig. 2 illustrates how specific
threats target each layer of this architecture.

E. Summary

Understanding these threats is critical to designing effective
detection mechanisms. In the next section, we propose an
AI/ML-based anomaly detection framework to detect and
respond to such threats, especially those operating at the
network and application layers.

Threat Mapping to Layers

[ Perception Layer ]
Tanﬁlgg?ing ai‘ NF:E(:S
- ]
# = A
Network Layer ]
Eavesdropplng Rei'[ay
D Attacks
O Data Mod%tlon @
Application Layer ]
Phlshlng Data Breaches

Man-in-the-
Middle

Fig. 2. Threat mapping across IoT architecture layers in smart home networks.
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V. PROPOSED AI/ML-BASED ANOMALY DETECTION
FRAMEWORK

To effectively detect and mitigate cybersecurity threats in
smart home IoT environments, we propose a lightweight and
scalable anomaly detection framework powered by machine
learning (ML). This system is designed to monitor network
traffic and device behavior to identify abnormal patterns that
may indicate malicious activity, unauthorized access, or
system compromise.

A. Architecture of the Proposed Framework

Figure 3 illustrates the internal structure and interaction of
modules in the proposed anomaly detection system.
The framework consists of the following key components:

. Data Collection Module: Captures device logs,
packetlevel traffic, and behavior metrics from IoT
devices and routers. Example features include packet
size, transmission intervals, protocol type,
source/destination IP, and command types.

- Preprocessing Module: Cleans, normalizes, and encodes
the collected data. Categorical features (e.g., protocol
type) are transformed into numerical representations, and
null values or noise are removed.
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Data Collection Module

Captures device logs, packet-
level traffic, behavior metrics

A4

Preprocessing Module

Cleans, normalizes, encodes
data

v

Feature Selection Module

Identifies most relevant
features

v

Machine Learning Engine

Decision Tree (DT)

Random Forest (RF, KNN)
K-Nearest Neighbors (SVM)
Support Vector Machine

!

Anomaly Detection and Alerting Module

Fig. 3. Proposed AI/ML-Based Anomaly Detection Framework Architecture:
illustrating data flow from IoT device monitoring to real-time anomaly
detection and alerting.

. Feature Selection Module: Applies statistical or

modelbased techniques such as Chi-square and Principal
Component Analysis (PCA) to identify the most relevant
features, reducing training complexity and improving
accuracy.

. Machine Learning Engine: Trains supervised learning

models to classify normal and abnormal behaviors. The
following algorithms are considered:

— Decision Tree (DT) - interpretable and
computationally efficient

— Random Forest (RF) — ensemble-based, robust to
overfitting

— K-Nearest Neighbors (KNN) — effective for small
datasets

— Support Vector Machine (SVM) - suitable for
highdimensional feature spaces
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The trained model is deployed on an IoT gateway or edge
device for real-time inference.

- Anomaly Detection and Alerting Module: Continuously
monitors incoming data streams, flags anomalies with
severity scores, logs incidents, and sends real-time alerts
to users via a mobile application or web dashboard.

B. Framework Workflow

The overall data flow in the proposed system is as follows:

[IoT Devices] — [Data Collection] — [Preprocessing] —
[Feature Selection]

— [ML Model] — [Anomaly Detection & Alerts]

C. Advantages of the Proposed System

- Lightweight: Optimized for deployment on edge devices
or local gateways with limited resources.

. Adaptive: Continuously learns from new patterns and
device behaviors.

- Scalable: Extendable to larger environments including
smart buildings and industrial IoT.

- Proactive Detection: Identifies malicious behavior before
critical damage occurs.

D. Dataset and Feature Examples (for Evaluation)

We plan to evaluate the model using publicly available IoT
intrusion detection datasets such as:

. UNSW-NB15
. CICIDS2017
. TON IoT

Key network traffic features used in training and inference
include:

TABLE III
EXAMPLE FEATURES USED IN ANOMALY DETECTION
Feature Description
src ip Source IP address
dst ip Destination IP address
protocol TCP/UDP/ICMP protocol type
packetsize | Size of packet
duration Duration of communication session
flags TCP control flags (e.g., SYN, ACK, FIN)
service Application protocol or service used (e.g.,
HTTP, FTP)

VI. EXPERIMENTAL EVALUATION

In order to determine the efficacy and deployment
suitability of the above-mentioned AI/ML-based anomaly
detection system for smart home IoT networks, we performed
an extensive experimental evaluation. The goal was to
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compare various machine learning algorithms based on their
detection accuracy, computation overhead, and generalization
capacity to novel attack patterns — all within the limitations
of a standard resource-constrained smart home setting.
A. Dataset Description

The study used the UNSW-NB15 dataset, a popular
benchmark dataset used in intrusion detection studies. The
dataset is a rich mix of normal and malicious traffic,
mimicking real-world IoT environments. It has labeled
records with 49 features engineered from raw traffic flows,
such as:

- Protocol type, source/destination IPs

. Flow duration, packet length, TCP flags

- Service types, byte rates, and header anomalies

The dataset covers a comprehensive set of attacks
applicable to IoT scenarios, such as:

. Generic DoS

- Worms and Botnets

. Exploit-based attacks

. Reconnaissance and Probing

. Fuzzing-based anomaly generation

. Backdoor access attempts

This diversity guarantees that the assessment covers both
volumetric and evasive attacks prevalent in heterogeneous
smart home settings.

B. Machine Learning Models Evaluated

We used a supervised classification method with four
mainstream machine learning algorithms, selected for their

interpretability, deployment practicability, and detection
capability:
TABLE IV
MACHINE LEARNING MODELS USED
Model Description
Decision Tree (DT) Fast and interpretable
Random Forest (RF) Ensemble model, handles noise well

Support Vector Machine (SVM)
K-Nearest Neighbors (KNN) Simple, instance-based

Effective in high-dimensional space

All models were trained on 70% of the dataset and
validated on the other 30%. To promote generalization and
combat overfitting, 5-fold cross-validation was used
throughout the experiments.

C. Evaluation Metrics

To give a multi-dimensional performance evaluation, we
used the following standard metrics:

These metrics capture both detection capacity and
trustworthiness—essential for mitigation of alert fatigue in
real-world smart home implementations.
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TABLE V
EVALUATION METRICS
Metric Description
Accuracy Overall correctness of predictions
Precision Proportion of true positives among
predicted positives
Recall Proportion of true positives among actual
positives
F1-Score Harmonic mean of precision and recall
False Positive Rate (FPR) Percentage of benign traffic incorrectly
classified as malicious

TABLE VI
PERFORMANCE COMPARISON OF ML MODELS
Model | Accuracy | Precision | Recall | F1-Score | FPR
DT 94.6% 93.2% 94.9% 94.0% 4.8%
RF 96.3% 95.1% 96.8% 95.9% 32%
SVM 92.1% 91.5% 91.0% 91.2% 6.1%
KNN 90.4% 89.0% 90.2% 89.6% 7.5%
D. Results

Observation: The RF classifier systematically outperformed
the rest in all the most important metrics, achieving the
optimal balance between high detection rates and low false
positive rates. RF is thus a prime candidate for real-world
deployment in smart home IDS modules. SVM and KNN had
higher false positives, which would cause unnecessary false
alarms if not properly tuned or filtered.

E. Resource Usage

Smart home real-world deployment demands that models
are efficient computationally and deployable on low-powered
devices such as Raspberry Pi, smart hubs, or edge gateways.
Profiling resources showed:

- RF and DT showed training and inference time to be
rapid with low memory usage, indicating their suitability
for on-device or fog node deployment.

- SVM, though precise, took more time to train and
required kernel tuning, which constrained its deployment
on resource-limited systems.

. KNN had significant memory consumption during
inference due to instance storage, making it less scalable
without optimization.

Key Insight: Random Forest models provide the optimal
trade-off between detection performance and resource usage
and suit the requirements of edge-based anomaly detection
within the context of smart home IoT environments well.

VII. IMPLEMENTATION & REAL-WORLD DEPLOYMENT
CONSIDERATIONS

The successful implementation of an AI/ML-based anomaly
detection framework in smart home IoT networks requires
careful design and integration across hardware, software,
communication protocols, and data lifecycle management.
While this research focuses on the theoretical and
experimental aspects, this section outlines strategies for
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practical deployment, particularly in resource-constrained
smart home environments.

A. Integration into Smart Home Platforms

To ensure seamless operation, the proposed framework can

be deployed in the following environments:

- Home Assistant: Open-source automation platform
supporting a wide range of IoT devices. The anomaly
model can be embedded via custom Python components
or MQTT-based triggers.

- Node-RED: Low-code platform where sensor data flows
can be integrated with ML inference via REST APIs or
Docker containers.

- OpenHAB: Vendor-neutral integration platform where
anomaly alerts can drive rule-based automation.

- Raspberry Pi / Jetson Nano: Edge devices capable of
running compressed models (e.g., TensorFlow Lite,
ONNX) for local inference.

. Matter Protocol: Ensures cross-platform interoperability
with Apple, Google, and Amazon ecosystems.

B. Resource Constraints and Optimization

Smart home edge devices often have limited computing
capabilities. Key considerations include:

- Model Compression: Use quantization and pruning via
TensorFlow Model Optimization Toolkit.

. Lazy Inference Scheduling: Trigger detection only during
activity to conserve resources.

. Hardware Acceleration: Utilize TPUs (Coral Edge) or
GPU cores (Jetson Nano) for inference.

. Caching & Streaming: Reduce bandwidth via local edge
caching and sliding window data processing.

C. Development Tools and Technologies
The system stack includes:

. Languages: Python for model logic and microservices.

. Libraries: Scikit-learn, TensorFlow Lite, ONNX,
PyTorch Mobile.

. Deployment: Flask/FastAPI for API exposure, Docker
Compose for service orchestration.

- Monitoring: Prometheus + Grafana for real-time anomaly
trend visualization.

D. Practical Deployment Workflow

1) Data
tcpdump,
Telegraf, or custom scripts to collect traffic.

2) Model Deployment: Export and install compressed
models on edge nodes.

3) Real-Time Inference: Trigger ML model through local
API or automation logic.

Acquisition: Use agents like
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4) Alert System: Notify via push apps like Telegram,
email, or dashboards.

5) Retraining: Periodic model retraining to adapt to
evolving patterns.

6) Logging: Store logs on cloud/local servers for forensic
analysis.

E. Challenges and Recommendations
Challenges in real-world deployment include:

. Heterogeneity: Different device protocols complicate
feature standardization.

. False Positives: Require
postfiltering.

- Privacy: On-device processing and anonymization are
crucial for compliance.

- Firmware Maintenance: Support secure OTA updates to
mitigate vulnerabilities.

F. Future Enhancements

tuning thresholds and

Potential future developments include:

. Federated Learning: Enabling privacy-preserving
collaborative model updates across homes.

« Zero Trust Architecture (ZTA): Continuous validation
and micro-segmentation across devices.

. Explainable Al (XAI): Tools like SHAP and LIME to
explain model predictions.

- Al Co-processors: Use of dedicated AI hardware for
efficient local inference.

-+ :2 -3
loT Data
Devices Collection

\—

Edge ML
Model

Anomaly
Alerts

4

Fig. 4. Edge-based deployment workflow for real-time anomaly detection in
smart home IoT networks.

VIII. CONCLUSION AND FUTURE SCOPE

The integration of Internet of Things (IoT) technologies
into smart home environments has revolutionized modern
living by enhancing convenience, automation, and energy
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efficiency. However, this digital transformation has also
expanded the attack surface and introduced critical
cybersecurity vulnerabilities due to heterogeneous devices,
resource  constraints, and often-inadequate  security
configurations. The complexity of securing such environments
necessitates adaptive, intelligent, and resource-efficient threat
detection mechanisms.

In this research, we proposed and evaluated a lightweight
machine learning-based anomaly detection framework
tailored for smart home IoT networks. The architecture
integrates layered threat analysis and Al-driven detection
strategies to proactively identify abnormal patterns in network
traffic and device behavior. Among the evaluated models, the
Random Forest classifier demonstrated the best trade-off
between detection accuracy, false positive rate, and
computational efficiency, thereby making it a strong candidate
for edge-level deployment in real-world smart homes.

The experimental evaluation, conducted using the
UNSWNBI15 dataset, confirmed the framework’s robustness
across various attack categories, including DoS, probing, and
backdoor access. In addition to its detection capability, the
framework’s modular architecture allows integration into
widely used home automation platforms, supporting real-time
detection and scalability.

This work underscores the growing potential of AI/ML
algorithms in transforming smart home cybersecurity from
reactive to proactive. The framework supports real-time
inference, adaptive learning, and can be scaled across different
IoT protocols and devices, thereby ensuring holistic
protection. Furthermore, the mapping of cybersecurity threats
to IoT architecture layers provides contextual awareness,
enabling more targeted and efficient mitigation strategies.

A. Future Scope

Despite the promising outcomes, this study opens up
multiple research directions and technical enhancements that
can be explored in future work:

1) Incorporation of Deep Learning Architectures: Future
iterations of the framework can incorporate advanced
deep learning models such as Long ShortTerm Memory
(LSTM) networks, Convolutional Neural Networks
(CNN), or Transformer-based models. These
architectures are particularly adept at modeling temporal
and spatial patterns, which are critical for detecting
subtle and persistent attacks.

2) Federated Learning for Privacy-Preserving IDS:
Traditional centralized training methods require
aggregating raw user data, which can compromise
privacy. Federated Learning (FL) enables model training
directly on the edge devices without transmitting
sensitive  data,  significantly = enhancing  user
confidentiality while maintaining model performance.

ISSN: 2581-7175

©IJSRED: All Rights are Reserved

Page 987



International Journal of Scientific Research and Engineering Development-— Volume 8 Issue 4, July Year 2025

3)

(11

[2]

3]

[4]

[5]

(6]

[71

(8l

Adaptive and Autonomous Threat Response: Building
an intelligent response module that can autonomously
initiate mitigation actions (e.g., isolating compromised
devices, throttling traffic, escalating alerts) based on
severity scoring can convert the framework into a full-
fledged Intrusion Prevention System (IPS).

Real-Time Deployment in Smart Home Testbeds:
Validating the framework in real-world environments
using platforms like Home Assistant, Node-RED, or IoT
sandbox emulators can uncover practical deployment
challenges and optimize performance under actual
network and device conditions.

Blockchain-Enabled Trust Framework: Integrating
blockchain for decentralized device authentication, audit
trails, and secure firmware update management can
significantly enhance trust, traceability, and tamper
resistance in smart home ecosystems.

Explainable Al (XAI) for IDS Interpretability: Future
models can incorporate explainability tools like SHAP
(SHapley Additive exPlanations) or LIME to help users
and administrators understand the model’s decisions,
improving trust and transparency in automated security
systems.

Multi-Modal Data Fusion: Combining different types of
data—network traffic, device logs, sensor states, and
user behavior—can enhance anomaly detection accuracy
and provide richer insights into the nature of security
incidents.
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