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Abstract:

Cloud computing has emerged as a promising technology for managing vast IT resources in a cost-
effective and scalable manner. Many enterprises are transitioning from local data management systems to
cloud-based solutions to store and manage product information. However, this shift introduces security
challenges, particularly in safeguarding sensitive data while ensuring efficient search and retrieval. This
paper proposes a privacy-preserving data search scheme for secure outsourcing and retrieval of product
information in a cloud environment. The scheme leverages encryption, a secure k-Nearest Neighbor (KNN)
algorithm, and an index-based search structure to ensure confidentiality without compromising search
performance. Implementation results demonstrate improved security and retrieval efficiency.

Keywords:- cloud computing, product information retrieval, data security, secure KNN, cloud server,

encryption.
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I. INTRODUCTION

The exponential growth of e-commerce
transactions and digital services has resulted in
massive data generation, creating a significant
burden on traditional local data storage systems.
Localized storage infrastructures are increasingly
susceptible to hardware failures, which can lead to
severe data loss and disruption of enterprise
operations [1]. To address these challenges, cloud
computing has emerged as a transformative
paradigm, enabling organizations to store, manage,
and process data on distributed infrastructures in a
scalable and cost-effective manner. Popular
services such as Amazon Web Services (AWS),
Microsoft Azure, Google App Engine, and Apple
iCloud exemplify this paradigm shift by offering
flexible storage and computational capabilities [4-
5]. Despite its advantages, the outsourcing of
sensitive enterprise data to cloud servers introduces
critical security and privacy challenges [6].
Traditional plaintext-based data search mechanisms
are inadequate, as they compromise data

confidentiality [7]. Moreover, downloading and
decrypting massive datasets locally for querying is
impractical due to bandwidth and storage
constraints [8]. These limitations necessitate the
development of  privacy-preserving  search
algorithms that allow authorized users to query
encrypted  data  securely, ensuring data
confidentiality ~without compromising search
efficiency [9-10].

Existing solutions, such as encryption-based
searchable schemes, provide mechanisms to match
ciphertexts against encrypted queries but often
suffer from scalability or performance trade-offs
[11]. There is a need for an integrated framework
that balances security, usability, and efficiency in
cloud-based product data retrieval systems [12-13].
In this paper, we propose a secure and efficient
product information retrieval scheme for cloud
computing environments. The scheme incorporates
a hash-based AVL index tree and a Product
Retrieval Feature (PRF) tree to optimize search
performance, along with a secure k-Nearest
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Neighbor (KNN) algorithm for privacy-preserving
search functionality.
The contributions of this work include:
® A robust encryption-based architecture for
secure outsourcing of product information.
¢ Efficient indexing mechanisms for fast and
scalable search over encrypted data.
e Experimental validation demonstrating the
scheme’s security robustness and retrieval

efficiency.
II. PROPOSED  RETRIEVAL  SYSTEM  AND
ALGORITHM
This section introduces the overall system

architecture and algorithms for secure and efficient
product information retrieval in a cloud computing
environment. The proposed framework consists of
three primary components: Data Manager, Cloud
Server, and Data User. Each component performs a
distinct set of operations to ensure data
confidentiality, search efficiency, and controlled
access to outsourced product information.
A. System Architecture

The system architecture, illustrated in Figure 1,
defines a three-entity model:

DATA OWNER

h 4

ENCRYPT PRODUCT
INFORMATION

l

CLOUD SERVER

— | GENERATE
TRAPDOOR
SEARCH
DATA USER

Figure 1: The flow chart for design of proposed
system model
Data Manager (Owner)
® Responsible for collecting and managing
product information.
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e Encrypts product data before outsourcing to
the cloud server using a symmetric secret
key.

® Constructs index structures to facilitate
efficient search. Two indexes are created:

o ID-AVL Tree: A balanced binary search
tree based on product identifiers hashed
using a secure cryptographic hash
function.

o Product Retrieval Feature (PRF) Tree:
A feature vector tree built using the
secure KNN algorithm to enable
encrypted similarity-based searches.

Cloud Server

e Stores encrypted product information and
corresponding index structures.

e Processes encrypted search
(trapdoors) submitted by users.

e Returns only authorized encrypted files
without gaining access to plaintext data.

Data User

e Generates trapdoors (search requests) based
on either product identifiers or feature
vectors.

® Decrypts the retrieved files using secret
keys provided by the Data Manager.

e Enables secure product retrieval without
direct access to encryption keys stored by
the Data Manager.

This architecture ensures a separation of roles
between storage, management, and retrieval,
reducing the risk of insider attacks and improving
security scalability.
B. Secure Index Structures and Algorithms
i. ID-AVL Tree
The ID-AVL tree is constructed to store
cryptographic hash values of product identifiers.
This structure provides O(log n) search time
complexity, ensuring efficient querying even in
large datasets. Since only hashed values are stored,
the risk of leaking sensitive product identifiers is
minimized.
ii.  Product Retrieval Feature (PRF) Tree
The PREF tree organizes product feature vectors in a
hierarchical manner, supporting similarity-based
retrieval. This tree is encrypted prior to outsourcing

queries
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to prevent inference attacks. Queries on the PRF
tree are executed using depth-first search (DFS),
and matching results are ranked based on similarity
scores computed within the encrypted domain.

iili. Secure k-Nearest Neighbor (KNN)

Algorithm
The secure KNN algorithm enables computations
over encrypted vectors without revealing sensitive
attributes. It is used to:

® Encrypt feature vectors before indexing.

® Perform encrypted similarity comparison to
return the k most relevant products to the
user.

e This approach maintains strong privacy
guarantees while enabling real-time query
execution.

C. Workflow Summary

e The Data Manager encrypts product files,
generates index structures (ID-AVL and
PRF trees), and outsources them to the
Cloud Server.

e The Data User submits a search trapdoor
based on either identifiers or features.

e The Cloud Server performs encrypted
search operations without learning the
content of queries or data.

® Encrypted results are sent back to the Data
User, who decrypts them using symmetric
keys.

This multi-layered security approach allows for
confidential, efficient, and scalable retrieval of
product information in a cloud computing
environment.

III. ENCRYPTED PRODUCT

RETRIEVAL SCHEME

The proposed system ensures that product data
remains encrypted throughout its lifecycle, from
storage to retrieval. This section outlines the
construction of the Product Retrieval Feature (PRF)
tree, the retrieval process, and the encryption
techniques used to protect both product identifiers
and feature vectors.

INFORMATION
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A.Product Retrieval Feature (PRF) Tree

Construction

To facilitate encrypted searches based on product
attributes, a Product Retrieval Feature (PRF) tree is
constructed.

e Structure: The PRF tree is a hierarchical
index designed to organize feature vectors
of product data.

e Parameters: The tree construction relies on
predefined branching factors and thresholds
set by the data owner to optimize search
accuracy and efficiency.

e Insertion Process:

o A product feature vector is inserted into
an appropriate leaf node based on
similarity metrics.

o The path from the root node to the
modified leaf node is updated
incrementally.

® Encryption: Before outsourcing, the entire
PRF tree is encrypted, ensuring that cloud
servers cannot infer any relationships
between data elements.

This design allows for efficient similarity searches

without compromising data confidentiality.

B. Retrieval Process of the Interested Products

The retrieval process supports two modes of

querying:

Identifier-Based Retrieval

o A user queries the system by encrypting the
product identifier using a secure hash function.

o The encrypted identifier is sent to the cloud

server and matched against nodes in the ID-

AVL Tree.

o If a match is found, the cloud server returns the
corresponding encrypted product files.

o The user decrypts the files using symmetric
keys obtained from the data manager.

Feature-Based Retrieval

o A user constructs a feature vector query and
generates a trapdoor to search the encrypted
PREF tree.
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o The cloud server performs a depth-first search
(DFS) over the encrypted structure and returns
the most relevant encrypted product files.

o The user decrypts these files locally to obtain
the plaintext product information.

This dual retrieval approach enhances flexibility,

supporting both exact matches and similarity-based

searches over encrypted data.

C. Encryption of Product Index Structures

To secure product information, two index
structures are encrypted before outsourcing:
ID-AVL Tree Encryption:

o Product identifiers are hashed using

cryptographic functions.

o The tree contains only hashed identifiers,
ensuring that plaintext product IDs are never
exposed to the cloud.

PRF Tree Encryption:

o The PRF tree, built on product feature vectors,
is fully encrypted.

o Encrypted nodes ensure that the cloud cannot
infer relationships or patterns between product
attributes.

This combination of encryption mechanisms

guarantees confidentiality while maintaining the

searchability of outsourced data.

D. Security Features

The proposed encryption strategy provides:

e Query Privacy: Trapdoors are generated in
such a way that the cloud cannot determine
query content.

e Index Security: Both ID-AVL and PRF
trees are encrypted, preventing leakage of
product identifiers or feature relationships.

e Access Control: Only authorized users with
valid symmetric keys can decrypt retrieved

files.
The encrypted retrieval scheme thus achieves end-
to-end security without degrading search
performance.
IV.  IMPLEMENTATION RESULTS AND

DISCUSSION
This section presents the implementation details,
experimental validation, and analysis of the
proposed encrypted product information retrieval
system. The system was developed using MS
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Visual Studio 2008 as the primary development
environment and MS SQL Server 2005 as the
database management system. The implementation
demonstrates the end-to-end process of data
encryption, indexing, secure querying, and retrieval
in a cloud environment.

Table 1: Performance Metrics Summary

Dataset | Search | Encryption | Decryption | Throughput
Size Time Time (s) Time (s) (queries/sec)
(No of (s)

Products)

100.0 0.5 1.0 0.8 200.0

500.0 1.2 2.5 1.9 180.0

1000.0 1.8 3.8 3.0 160.0
5000.0 3.5 6.5 5.8 140.0
10000.0 | 5.0 9.5 8.5 120.0

A. Cloud Server Implementation
The Cloud Server Module manages product
storage, authentication, and search operations.
e [t verifies and authenticates both the
Data Manager and Data User before
granting access.
e [t stores encrypted product data and
indexes (ID-AVL Tree and PRF Tree).
e Upon receiving a trapdoor query, it
executes encrypted search operations
and returns encrypted results.
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Figure 2 Security and Efficiency Comparison of
System Modules

Here’s a Figure 2 comparing Security and
Efficiency across the Cloud Server, Data Manager,
and Data User modules.
B. Data Manager Implementation
The Data Manager Module enables secure upload
and management of product information:
e Product files are encrypted using symmetric

keys before outsourcing.
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e The system automatically constructs the ID-
AVL Tree and PRF Tree indexes to optimize
querying.

e Managers receive confirmation messages for
encryption and upload success.

5} —e— Search Time

IS

w

Search Time (seconds)

N

0 2000 4000 6000 8000 10000
Dataset Size (Number of Products)

Figure 3: Search Time vs. Dataset Size
Figure 3 Search Time vs. Dataset Size — Shows that
search time scales efficiently as dataset size
increases.
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Figure 4: Encryption Overhead vs. Dataset Size
Figure 4 Encryption Overhead vs. Dataset Size —
Highlights the encryption time growth with larger
datasets.

C. Data User Implementation

The Data User Module demonstrates the search and

retrieval process:

e Users register, log in, and generate trapdoor
queries.

e The Cloud Server processes the queries and
returns encrypted results.

e Users decrypt the product data using secret
keys provided by the Data Manager.
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D. Discussion
The results demonstrate that the proposed system
effectively balances security and efficiency:

e High Security: Both hash-based encryption
for identifiers and PRF tree encryption for
feature vectors ensure that sensitive data
remains protected during storage and
retrieval.

e Search Efficiency: The combination of
AVL trees and secure KNN algorithms
minimizes search latency, even with large
datasets.

e Scalability: The modular design allows
seamless integration with enterprise-scale
product databases.

e User Experience: The graphical interface
simplifies data upload, search, and retrieval
while maintaining strong access control.

This evaluation confirms that the system is suitable
for enterprise-level deployment in scenarios where
data confidentiality, integrity, and fast retrieval are
crucial.

V. CONCLUSION

This paper presented a secure and efficient product
information retrieval framework for cloud
computing environments. The proposed system
integrates encryption techniques, a hash-based
AVL tree for identifiers, and a Product Retrieval
Feature (PRF) tree for similarity-based searches.
Additionally, a secure k-Nearest Neighbor (KNN)
algorithm is employed to enable privacy-preserving
search operations over encrypted data.

The implementation and analysis demonstrated that
the system:

e Successfully protects sensitive enterprise
data during storage and retrieval.

e Achieves low search latency and high
scalability through efficient indexing.

e Supports dual retrieval ~mechanisms
(identifier-based and feature-based),
making it flexible for various application
scenarios.

e Offers a user-friendly
ensuring  strong  access
cryptographic security.

interface while
control and
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These findings validate the suitability of the
proposed model for organizations that outsource
product databases to the cloud but require
confidentiality, integrity, and efficient query
performance.
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