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Abstract:

In today’s digital age, the rapid spread of fake news poses a serious challenge to society, media
platforms, and individual trust. This project presents a Fake News Detection System that leverages machine
learning and natural language processing (NLP) techniques to automatically identify and classify news
articles as real or fake. The system is designed with a web-based interface, making it easy for users to input
text or articles and instantly receive predictions. By training on a large dataset of news articles, the model
learns linguistic patterns and deceptive writing styles often associated with misinformation.

The proposed system not only improves accuracy in detecting fake news but also provides a scalable solution
that can be integrated into social media platforms, news aggregators, or content verification tools. Through
this project, we aim to contribute to the fight against misinformation, helping individuals make more
informed decisions while consuming digital content. Ultimately, the Fake News Detection System bridges
the gap between technology and truth, ensuring that credible information prevails in the digital world.

Keywords — Fake News, Fake News Detection System, Machine Learning, Natural Language Processing
(NLP), Dataset, Misinformation, Accuracy, Web-Based Interface, Social Media Platforms, News
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at lightning speed. Millions of people share articles,
videos, and posts without checking if they are
genuine. This makes it difficult to stop the
circulation of false information. Fact-checking
organizations do valuable work, but with the
overwhelming amount of content online, it is nearly
impossible to manually verify everything. That is
why automated solutions are becoming essential.

I.  INTRODUCTION

In today’s world, we are surrounded by information
every second—through news portals, social media,
and countless online platforms. While this easy
access to information has made our lives more
connected and informed, it has also created a big
problem: the rise of fake news. Fake news is
misleading or false information presented as real
news, often crafted to manipulate opinions, create
confusion, or simply gain attention. The impact of
such misinformation can be harmful, influencing
how people think, act, and make decisions.

This project introduces a Fake News Detection
System built using machine learning (ML) and
natural language processing (NLP). These
technologies allow computers to understand text,
recognize patterns, and make intelligent predictions.
By training the system on a large dataset of news
articles, it learns to detect common tricks and writing
styles often used in fake news. To make it more

The challenge becomes even bigger with social
media, where news—whether true or false—spreads
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useful for everyday users, the system is designed
with a simple web-based interface where anyone can
enter a piece of text or article and quickly know
whether it is likely real or fake.

With this project, we aim to not only improve
accuracy in detecting fake news but also provide a
practical tool that can be scaled and used on
platforms like social media and news aggregators.
More importantly, the goal is to empower people to
make informed decisions and build trust in the
information they consume. In a time where
misinformation spreads faster than ever, this system
takes a step toward bridging the gap between
technology and truth, helping credible information
shine through in the digital world.

II. LITERATURE SURVEY

The rampant spread of disinformation on online
platforms has become a major problem in the
contemporary information era. Since traditional
processes of authenticating news content, including
human fact-checking and manual authentication, are
no longer able to cope with the pace and scale of
online disinformation, researchers have increasingly
looked  towards machine learning-powered
automated solutions. The prime aim of these methods
is to categorize news as fake or real based on patterns
in language, writing style, and contextual cues.

Various machine learning algorithms have been used
to detect fake news, ranging from Logistic
Regression, Naive Bayes, and Decision Trees to
Random Forests and Support Vector Machines
(SVM). These algorithms are generally used in
combination with text preprocessing methods like
tokenization, removal of stopwords, and
lemmatization. The most successful feature
extraction strategy has been Term Frequency-Inverse
Document Frequency (TF-IDF), which translates text
data into numerical vectors by assessing the
significance of words throughout the dataset. This
strategy assists in capturing the semantic and
underlying structure of the news content.

Previous research shows that by utilizing strengths of
multiple weak learners, ensemble techniques and
boosting methods like Gradient Boosting and
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XGBoost can improve classification accuracy.
Because they can recognize context and sequence in
text, deep learning models such as Recurrent Neural
Networks (RNN), Long Short-Term Memory
(LSTM), and Transformer-based models like BERT
have also shown a great deal of promise. However,
these models typically use more data sets and more
processing power.

Datasets employed for detecting fake news are
usually comprised of labeled news stories classified
as '"real" or "fake," obtained from reliable fact-
checking agencies or web repositories such as
Kaggle. These datasets form the basis of training and
testing different machine learning models. The
challenges associated with this task are class
imbalance, the changing and dynamic character of
fake news text, and the requirement that models
should generalize across domains and sources.

In general, the literature indicates that the integration
of effective text vectorization, strong classification
algorithms, and effective data preprocessing can
yield credible fake news detection models. As
emerging techniques for creating misinformation
continue to evolve, research now aims to improve
model flexibility, interpretability, and scalability for
practical use.

III.  DESIGN

A. System Overview

The Fake News Detection System is designed as a
web-based application that allows users to easily
verify the authenticity of news articles. At its core,
the system leverages machine learning and natural
language processing (NLP) models that have been
trained on a large dataset of real and fake news
articles. When a user inputs text or an article, the
system processes the data, extracts key linguistic
features, and applies the trained model to classify the
news as either real or fake. The architecture
integrates a user-friendly interface for seamless
interaction, a backend powered by Python and ML
frameworks for analysis, and a scalable design that
can be extended to handle large volumes of data.
This system not only provides quick and accurate
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predictions but also serves as a practical solution that
can be integrated into larger platforms such as social
media sites or news aggregators to curb the spread of
misinformation.

B. Architecture

The system is based on a modular design to
accommodate scalability and maintainability. The
data input module is the first layer, which supports
uploading or text inputting of news articles. The
second layer performs preprocessing of text, such as
tokenization, noise removal, and text normalization.
This is to ensure that the input text is in a uniform
format prior to feature extraction. In the third level,
the text that has been processed is converted into
numerical vectors by applying TF-IDF. These
vectors are fed into the machine learning level,
which houses the trained Passive Aggressive
Classifier. If the model has not yet been trained, it
gets trained based on the label dataset. Once the
classifier has been trained, it can make predictions
on new incoming news articles. The last output layer
shows the outcome—real news or not real news—
along with performance and accuracy measures.
Optionally, a user interface layer can be wrapped
around the whole architecture using Stream lit or
Flask, allowing users to interact with the system
through a web browser. This makes the application
user-friendly and accessible to non-technical users.

User Interface
(Optional: Web App using
Streamlit or Flask)

1

~ ~

Input News Data
(Text or CSV File)

1

Preprocessing
- Clean Text
- Remove Stopwords
- Lemmatization

1

f Feature Extraction
(TF-IDF)

- J

1

ML Model (PAC)
- Train/Test Split
- Model Training

- Model Prediction

1

Output Results
- Accuracy Score

— Confusion Matrix

- Prediction Labels
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C. Technologies Used

The flow of data starts with raw news articles
collection or importing, typically kept in CSV file
format with columns of title, text, and label
(real/fake). Data cleaning comes next, wherein the
text is normalized. This comprises converting every
letter to lower case, stripping of HTML tags,
punctuation, special characters, and stopwords—
words common to language but add little context to
the text (such as "the," "is," "and"). Following
preprocessing, the clean text is then transformed into
numerical format by TF-IDF vectorization, which
computes word frequency and diminishes the
importance of frequently used words in all articles.
After the vector representation is prepared, the data
is split into training and test sets, typically employing
an 80:20 or 70:30 ratio. The training set is utilized to
train the classifier, and the test set tests how well the
model works. Once trained, the model can classify
new inputs as fake or real news.

D. Algorithms

The central classifier implemented for
classification purposes in this project is the Passive
Aggressive Classifier. This model is specifically
well-fitted for online learning, i.e., it can learn from
a data stream or update its weights iteratively as data
arrives. As opposed to standard classifiers, it is
passive when it correctly classifies an instance and
updates (as aggressive) only when it makes a
misclassification. This is made effective for big-
scale and dynamic spaces such as social media.
Before feeding information into this classifier, text
information is converted through the TF-IDF
algorithm, which facilitates giving weight to words
as per their frequency across documents. High TF-
IDF values indicate the word is more applicable to a
specific document. The integration of TF-IDF with
Passive Aggressive Classifier offers a simple yet
efficient solution for binary classification. Moreover,
the model's performance is evaluated using accuracy,
precision, recall, Fl-score, and confusion matrices,
offering insights into the reliability and robustness of
the model.

IVv. IMPLEMENTATION
Step 1: Importing Libraries
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The first step involves importing the necessary
Python libraries that support data handling, machine
learning, and visualization. Pandas and NumPy are
used for reading and manipulating the dataset.
Scikit-learn (sk learn) provides essential tools for
machine learning operations, including model
selection, feature extraction, classifiers, and
evaluation metrics. For visualization, Matplotlib and
Seaborn are used to plot confusion matrices and
other performance-related graphs.

Step 2: Loading the Dataset

The data is loaded into the session via Pandas. The
data is usually made up of news stories with the
respective labels — either "REAL" or "FAKE." The
data might be joined together from two different files,
i.e., fake.csv and true.csv, and must be included in
one file (e.g., news.csv) with good labeling. The first
few rows are shown once the data is loaded to ensure
the data is loaded successfully.

Step 3: Data Preprocessing

After loading the data, preprocessing is the next
step. It involves looking for missing values,
randomizing the dataset to prevent bias, and looking
at class distribution. Simple text cleaning can be
included if necessary, but in this example, the TF-
IDF vectorizer already deals with tokenization and
stop word removal. Additional more complex
preprocessing such as lowercasing, punctuation
stripping, and lemmatization can be applied if
wanted.

Step 4: Splitting the Dataset

Training and testing sets are the two categories
into which the dataset is separated. The common
practice is to split 80% of the data for training and
20% for testing. For this, Scikit-learn's train -test-
split function is used. This makes it possible to
guarantee that the model is trained on a single set of
data and assessed on unobserved data in order to
gauge its effectiveness.

Step 5: Feature Extraction using TF-IDF

In order to transform textual data into numerical
form that can be used by machine learning
algorithms, TF-IDF (Term Frequency-Inverse
Document Frequency) vectorizer is employed. It
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converts the text into weighted numerical vectors,
with more emphasis on rare and informative words.
The vectorizer is initially fitted on the training data
and then applied to the training and test datasets.

Step 6: Training the Model

The primary machine learning algorithm
employed is the Passive Aggressive Classifier. It is
the best suited classifier for large-scale learning and
is highly effective for binary classification problems
such as this one. It adapts its model only when it has
made a wrong prediction, which assists in keeping
computational overhead to a minimum while
preserving accuracy. The model is trained on the
transformed TF-IDF vectors of the training data.

Step 7: Evaluating the Model

After training, the model is evaluated using the test
data that has been TF-IDF transformed. Evaluation
metrics such as the confusion matrix, classification
report, and accuracy score are used to gauge the
model's performance. The confusion matrix uses a
heatmap to visually represent the number of correct
and incorrect predictions, while the classification
report provides precision, recall, and Fl-score for
each class (FAKE and REAL).

Step 8: Custom News Prediction (Optional)

There is an additional optional last step where the
model can be applied to user-provided custom input.
A new piece of news can be entered as plain text,
vectorized via the same TF-IDF transformer, and
submitted to the trained model to determine whether
it is real or false. This step illustrates how the model
might be implemented in real-world use cases.

V. RESULTS & EVALUATION

A. Performance Metrics

The accuracy, latency, and real-time responsiveness
of the system were assessed through three distinct
exercises. The results are shown in the Table.

Metric Description Example Value (can
vary)
Accuracy The percentage of | 0.93 (93%)
total correct
predictions (both
FAKE and REAL)
Precision (FAKE) | Correct FAKE | 0.94

predictions out of all
FAKE predicted by
the model
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Recall (FAKE) | Correct FAKE 0.92 C' Sample Output
predictions out of all

actual FAKE articles

Fake News Detection System Serces

F1-Score (FAKE) | Harmonic mean of | 0.93
precision and recall
for FAKE class

Precision ~ (REAL) | Correct REAL | 092
predictions out of all
REAL predicted by
the model

Recall (REAL) | Correct REAL | 094

predictions out of all
actual REAL articles

F1-Score (REAL) | Harmonic mean of | (93 SN
precision and recall B g V. G,
for REAL  class ig- 2: user interface page

Table-1: Performance Metrics

B. Comparative Study Submit Online Articles and

A comparative analysis is presented in Table II, News Links
highlighting how the proposed system compares T e
with existing solutions, including wearable sensor- —— ——

based systems, autoencoder-based methods, and =)

CNN-LSTM deep learning models.

Algorit Accur Precis Rec F1 Computa

hm acy ion all - tion Time
Score

Passive 93% 94% 94 93 Fast
Aggressiv % % . .
. Fig- 3: url fact check page
Classifier

Logisti 89% 91% 88 89 Moderate
c % %
Regressio
n Paste or Type Your Content

Suppor 91% 92% 90 91 slow R B o R e /
t  Vector % % aumentcly. O hekping you dsing
Machine B s
(SVM) (=)

Result:

Naive 85% 87% 82 84 Very fast -

Bayes % %
Fig- 4:text based fact check page
Table-2: Comparative Analysis of Fake news Fact-Check Your

Information Now!

& €

Article Links Your Own Text
Upload your article and news ks Verty textual content!
here!

Fig- 5: choices of fact check page

ISSN : 2581-7175 ©IJSRED: All Rights are Reserved Page 26



International Journal of Scientific Research and Engineering Development — Volume 8 Issue 5, 2025

VI.  CONCLUSION

This work presents a Fake News Detection System
that addresses one of the most significant challenges
of the digital era—the unchecked spread of
misinformation. By employing machine learning and
natural language processing techniques, the system
successfully demonstrates how computational
models can differentiate between real and fake news
with a high degree of accuracy. The integration of a
web-based interface ensures that the system is not
only a research prototype but also a practical tool that
can be deployed for everyday use.

The results of this project highlight the potential of
data-driven approaches in combating
misinformation. By training on diverse datasets, the
system learns to capture linguistic cues, deceptive
writing patterns, and semantic inconsistencies that
are often difficult for humans to detect at scale. This
confirms that artificial intelligence, when applied
thoughtfully, can serve as a reliable ally in
maintaining the credibility of digital information.

Beyond its technical contributions, the system
underscores the social importance of empowering
individuals and organizations with tools to verify
information quickly. Fake news is not merely a
technological challenge—it is a societal issue that
influences democratic processes, public health, and
social harmony. By offering a scalable and
accessible solution, this work contributes to fostering
informed decision-making and strengthening public
trust in digital media.

Looking forward, the system opens avenues for
further research and development. Future work may
explore multimodal detection by incorporating
images, videos, and metadata, as well as leveraging
advanced transformer-based architectures for
improved contextual understanding. Additionally,
integrating this system into real-time platforms such
as social media networks and news aggregators can
significantly enhance its societal impact. Ultimately,
this research not only advances the field of
misinformation detection but also demonstrates the
transformative role that technology can play in
safeguarding truth in the digital age.

Available at www.ijsred.com

VII. ACKNOWLEDGMENT

We are grateful for the support provided for this
work by Vasavi College of Engineering
(Autonomous), Hyderabad.

VIII. REFERENCES

e Shu, K., Sliva, A., Wang, S., Tang, J., & Liu, H.
(2017). Fake news detection on social media: A
data mining perspective. ACM SIGKDD
Explorations Newsletter, 19(1), 22-36.

e Shu, K., Mahudeswaran, D., Wang, S., Lee, D.,
& Liu, H. (2020). FakeNewsNet: A data repository
with news content, social context, and
spatiotemporal information for studying fake news
on social media.

e Wang, W. Y. (2017). “Liar, Liar Pants on Fire”:
A new benchmark dataset for fake news detection.
Proceedings of the 55th Annual Meeting of the
Association for Computational Linguistics (ACL),
Short Papers.

e Nakamura, K., Levy, S., & Wang, W. Y. (2020).
Fakeddit: A new multimodal benchmark dataset for
fine-grained fake news detection. Proceedings of
the 12th Language Resources and Evaluation
Conference (LREC).

e Zhang, et al. (2022). A comprehensive benchmark
for fake news detection. Journal of Intelligent
Information Systems, 59, 237-261.

® Zhou, X., & Zafarani, R. (2018). Fake news: A
survey of research, detection methods, and
opportunities. ACM Computing Surveys (CSUR),
51(2), 1-40.

e Thorne, J., Vlachos, A., Christodoulopoulos, C.,
& Mittal, A. (2018). FEVER: a large-scale dataset
for fact extraction and verification. Proceedings of
the 2018 Conference of the North American
Chapter of the Association for Computational
Linguistics, 809—-819.

ISSN : 2581-7175

©IJSRED: All Rights are Reserved

Page 27



International Journal of Scientific Research and Engineering Development — Volume 8 Issue 5, 2025

e Vosoughi, S., Roy, D., & Aral, S. (2018). The
spread of true and false news online. Science,
359(6380), 1146-1151.

e Ruchansky, N., Seo, S., & Liu, Y. (2017). CSI: A
hybrid deep model for fake news detection.
Proceedings of the 2017 ACM on Conference on
Information and Knowledge Management, 797—
806.

® Volkova, S., Shaffer, K., Jang, J. Y., & Hodas, N.
(2017). Separating facts from fiction: Linguistic
models to classify suspicious and trusted news posts
on Twitter. Proceedings of the 55th Annual Meeting
of the Association for Computational Linguistics,
647-653.

e Ahmed, H., Traore, 1., & Saad, S. (2017).
Detecting opinion spams and fake news using text
classification. Security and Privacy, 1(1), €9.

e Zhou, X., Wu, J., & Zafarani, R. (2020). SAFE:
Similarity-aware multi-modal fake news detection.
Advances in Knowledge Discovery and Data
Mining, 354-367.

e Phan, M., Tran, V., & Nguyen, N. (2023). A
survey on fake news detection: Fundamental
theories, challenges, and future directions. Applied
Sciences, 13(21), 11877.

Available at www.ijsred.com

ISSN : 2581-7175 ©IJSRED: All Rights are Reserved

Page 28



