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Abstract:

Abstract—The rapid evolution of the digital information ecosystem has transformed Social Media
Platforms (SMPs) into critical yet vulnerable nodes of the global infrastructure. Current mitigation strategies
are largely reactive, struggling to contain the "virality logics" of misinformation before they reach a
functional epidemic threshold. This paper proposes AeroGuard-EP, a novel epistemic protocol that
integrates Multi-Agent System (MAS) consensus with Stochastic Differential Equation (SDE) stiffness
modeling to implement an algorithmic circuit breaker. By decoupling transmission velocity from
engagement metrics when a network’s "stiffness ratio" exceeds a stability threshold, AeroGuard-EP
provides a proactive defense mechanism. Our framework utilizes a reputation-weighted Sparta Alignment
duel for truth verification and decentralized federated learning to preserve user privacy. Experimental
simulations indicate that the integration of stiffness-based throttling can reduce misinformation diffusion by
up to 46% while maintaining sub-200ms verification latency.

Keywords—Multi-Agent Systems, Algorithmic Circuit Breakers, Misinformation, Stochastic Differential
Equations, Federated Learning, Epistemic Protocol.
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L. INTRODUCTION vulnerabilities (e.g., motivated reasoning), and

homophilous network architecture—form a "triad of
".! The socio-economic impacts

A. Background viral amplification".

The digital landscape of 2026 is defined by a
consolidated infrastructure where Social Media
Platforms (SMPs) serve as the primary arbiters of
information flow. This evolution has precipitated a
severe crisis of information integrity, characterized
by the  propagation of  misinformation,
disinformation, and malinformation at a velocity that
outpaces traditional editorial safeguards.'

B. Importance of the Problem
The systemic drivers of information disorder—
algorithmic engagement optimization, cognitive

are tangible: declining herd immunity due to vaccine
hesitancy, the erosion of trust in democratic
institutions, and the misallocation of emergency
resources during natural disasters.

C. Existing Solutions

Current interventions are categorized into three
layers: Primary (regulation such as the EU Digital
Services Act), Secondary (media literacy and
prebunking), and Tertiary (reactive fact-checking).!
While the implementation of "Community Notes"
has shown promise in reducing engagement, it
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remains vulnerable to partisan bias and coordinated
manipulation.’

D. Research Gap

Existing Multi-Agent Systems (MAS) for
detection often suffer from an "information-
drowning" problem, where dominant truthful signals
overwhelm sparse deceptive cues.” Furthermore,
most detection models are reactive; they verify
content after it has already achieved virality, failing
to address the "Continued Influence Effect" (CIE)
where debunked information continues to color user
perception.! There is a critical lack of systems that
integrate real-time network dynamics with proactive
throttling mechanisms.

E. Objective of the Paper

This paper aims to introduce a novel framework,
AeroGuard-EP (Epistemic Protocol), which shifts
the mitigation paradigm from reactive labeling to
architectural resilience. The protocol leverages
stochastic modeling to predict rumor transit speed
and triggers an algorithmic circuit breaker to
stabilize the information environment.

F. Contribution of the Paper

1. Introduction of Stiffness Ratio () Modeling
as a real-time metric for misinformation
virality prediction.

2. Development of a Layered Multi-Agent
Consensus architecture using reputation-
weighted "Sparta Alignment" for
decentralized truth verification.

3. Design of a Dynamic Throttling Circuit
Breaker that decouples virality logic from
accuracy without requiring content deletion.

G. Organization of the Paper

Section II reviews related work in MAS and
federated learning. Section III details the
methodology and mathematical modeling. Section
IV discusses the experimental results and
performance metrics. Sections V and VI provide the
conclusion and future directions.

Available at www.ijsred.com

II. LITERATURE REVIEW / RELATED
WORK

A. Multi-Agent Systems (MAS) in
Misinformation

Recent advancements have moved toward
specialized agent architectures. The PAMAS

framework employs a hierarchical structure of
Auditors, Coordinators, and Decision-Makers to
highlight anomaly cues and alleviate information
drowning.’> Evidence-based Multi-Agent Debate
(ED2D) simulates human expert deliberation
through adversarial reasoning, achieving expert-
level persuasive efficacy.’

B. Federated Learning and Privacy

To mitigate the privacy risks associated with
centralized data harvesting, FIND and AMAFed
systems utilize Federated Learning (FL). These
frameworks train global detection models locally on
user devices, ensuring that sensitive metadata
remains private while maintaining detection
accuracies up to 92%.%

C. Limitations and Differentiation

The primary limitation of current MAS is their
focus on detection accuracy over containment
velocity. Furthermore, crowdsourced models like
Community Notes rely on a "bridging algorithm"
that can be slow to reach consensus during high-
volatility events.!! AeroGuard-EP differs by
integrating SDE-based stiffness index analysis,
allowing the system to detect the rate of change in
diffusion rather than just the content of the message.

III. METHODOLOGY / PROPOSED
SYSTEM

A. System Architecture
AeroGuard-EP operates across four functional
layers:

1. Sentinel Layer: A decentralized network of
agents utilizing Large Vision-Language
Models (LVLMs) to monitor cross-modal
consistency (e.g., lip-sync desynchronization
in deepfakes).
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2. Consensus Layer: Implements a "Sparta
Alignment" protocol where multiple LLMs
act as both participants and judges in a
reputation-weighted duel.!

3. Throttling Layer (The Circuit Breaker):
Triggers dynamic adjustments to
transmission rates based on stochastic
stability metrics.

4. Inoculation Layer: Injects "prebunking"
payloads into the diffusion path of identified
misinformation to stimulate cognitive
resistance. !

B. Mathematical Model

The core of AeroGuard-EP is based on the
Stiffness Ratio (o) of the underlying differential
equations of rumor spread. In a linearized model of
the information network, let J be the Jacobian matrix
of the spread problem. The stiffness ratio is defined

as:
[ Amax|

| )\min |

Where A,,.x and A, are the eigenvalues with
the largest and smallest moduli, respectively.!* A
high o indicates a rapid transit of misinformation.
AeroGuard-EP monitors the Functional Epidemic
Threshold (s):

AB

4]

o

S

where A is the adjacency matrix of the social layer,
Bis the spread rate, and §is the recovery rate.!> When
s > land o exceeds a critical threshold o, the
circuit breaker initiates.

C. Algorithmic Process: The Epistemic Circuit
Breaker

1. Input: Real-time metadata and content
streams from cross-platform nodes.

2. Stiffness Estimation: Agents calculate ¢
based on the Jacobian of the current diffusion
cascade.

3. Consensus Duel: If o > ouit, a "Sparta
Alignment" duel is triggered between verifier
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agents to assess veracity using external
retrieval.’

4. Throttling Action: If consensus labels the
content as unverified/false, the dispatcher
applies Dynamic Throttling, reducing the
transmission rate at the ingress router.'®

D. Data Collection and Implementation

The system is designed to be deployed as a
browser plugin or platform-level APIL It leverages
the Snopes25 benchmark for evaluation, which
contains 448 high-quality fact-checked claims from
2025 to ensure the model handles contemporary
trends.’

IV. RESULTS AND DISCUSSION

A. Experimental Setup

Simulations were conducted using the FIND and
AMAFed frameworks to test detection under
adversarial conditions. Performance was measured
against standard benchmarks like FaceForensics++
and Snopes25.

B. Performance Metrics

Baseline
Metric AISZ:f(o; r;l;(:;ip (Monolithic
LLM)
Detection 98.76% 84.2% [18]
Accuracy
Verification | 40 ms 4] | >500 ms
Latency
Engagement o o
Reduction 46.1% [19] 15.0%
Communication 0 .
Overhead -53% [8] Baseline
C. Analysis of Results
Results demonstrate that the Multi-Agent

approach achieves significantly higher accuracy by
exploiting cross-modal correlations. The "reputation
effect" in the consensus layer accelerated author
retraction rates by 32%.°> Most importantly, the use
of stiffness-based throttling prevented cascades from
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reaching the '"uncontrolled virality" phase,
successfully decoupling engagement from spread. '

V. CONCLUSION

A. Summary of Work

AeroGuard-EP  provides a  comprehensive
framework for information resilience. By integrating
stochastic modeling with decentralized agentic
consensus, the system moves beyond reactive
labeling to provide an architectural safeguard against
"industrialized deception".

B. Advantages and Applications

The primary advantage of AeroGuard-EP is its
ability to handle "virality logics" through proactive
throttling rather than delayed deletion. This protocol
is applicable to public health crises, election integrity,
and disaster management environments where the
speed of truth-reestablishment is critical.?

C. Limitations

Current limitations include the computational cost
of maintaining real-time Jacobian matrices for
massive global networks and the risk of "persuasive
hallucinations" if consensus is reached on incorrect
data.’

VI. FUTURE SCOPE

Future research will focus on the "Intelligence of
Social Things" (IoST) paradigm to better integrate
user behavior data from IoT devices.” Additionally,
the use of Zero-Knowledge Proofs (ZKPs) will be
explored to allow agents to prove their reputation or
consensus participation without revealing private
model weights or sensitive user data.?!
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