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Abstract:

Theft and loss of smartphones have been an ongoing concern, especially when the phone is deliberately
turned off to avoid detection by tracking systems. The conventional method of tracking a smartphone relies
heavily on the phone's operating system and network connections. This becomes a major problem when the
phone is deliberately turned off to avoid detection. This paper proposes a tamper-proof independent GPS
tracker that can track a powered-off smartphone. The proposed GPS tracker design meets the requirements
of power efficiency, accuracy, reliability, and resistance to tampering. Functioning independently of the
smartphone's power and operating system, the proposed GPS tracker design can be used to significantly
improve the security of smartphones and ensure the reliable tracking of powered-off devices.
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I. INTRODUCTION

The increasing use of smartphones for
communication and final transactions, and storing
sensitive information has made them an easy and
highly lucrative target for thieves. The major
drawback in the conventional method of tracking
a smartphone is that the device must be powered
on and maintain active network connections to
transmit its location. If the phone is deliberately
turned off, the chances of tracking and recovering
the device decrease significantly.

This limitation has thus led to a significant gap in
the security of mobile devices. Furthermore,
thieves often turn off the device immediately after
theft to prevent tracking via built-in software
solutions. Thus, there is a critical need for a
tracking solution that can function entirely
independently of the smartphone’s operating

system and power state. The primary objectives of
this research are to design and evaluate a tamper-
proof, independent GPS tracking system that can
function even when the smartphone is switched
off. The research focuses on improving tracking
efficiency, tamper resistance, and the power
efficiency of the tracking system to offer a viable
way to improve the recovery of lost or stolen
powered-off smartphones.

II. LITERATURE REVIEW

A literature review of recent tracking-technology
studies is summarized in Tables-X and -Y. These
tables highlight key works on GPS and
cellular-based tracking, as well as embedded and
security-focused tracking solutions for mobile and
IoT devices. The reviewed studies demonstrate
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trade-offs between power efficiency, coverage,

and security.

Tablel: Summary of Literature review

Relevance to

S. No Reference Key Idea e g
Reduces energy
Low-power use while
Kumar et al., .
1 GPS module for = maintaining
2022 [IoT-J] .
smartphones location
accuracy
Avoids GPS in
Patel et al, GPS-assisted 51gnal-blockef1
2 2021 cellular trackin, areas using
[VTC-Fall] 4 € cellular
networks
Enables
Al-Amri et al., LPWAN-based long-range,
3 2020 GNSS tracker low-power
[LoRa-IoT] tracking for IoT
devices
Improves
Wang et al, NB-IoT coverage in
4 2021 tracking module  indoor and rural
[GLOBECOM]

areas

I11. PROPOSED
METHODOLOGY
The design of research for this study is based on a
theoretical system design and an experimental
evaluation framework as follows:

This proposed GPS tracker is a module composed
of several key components, which include:

A low-power GPS module: Needed for
triangulation by satellites with low energy
consumption.

Microcontroller unit (MCU): Required for
controlling power state, processing the location
information, and sensing any tampering attempt.
Communication GSM/LPWAN module: Needed
for sending location and alert information
independently of the cellular network of the host
mobile.

An independent rechargeable battery: Needed for
continuous operation of the device even after the
host mobile shuts off.

The tracker works autonomously and does not
depend at all on the power source inside the host
smartphone.

DESIGN AND
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IV. PROPOSED EVALUATION PROCESS
To evaluate the theoretical design, the following
process is suggested:

1.Construction of the independent tracking
mechanism along with its attachment to
smartphones used for testing purposes.

2.Turning off smartphones' main power supply to
imitate a real-life stealing case.

3.Conducting experiments on the ability of the
system to maintain GPS signal reception and
transmission of data.

4.Conducting experiments to determine whether
the mechanism detects any attempts to physically
tamper with it (e.g., removal).

5. Comparing signal acquisition both outdoors and
indoors.

6.Assessing total power consumption and location
accuracy over time.

Start: Problem Definition

Smartphone theft; powered-off phones comnot
be tracked by conventional systems.

L
Define System Requirements

+ Operate when phovse is powred off
+ Independent battery

+ Tomper proof

* GSM/LPWAN connectivity

+ Reasonable pawer consumption

5 g
Design Independent GPS Tracker
Low-Power GPS Microcontroer
Module [y
GSM / LPWAN Rechargeable Battery
Module Circuit |

©

Design Mounting & Integration

+ Tamper-resistant attochment 1o smartphone
« No interference with phome battery/OS

i
Define Tracking Workflow (Conceptual)

Tracker pewsrs on —» Acgaies G5 Fix — Sends Location
Server —b Usar App = SSMLPWA

« Tamper event = Alert sent befove shutdown

| S

» Test GPS accunncy (ndosr/outdoor)

+ Tent communication reheditty (GSI/LPWAK)
+ Test tawper detection (case apen, remeval)

+ Extimore powsr comumption and bettery life

L 3
Expected / Simulated Results

* Expectod accwacy ronge
« Expectod battery life
« Tamper-detection succes rate {canceptml)

Compare with Existing Systems

o Bealt-in Find-My-style tracking
« Standalone GFS trackers
i
End: Future Implementation & Testing

Proposed design for future prototype implementation
and expurimental validation

Figl:implementation and working
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V. THEORETICAL PERFORMANCE
ANALYSIS AND PREDICTED RESULTS

As per the specifications of the components
chosen for this project, this section presents a
theoretical analysis of the predicted performance
of the device in respect of power efficiency, signal
integrity, and reliability.

1)Power Efficiency and Battery Lifespan: The
design concept adopted in the present project
incorporates an energy-efficient microcontroller
unit (MCU) and a GPS module with the ability to
enter the duty cycle mode. Theoretically, a normal
500mAh standalone battery can provide sufficient
energy to ensure substantial lifespan for the
device. Through utilization of a sleep mode
wherein the MCU and the GNSS modules operate
intermittently at certain durations (once every
hour, for instance), the average current drain can
be kept well below 1mA. Thus, the device is
expected to survive several weeks at least before
requiring replacement.

2)Accuracy and Reliability of Signal: In open-air
conditions, the system should be capable of
achieving accuracy in position between 2.5 and 5
meters, in line with the usual standards for GPS
technology. Although there might be some
reduction in accuracy due to signal degradation
when used indoors or in urban settings, the system
employs an alternate approach based on the use of
cell tower triangulation and cached last known
locations to keep track of the general position of
the device.

3)Tamper Resistance: The inclusion of intruder
detection technology is anticipated to offer
effective resistance against any form of tampering.
As per theoretical modelling, it can be noted that
any effort to either remove the tracking device or
to gain entry into the enclosure will immediately
cause the generation of an interrupt signal sent to
the MCU, leading to immediate communication of
the alert

VI. CONCLUSION

The current paper has provided a complete design
and theory of an independent

tamper-resistant GPS tracker that can be installed
in the powered off smartphones. From the
theoretical analysis of the designed system, it is
evident that the new system is expected to have
low energy requirements as well as high tolerance
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to any tampering, providing a solution to the
challenges of the existing tracking systems. The
new tracking device will address the gaps in the
existing systems by being independent of both the
phone's operational system as well as its primary
battery. In the future, the researcher intends to
concentrate on creating the device physically and
implementing the suggested experimental process.
It would be appropriate to consider the integration
of the latest technologies like 5G Red Cap in the
process.
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