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Abstract:

With the exponential growth of digital data and cloud-based storage services, it is essential to secure
and protect critical files and information from cyber attacks. Traditional storage services provide
rudimentary security measures, such as password protection, making them vulnerable to cyber attacks such
as hacking, data theft, and misuse of data. Therefore, in this project, we propose a solution called
Al-Powered Cloud Encrypted File Locker with Risk-Aware Access, Multi-Factor Authentication, Al File
Classification and Adaptive Self-Destruct Mechanism for cloud security. The users are allowed to upload,
download, store files securely and encrypted in the cloud, without revealing any plaintext data by
encrypting all files using Advanced Encryption Standard (AES-256) prior to storage in the cloud. The
system also features Multi-Factor Authentication that comprises a combination of password check, voice
authentication and device identifier check to authenticate the authorized user. The system uses an Artificial
Intelligence-based Risk Analysis module that authenticates the users based on their login credentials,
device fingerprint, location and past access patterns to identify suspicious activities, such as login attempt
from unusual locations or unfamiliar devices. Upon identifying such activity, additional authentication
measures are enforced such as voice authentication check and login is denied if authentication fails. The
system also offers an Al-based File Classification module that segregates and classifies files based on their
sensitivity such as normal, personal, or confidential documents such as resumes, bank statements, etc and
enforces stricter security policies for sensitive documents, such as limiting decryption attempts for
sensitive files. Self-Destruct mechanism allows users to set an expiry time and date for the uploaded
documents and automatically deletes the files after the stipulated period or if the limit of maximum
decryption attempts is reached thus minimizing the risk of information being readily accessible in an
unsecured manner after its required use. Encrypted preview allows users to see the content of an encrypted
file without decryption to enhance the security. The solution provides a complete cloud security system by
incorporating Artificial Intelligence techniques along with a robust set of authentication measures for
secure data storage.

Keywords —Al-Based Data Security, Cloud Encrypted Storage, Multi-Factor Authentication,
Voice-Based Authentication, Secure Cloud Infrastructure, Risk-Aware Access Control, Al File
Classification, Self-Destruct Data Protection, Intelligent Threat Detection, Secure File Management
System.

associated with cyber attacks, including
unauthorized access to data, data leakage, identity
theft, misuse of sensitive information etc. Most
existing conventional cloud storage systems rely
on simple password-based authentication and
non-intelligent security monitoring methods; this
means these systems are susceptible to hacking
attempts, credential theft, and insider attacks.
More often than not, unawareness of the
suspicious access to user data only comes after

I. INTRODUCTION

In the modern digital age of widespread
use of cloud computing and digital information,
securing stored data and privacy is becoming an
integral requirement. Individuals and
organizations are increasing their reliance on
cloud services to store personal documents,
financial information, academic files, sensitive
business data, etc. Rapid adoption of the digital
age has also led to a massive increase in risks
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the fact; that these conventional systems have
limitations is clearly evident. Also existing file
storage systems do not offer dynamic protection
of data. They consider all files equal without any
regard to the level of sensitivity associated with
them. Therefore files that need high levels of
security (like resumes, bank statements and social
security files) are treated in the same manner as
ordinary files and are often stored using the same
security measures. Traditional systems rarely
have any mechanisms that can automatically
detect suspicious activity such as an unsuccessful
login attempt, abnormal user login locations and
device identity or an unusual login behavior.
They thus pose little credibility to data security
and open up crucial information to possible cyber
attack. With that, it becomes increasingly
necessary to develop intelligent security systems
utilizing cloud technologies together with
artificial intelligence and strong encryption
schemes. Modern systems that protect data must
be able to encrypt files before storing them, have
multiple means of user verification, intelligently
analyze file access and assign dynamically
changing security policies for each stored file
depending on its sensitivity. Al is indispensable
to enhancing security in the digital world.

II. ALGORITHMS

The Cloud Encrypted File Locker
includes smart security algorithms to make file
storing secure, user authentication dependable,
controlled file accessing possible, and
communication between clouds to be secure.
Cloud Encrypted File Locker is a system used to
secure sensitive files stored in the computer. The
sensitive files are first encrypted by the
algorithms before being stored into the cloud.
Only the authenticated users will be granted
access to files with the use of the multi-factor
authentication features. The algorithms used are
essential for password checking, voice
authentication, file encrypt/decrypt, login
anomaly checking, decryption limiting and
auto-self-destruction mechanism. They are
needed to minimize unauthorized access and
prevent sensitive information from being exposed
into the cloud. The main algorithms applied are
illustrated below:

A. User Authentication and Password Verification
Algorithm

The system wuses a secure user
authentication algorithm to prove the identity of
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a user when he logs into the system. In
registration process, when a user enters the
password, the plain text is used in berypt hashing
algorithm to create a cryptographic hash value
which is stored in the database instead of
original password. While login, the stored hash
is fetched from the database and a comparison is
performed between the two hash value using a
verification function (one generated by a system
itself and one received from the input text of
user's login) where if the hash values matches
the user is authenticated and given the
permission to access the system. This
authentication algorithm security benefits the
system in a very good way since it never allows
the storing and passing of the plain text
password in the system and it becomes very hard
for the hacker even if the database is breached.
Also the berypt function includes both salt and
computation cost which make it extremely
impossible for dictionary or brute-force attacks.
Hence, the algorithm makes it base for
authentication of access to the system.

B. Voice-Based Authentication Algorithm

To supplement the password
authentication, a voice authentication mechanism
is incorporated with the system. While
registering, the user is requested to utter a certain
fixed phrase with the help of the application
interface. The spoken words are recognized with
a speech recognition mechanism and converted
into text. This text is then hashed and stored
along with user data in the database in the form
of voice authentication pattern. When the user
intends to decrypt the stored files he will be
prompted to utter the similar phrase. If the
similarity score is higher than a fixed threshold
the identity is confirmed and decryption is
allowed.

C. AES-256 File Encryption Algorithm

The system encrypts the files of the user
using the AES-256 encryption algorithm, which
is known to provide a strong level of security.
The application generates a random key and an
initial vector for a given file uploaded by a user
by utilizing cryptographic random functions.
Then the encrypted file is created using the AES
symmetric encryption method, and is transmitted
to the cloud storage system.
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The file encrypted is the one which is
stored in the cloud storage server. The key, IV,
and file information are transmitted and stored
separately in the database. In case of request for
decryption, the file is retrieved from cloud
storage and decrypted in memory using a stored
key. In case of compromise in the storage system,
the original file cannot be interpreted without a
valid key.

D. Login Anomaly Detection Algorithm

The login anomaly detection algorithm
monitors all unauthorized or unusual attempts to
log into the system. When a user attempts to log
into the system, it notes certain attributes like
device fingerprint, login time, IP address and its
geo location, enters them into the login log and
then checks against prior login details. When it
finds many login attempts that occurred in a
relatively small timeframe from different
geographic locations, it labels the present login
attempt as suspicious. After marking a login
attempt as suspicious it performs another check
like voice authentication to see if it is the actual
user and if it fails it blocks the login and marks it
as a threat.

E. Decryption Limit Control Algorithm

The decryption limit control algorithm
control number of times the stored file can be
decrypted by the user. The system keeps a
counter that stores the no of times each file is
accessed and decrypted. For every successful
decryption operation carried out by the user, the
system automatically updates the database where
the counter is kept.

When the count is updated and reaches
the stipulated maximum, the system stops all
other decryption attempts for the file. For a
common file up to 10 attempts can be made, but
for sensitive files up to 3 times can be made. This
control helps to restrict access and to prevent
unnecessary access to sensitive files in the
system.

E  Self-Destruct and Expiry Control Algorithm

A self-destruct and expiry control
algorithm has also been implemented, by which
we can delete the sensitive files from the system
after a certain period of time. While uploading
the files to the server, the user can also choose the
self-destruct option by specifying the expiry date
and time of the file. The expiry timestamp of the
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file, along with other details of the file is then
stored in the database. The expiry timestamp of
the file is then regularly accessed with back-end
runs periodically. If the expiry timestamp is less
than or equal to the system time, then it can
easily delete the file from the cloud storage, and
remove its information from the database.

G. Decryption Limit Control Algorithm

The decryption limit control algorithm
control number of times the stored file can be
decrypted by the user. The system keeps a
counter that stores the no of times each file is
accessed and decrypted. For every successful
decryption operation carried out by the user, the
system automatically updates the database where
the counter is kept.

When the count is updated and reaches
the stipulated maximum, the system stops all
other decryption attempts for the file. For a
common file up to 10 attempts can be made, but
for sensitive files up to 3 times can be made. This
control helps to restrict access and to prevent
unnecessary access to sensitive files in the
system.

H. Secure Cloud Storage Algorithm

With this secure cloud storage algorithm
all files stored into the cloud infrastructure are
always encrypted. Once the application server
gets a file and before transmitting it to the cloud
storage service, it is always encrypted with the
AES encryption algorithm. The encrypted file is
sent to the cloud storage system with the use of
secure communication channels, such as HTTPS
or encrypted API calls. In the cloud storage
system only the data of the encrypted files is
stored, while sensitive information such as the
encryption keys or authentication parameters is
kept into the system database. Since the cloud
server will never have the plaintext file it cannot
lose the file content even with the cloud storage
system being attacked.

III. PROPOSED SYSTEM

The safe cloud storage algorithm is to
ensure that all the file data saved on the cloud
storage system is always encrypted. Before
uploading any file to the cloud storage system,
the file is first encrypted on the application
server using the AES algorithm, and the
encrypted file is transmitted to the cloud storage
service via a secured channel such as the
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HTTPS, or via an encrypted API connection.

In the cloud storage system, only the
encrypted file content is stored and sensitive data
like encryption key and authentication
parameters are saved in a system database
separated from the encrypted file content. As the
cloud storage system does not have the actual
file content, there will be no risk of exposing the
content data if the cloud storage system is
compromised.

IV.  WEB AND MOBILE PLATFORM
BASED

Proposed system called cloud encrypted
file locker is web based system used by users for
protection of their files via online. The system
involves user registration, login and management
of files through the online portal. They can log
into the system via a secured page where
registration and login facility and management of
encrypted files can be facilitated. Users are able
to upload files, get encrypted file view, and
obtain decrypted files once logged in and
manipulate settings of files like expiry time,
number of download limits. Design is made in an
easy to use, intuitive and straightforward manner
such that even low tech users can easily handle
it.

In addition to user features it is also
designed to provide a web interface to the
Administrator for file security and monitoring of
activity in it. It provides secure communication
between User Interface, Application Server and
Cloud storage. Any uploaded files get encrypted
before it gets saved into the cloud. This cloud
enables file backup, safe remote storage and
remote access of files with high security level
and authenticated access control mechanisms.

V. MULTI-FACTOR AUTHENTICATION
AND VOICE VERIFICATION

Accessing stored files in a secure
environment relies on robust authentication
methods apart from simple password protection.
The Cloud Encrypted File Locker has been
designed to achieve multi-factor authentication
with password protection plus voice based
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identity verification. During registration the user
records the voice for a fixed voice phrase and this
is recognized with a speech recognition module
and converted into text. The pattern of this voice
phrase is stored in hash form.

During decryption the user is required to
give the same voice phrase as recorded during
registration and the system converts the recorded
voice pattern to text. Using similarity measuring
schemes, similarity between the spoken and
recorded voice phrase pattern is determined and
if this is found above a certain threshold level the
user is authenticated. This ensures higher
security, as a hacker cannot access encrypted files
even if the password is obtained because the
voice patterns will be different and the user
authentication will be denied.

VI. CLOUD STORAGE

A strong encryption mechanism is put in
place for file storage in the cloud as a security
measure and due to the sensitivity of information.
When a user uploads a file to the system the file
is encrypted by the Advance Encryption Standard
(AES-256) algorithm. A new encryption key and
initialization vector is generated for every file
thus each file becomes confidential. The
encrypted file is uploaded to cloud storage and all
the information related to encryption key,
initialization vector, and file ids are stored in the
database.

In the system that is proposed there are no
plain text files kept anywhere on the cloud and if
a certain cloud storage is cracked the files
themselves are useless without the encryption
keys. Also it uses secure means of transferring
data between application server and the cloud
storage. This encrypted cloud storage is scalable
and secured.

VII. SECURE FILE ENCRYPTION AND
LOGIN MONITORING AND ACCESS
CONTROL SYSTEM

To strengthen the security of the system
and detect unauthorized access, the application
has included login monitoring. When a user
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enters the application for login, various details
like device type, login time, IP address and
country are recorded and logged in the login
history database. This details is then checked to
find if any unusual access activity has taken
place.

If a number of login attempts have
occurred from varied countries or un-known
devices with a small time frame, then further
verification is carried out with voice
authentication and if fails, access to the
application is denied and the entry is registered
as suspicious.

VIII. CONTROL & DECRYPTION LIMIT
SYSTEM ALLOWING FILE ACCESS.

Introduce decryption counter, so that no
file is used overmuch or excessively. When
encrypt file, create a decryption count showing
how many times this file has been used. Each
time successfully decode file, the wvalue in
database doubling.7.

In this instance, the access is denied if
maximum number of decryptions has been
reached. For instance, standard files can
accommodate for ten consecutive decryptions,
whereas top-secret documents — just three.

IX. SECURITY FEATURES

There is also a self-destruct timer built
into the system which deletes all sensitive files
after a time specified by the user. Users are given
the option to specify when the uploaded
encrypted files will be deleted. The expiry
date-time is saved along with the encrypted files
in the system database.

The expiry condition is continuously
checked via scheduled checks. The moment that
the current system time surpasses the expiry time
the encrypted file is removed from cloud storage
and the record is removed from the database. In
this way it does not remain stored indefinitely,
thus reducing the potential risk.
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X. SECURE DATA MANAGEMENT AND
PRIVACY

The data security and privacy
management is an important aspect of cloud
encrypted file locker system. All data stored on
the system including the encrypted files are
safeguarded with strong security policies and
protocols. The wuser credentials data, cloud
storage data, encrypted files are all protected
with strong encryption protocols. We will ensure
that there are no plaintext files and keystores are
stored on the cloud specifically for file contents
stored in plaintext.

XI. EXPECTED BENEFITS

The Cloud Encrypted File Locker system
offers many key advantages for secure storage
and management of digital data in cloud
computing infrastructures. One major advantage
of the system is the ability of the system to store
data securely in the cloud by encrypting the files
before they are put into the cloud storage
infrastructure. The encryption of the files ensures
that even if the data in the cloud storage
infrastructure is compromised, the files will be
unreadable. This ensures that the confidential
data is kept safe

Another important feature of the system
is the multi-factor authentication, where not only
a password verification, but also voice-based
authentication has been wused for proper
identification of the user. This provides another
additional security to the system as the physical
access can be prevented even if the password has
been compromised or known to an unauthorized
person. Aside from providing security to the
stored data, the system also provides for
controlled access of the data by providing
decryption cap, encrypt cap and expiry based
self-destruction system. These mechanisms can
prevent the multiple access of the secure data or
forcing the user to delete the file after a preset
period. In other words, it prevents the usage of
data and prevents storing the data forever.
Overall, the proposals are secure, reliable and
scalable cloud based system.
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XII. RESULT AND DISCUSSION

The use of Cloud Encrypted File Locker
has proven to be an efficient method for securing
digital files in cloud. An experiment conducted
indicates that the system performs the task of
encrypting the file using encryption module and
store the data, successfully. Without the
decryption key and authentication, the content of
the file stored in the file system was unable to be
viewed. The original data file content is
therefore secured at the storage save location.

Moreover the authentication mechanism
also works effectively by user validation on
correct password and voice authentication,
which plays a part in avoiding the un-authorized
user access to or decrypt the stored files. The
login monitoring mechanism helps to monitor
abnormal login activity, which is fundamental
for the defense of the possible security breach
and unauthorized access. The limits on the
number of decryption and self-destruct
mechanism features contribute to the system to
have effective security control on overusing of
the files and get an idea of automated removal of
files after the mentioned period of expiry. These
all security mechanisms provide the key
elements for using the Digital data easily on
cloud.

XIII. CONCLUSION

This project to the Cloud Encrypted File
Locker with Multi-Factor Authentication and
Self-Destruct Security actually introduces the
concept of protecting highly confidential digital
data in the present world of cloud computing. In
this system, an innovative combination of robust
encryption methods, secure authentication
procedures, and unpredictable access control
elements is used to construct a complete process
to safeguard private data stored on the cloud.
The encryption of files prior to their storage in
the cloud makes sure that content within them is
protected from outsiders. Moreover, an added
layer of security is achieved via multi-factor
authentication (guest.
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