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Abstract:

Traditional manual auditing methods are becoming less effective against sophisticated configuration drift
and automated exploitation as cloud-native infrastructures continue to grow at an exponential rate. In order
to safeguard Amazon Web Services (AWS) settings, this paper introduces the Automated Cloud Security
Posture Management (CSPM) Framework, a full-stack auditing solution that uses real-time API
orchestration to dynamically discover and visualize infrastructure vulnerabilities. High-risk configuration
indicators, like excessively privileged Identity and Access Management (IAM) roles, unencrypted data
volumes, and unauthorized public storage exposure, are constantly monitored by the system. When it is
detected, an event-driven protocol is automatically triggered, logging metadata into a persistent Supabase
backend and providing the administrator with a high-fidelity React-based dashboard for prompt risk
assessment. The organization's production environment is kept safe and compliant thanks to this centralized
redirection of cloud metadata, which eliminates the latency that comes with manual console navigation. The
suggested method uses RESTful API middleware and Python-based Boto3 integration to carry out non-
invasive heuristic scanning without interfering with actual service availability or changing underlying cloud
workloads. API-driven automated governance can successfully replicate real-time defensive posture
management while maintaining infrastructure integrity and minimizing the window of vulnerability,
according to experimental evaluation. The findings confirm that a scalable academic and enterprise-grade
prototype of a modular, full-stack CSPM architecture is feasible for upholding proactive security standards
in dynamic cloud-native environments.

Keywords — Cloud Security Posture Management (CSPM), AWS Boto3, Configuration Drift,
Infrastructure Governance, Full-Stack Security Visualization, API-Driven Auditing, Supabase
Persistence.
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into proactive governance techniques, such as Cloud

1. INTRODUCTION Security Posture Management (CSPM), to solve

Threats to cloud infrastructure have changed
dramatically over the last ten years, with attackers
using sophisticated strategies such resource
misconfiguration, API exploitation, and credential
theft. Static network firewalls and manual audits are
examples of traditional defenses that frequently rely
on reactive responses and known vulnerability
patterns. As a result, modern, automated attacks are
able to evade them, leading to serious system
compromise and data loss. Researchers have looked

these important issues. By constantly observing
resource settings, spotting unauthorized exposures,
and offering real-time visibility into the cloud
control plane, this method protects the environment.
In addition to safeguarding the primary production
environment, this also gathers useful configuration
drift metadata. By enabling discrete monitoring
layers—using Python-driven SDKs and persistent
databases—to securely audit cloud assets and control
threats without interfering with live service
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availability, full-stack automation has further
improved posture-based defenses. However, rather
than integrated, full-stack adaptive monitoring, the
majority of current systems concentrate on native,
segregated security technologies. The Automated
Cloud Security Auditor, a full-stack CSPM
framework that offers automated infrastructure
security via API-driven auditing, is presented in this
paper. In response to suspect configuration behavior,
such as unauthorized IAM role alterations or public
S3 bucket exposures, the system generates high-
severity alarms and displays the risk in a special
React-based dashboard. Using hypothetical "Golden
State" comparisons, this method successfully
identifies breaches without disclosing real critical
host data, producing a realistic and useful security
health map. Without requiring direct console
involvement or disrupting underlying cloud
workloads, the solution initiates a security protocol
using AWS Boto3 automation and event-driven
monitoring via Supabase. The study offers a
workable and scalable approach for cloud security
auditing in both academic and business contexts by
proving that automated, API-based metadata
redirection is a feasible infrastructure defensive
tactic. Additionally, it supports a crucial transition
from reactive manual auditing to proactive, self-
healing security models by laying the foundation for
upcoming improvements like intelligent risk
classification and real-time adaptive remediation.
IL. OBJECTIVE

The Automated Cloud Security Auditor project's
main goal is to create an intelligent, full-stack
cybersecurity platform that uses real-time API
orchestration and proactive governance to improve
cloud infrastructure protection. This system seeks to
automate the detection of misconfigurations,
monitor resource integrity, and safely analyze
potential architectural risks inside a centralized
dashboard environment, in contrast to typical
security systems that rely on human "point-in-time"
audits and reactive console monitoring. Creating an
interactive, realistic monitoring environment that
mimics a perfectly hardened cloud posture is one of
the main goals. The technology attempts to reduce
real-world data exposure and compliance failures by
diverting illegal configuration changes away from
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the production baseline by providing administrators
with a comparison between their live AWS state and
a "Golden State" benchmark. Implementing real-
time monitoring of cloud control plane operations,
such as TAM role adjustments, S3 bucket policy
changes, and RDS instance provisioning, is another
crucial goal. The Boto3 SDK and heuristic analysis
are used in the system's design to detect suspicious
or non-compliant behavior, allowing for prompt
action through automated warning generation and
persistent logging into a Supabase backend.
Additionally, the project aims on using React.js to
provide a centralized administrative dashboard that
offers thorough access into any configuration drifts
found, security health scores, and previous scan logs.
This enables managers to enhance overall cloud
security methods across many AWS regions and
accounts, study user activity trends, and comprehend
new infrastructure danger vectors. The solution uses
API-driven metadata extraction to guarantee secure
and non-invasive audits. This gives the end-user a
highly realistic and complete simulation of the cloud
security posture while guaranteeing that no actual
production workloads or service availability are
jeopardized. Lastly, by showcasing how adaptive,
full-stack monitoring techniques may convert
conventional reactive defense models into proactive
and intelligent security solutions, the research aims
to further cloud security. The solution offers a
flexible foundation that can be expanded with
cutting-edge capabilities like Al-based risk
prediction and automated remediation playbooks by
connecting modular components that can change
with new cloud services. This guarantees that the
Automated Cloud Security Auditor maintains its
efficacy in managing dynamic assault patterns while
facilitating ongoing enhancements to contemporary
cloud-native security procedures.

III. METHODOLOGY

The entire processing pipeline combines
relational data modeling, cloud API acquisition,
heuristic configuration analysis, and predictive risk
intelligence into a cohesive framework for real-time
infrastructure governance. In order to support
automated alarms and decision-maker visualization,
information moves progressively from the collection
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and preparation of AWS resource metadata to
vulnerability comprehension, drift identification,
and graph-based risk calculation. The entire system
design of the suggested framework encapsulates this
end-to-end transition from unstructured, raw JSON
inputs to useful operational insights.

. System Architecture: The proposed Automated Cloud
Security Auditor operates using a multi-tiered
architecture. At the cloud control plane, where the
process begins, a Continuous Monitoring Engine
routinely checks AWS resource activity for dubious
setups. If no anomaly or configuration drift is
discovered, the system keeps monitoring as usual.
The procedure starts at the Cloud Provider Layer,
where resource metadata is periodically audited for
questionable configurations or departures from
established security benchmarks by a Continuous
Monitoring Engine that is powered by Python and
the AWS Boto3 SDK. The system remains in a
passive monitoring state if no configuration drift is
found, but a synchronized Security Alert Protocol is
triggered as soon as a non-compliant state such as an
unencrypted RDS database or a public S3 bucket is
found. At this point, two security measures are
working simultaneously: a high-severity risk overlay
is immediately shown on the React.js dashboard to
simulate instantaneous resource protection, and the
FastAPI backend starts persistent, structured logging
into the Supabase (PostgreSQL) database to
guarantee forensic traceability. The architecture
shields the real production environment from
additional  exposure by concentrating all
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regulations. By integrating secure database
separation, regulated metadata redirection, and real-
time detection into a single, intelligent framework,
this design improves system resilience overall.
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Fig. 1. Block diagram of the proposed system

administrative attention on the vulnerability founds. Cloud auditing and drift detection Engine: The main

within this controlled, full-stack visualization
environment. This design wuses a modular
architecture that enables each component—from the
Boto3 Metadata Extractor to the React Presentation
Layer—to function independently, demonstrating a
virtualization-driven adaptive governance
framework that stays entirely apart from the actual
AWS operating environment. By incorporating
event-driven triggers, defensive mechanisms are
only activated when configuration drift is confirmed,
ensuring that system resources are used effectively.
Additionally, thorough recording of these exchanges
yields useful forensic information for examining the
behaviors of attackers and improving security

defensive element of the system is the Cloud
Auditing and Drift Detection Engine, which uses
API-based behavioral analysis to continuously scan
the AWS infrastructure for non-compliant
configurations. It looks for cloud-level signs
including unauthorized Identity and Access
Management (IAM) policy changes, unencrypted S3
buckets, exposed RDS databases, and insecure
Security Group ingress rules rather than depending
on conventional signature-based threat detection.
When predetermined configuration thresholds, such
the Center for Internet Security (CIS) AWS
Benchmarks, are exceeded, a background
monitoring service powered by the Python Boto3

ISSN : 2581-7175

O©IJSRED: All Rights are Reserved

Page 2174



International Journal of Scientific Research and Engineering Development-— Volume 9 Issue 2, Mar-Apr 2026

SDK gathers resource metadata in real time and flags
possible security threats. The Detection Engine is an
event-driven, non-intrusive design that uses read-
only IAM permissions and doesn't interfere with live
production workloads or intercept real data traffic.
When a high-severity misconfiguration is verified,
the Security Alert Protocol is triggered, which sets
off the React dashboard overlay and starts persistent
logging in the Supabase backend. Strict operating
boundaries are maintained while the system can
differentiate between permitted DevOps
deployments and unintentional configuration drift
thanks to structured logging, which also guarantees
forensic traceability and controlled remediation.

Cloud Security Metrics
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Fig 2: Drift Detection Analysis

C. Risk Remediation and Alerting Layer: The main
coordinator of responses in the system design is the
Risk Remediation and Alerting Layer. Control is
moved to this layer to start a defensive transition
when the Cloud Auditing Engine detects a high-
severity configuration drift or a policy violation. By
changing the resource status to NON_COMPLIANT
and turning on a high-visibility risk overlay on the
React-based SecDash, the system moves from a
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buckets, this layer simultaneously sends a
comprehensive incident payload to the Supabase
Persistence Layer and runs certain Python Boto3
commands. It is a modular, event-driven component
that doesn't interfere with permitted cloud workloads
or alter the availability of underlying services; it only
activates in response to validated infrastructure risks.
The Risk Remediation Layer ensures that the
organization's cloud posture is programmatically
toughened while offering a secure, isolated forensic
view of the vulnerability for additional study by
bridging the gap between automated detection and
API-driven containment.
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Fig.3. Block diagram of Risk Remediation and Alert

passive monitoring state to an Active Remediatioxp‘ API-Driven Metadata Isolation and Forensic Redirection:

state rather than just logging the event. While
preserving the operational stability of the larger
cloud system, this visual response gives the
administrator instant situational information. In
order to start "Security Guardrails," such as
canceling over-privileged IAM sessions or turning
on "Block Public Access" on exposed storage

The Automated Cloud Security Auditor's main
containment and visualization technique is the API-
Driven Metadata Isolation module. Instead of
permitting continuous unmonitored interaction with
the actual AWS panel, the system shifts the
administrative attention into a sandboxed digital
twin of the resource within the React dashboard
whenever the Detection Engine confirms a high-risk
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configuration drift. In order to ensure that the
suspicious configuration is contained within an
isolated data environment in the Supabase
Persistence Layer, this redirection is carried out
using the Boto3 SDK to extract and "freeze" the
resource state. This system generates a high-fidelity
"Security Sandbox" that offers a fake representation
of the vulnerability for safe examination, in contrast
to conventional passive logging techniques. The real
production infrastructure is protected by an
automated "Deny-All" or "Lockdown" guardrail, if
specified, while the dashboard shows a simulated
remediation path and synthetic policy effect analysis.
The procedure is event-driven, automated, and does
not directly alter the hypervisor or underlying
hardware of the cloud provider. This modulg,
guarantees safe risk containment while maintaining
the integrity of production workloads and allowing
the safe presentation of cloud governance principles
by separating the Live Infrastructure from the
Security Metadata.

. Remediation The Automated Cloud
Security Auditor procedure culminates in the
Governance Sandbox. The identified vulnerability is
transferred to an isolated Digital Twin view in the
React dashboard, which is intended to replicate a
remediation-ready environment, following metadata
redirection. This interface, which is totally isolated
from the real production AWS console, displays a
fictitious infrastructure state and realistic-looking
security metrics. Hardened IAM Policy JSON:S,
encrypted volume mockups, and "Golden State"
configuration templates—all of which seem like
instant remedies but are staged for administrative
approval prior to deployment—are examples of
synthetic security artifacts found in the sandbox.
Administrators may test security changes without
running the risk of disrupting live services thanks to
simulated remedial behavior and policy-dry-run
responses, which improve realism. Strict data
separation guarantees that the auditing dashboard
and the crucial production environment do not share
credentials or have direct write access. This module
securely completes the governance cycle while
safeguarding actual cloud resources by fusing
realistic infrastructure simulation with API-based
containment.

Simulation:
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IV.  RESULTS AND DISCUSSION

The efficacy of the Automated Cloud Security
Auditor prototype in identifying non-compliant
cloud setups and automatically entering a controlled
remedial state ~ was evaluated  through
experimentation. The responsiveness of Boto3-
based drift detection, the dependability of API-
driven metadata redirection, and the maintenance of
production infrastructure integrity were the three
main areas of focus for the evaluation. The entire
operational stability of the full-stack security
pipeline was also assessed by looking at the
synchronization between the React frontend,
Supabase persistent layer, and Python backend.

Security Dashboard

A real-time summary of the security posture of the
cloud infrastructure is given via the Security
Dashboard. Key data including total resources,
vulnerabilities found, checks passed, and critical
risks are graphically displayed when the scan results
are aggregated. Administrators can swiftly spot
misconfigurations thanks to the tabular view, which
emphasizes each resource's status, severity levels,
and remedial data. This consolidated visualization
guarantees quick risk assessment and increases the
effectiveness of decision-making.

Security Dashboard

Fig.4. Security Dashboard — System Monitoring Overview

Resource Scan Results — Detailed Audit Insights

Each cloud resource's detailed scan outputs are
shown in this section. Resource type, scan category,
compliance status, severity level, and actionable
insights are among the details it contains. In addition
to displaying remediation histories, the system
distinguishes between resources that are compliant
and those that are not. In addition to supporting audit
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and compliance requirements, this fine-grained
visibility guarantees transparency.

Fig. 5. Resourse scan results

3. Credential Management — Secure Access Configuration 5.

By enabling users to securely configure AWS
credentials, this page guarantees secure integration
with the cloud environment. To avoid exposure,
access keys and secrets are managed separately and
concealed. By suggesting minimal IAM permissions,
the system upholds recommended practices. The
backend scanning engine may carry out read-only
checks without jeopardizing cloud integrity thanks to
this secure authentication layer.

Fig. 6: Credential Management

Vulnerability fix engine

When vulnerabilities are found, administrators
can take prompt corrective action thanks to the
Remediation module. It enables users to make
automated patches using pre-established security
guardrails and provides a list of impacted resources.
Enforcing secure configurations, such as turning on
S3 Block Public Access or removing unnecessary
IAM rights, are examples of these activities. This
guarantees quicker mitigation of security issues and
minimizes manual labor.
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, Remediation

Fig. 7. Vulnerable fix engine

User and Preference Management

Users may safely and easily manage important
account and interface choices using the Settings
Page. In order to ensure proper communication for
alerts and system notifications, it offers alternatives
to update the registered email ID. In order to improve
usability and visual comfort, users can also alter the
program theme. Furthermore, the page keeps track of
user identity information such user ID, allowing for
customized system interaction and consistent access
management. This module maintains account
security and integrity while guaranteeing a
simplified and adaptable user experience.

Appearance

Dark Mode

Fig. 7: User Preference Management
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