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Abstract: 
            Deepfakes, or supremely realistic synthetic media, are an outcome of the rapid growth of deep 
learning. Despite the impressive progress that these technologies are making in picture synthesis and face 
alteration, they also bring up serious concerns regarding cybersecurity, identity theft, intrusion of privacy 
and fake news. To overcome these challenges, this paper proposes Deepfake Detection Platform for Social 
Media, a web application powered by AI, which can immediately recognize whether uploaded photos are 
authentic or not. The proposed platform is a full-stack architecture that uses React.js on the frontend and 
Node.js/Express.js on the backend and MongoDB on the database with a system- optimized ResNet-18 
convolutional neural network. To enhance robustness, the detection model is trained on a mixture of both 
real and re-edited photos collected on publicly available deepfake datasets, including FaceForensics++ and 
DFDC, and synthetic ones. A preprocessing pipeline consists of frame extraction, face detection, resizing, 
normalization, and augmentation to enhance the quality of training and generalization of the model. 
Experimental results show that the model has a low inference latency, which makes it applicable in real-
time, and can correctly classify real and fake images. There is also the Docker-based deployment that will 
allow scaling, history of uploads, and secure authentication. The proposed platform demonstrates how 
deep learning can be transformed into a practical, easy-to-use means of combating fake information on 
social media. 
 
Keywords — Deepfake Detection, Computer Vision, ResNet-18, Social Media Security, Image 
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I.     INTRODUCTION 

Digital content creation has been changed in 
several areas due to the proliferation of “artificial 
intelligence”. The emergence of generative 
models, such as the Generative Adversarial 
Networks, which have enabled the creation of 
artificial images and movies that closely and 
accurately mimic real human faces and 
expressions [4], is one of the most significant 

advancements. Deepfakes are significant security 
and authenticity issue, despite of the fact that this 
breakthrough has created the new opportunities 
in these media production, design, and 
entertainment. These are the photos or the films 
that have been altered to misrepresent any person 
or event, usually with an intention of deceiving, 
impersonating, or disseminating false 
information. 

Deepfake Detection in Social Media Using Fine-Tuned ResNet-18 
and Full-Stack Deployment 

Himani Jangid1, Vishesh Kumawat2, Sumit Jain3, Dr. Navin Kr. Goyal4 
1(Dept. of Computer Engg., Poornima Institute of Engineering & Technology, Jaipur, Rajasthan, India 

Email: 2022pietcshimani068@poornima.org) 
2(Dept. of Computer Engg., Poornima Institute of Engineering & Technology, Jaipur, Rajasthan, India 

Email: 2022pietcsvishesh184@poornima.org)  
3(Dept. of Computer Engg., Poornima Institute of Engineering & Technology, Jaipur, Rajasthan, India 

Email: 2022pietcssumit166@poornima.org) 
4(Dept. of Computer Engg., Poornima Institute of Engineering & Technology, Jaipur, Rajasthan, India 

Email: navin.goyal@poornima.org) 

RESEARCH ARTICLE                                         OPEN ACCESS 



International Journal of Scientific Research and Engineering Development-– Volume 9 Issue 2, Mar-Apr 2026  
             Available at www.ijsred.com                               

ISSN : 2581-7175                                  ©IJSRED: All Rights are Reserved Page 2218 
 

Deepfakes are especially very dangerous in 
this context of social media where any 
information may go viral within the huge masses 
before any verification is done[7]. They may be 
used by individuals to commit financial fraud, 
political manipulation, deceit to the masses, 
damage to their reputation and an overall loss of 
trust in the digital media. Very accurate, scalable, 
and suitable automated detection systems are 
desperately required in the real world 
environment. 

The paper is able to fill that gap by introducing 
the Deepfake Detection Platform on Social 
Media which is built on a full-stack web 
architecture and the deep learning. The primary 
idea is to combine a real-world application layer 
and the classifier founded on convolutional 
neural networks such that the users can upload 
photos and obtain suggestions immediately. To 
reach safe access, interactive use, and 
maintenance of prediction history, the system 
categorizes photos into two real and fake classes 
with an updated ResNet-18 model[5], and the 
web interface. 

II.     LITERATURE SURVEY 

The deepfake detection study has gained 
momentum in the past few years. Traditional 
machine learning classifiers, statistical 
discrepancies, and hand-crafted features were 
mainstays of early approaches, but they lacked 
the resilience to deal with complex manipulations. 
As deepfake generation became more lifelike, 
researchers turned more to the deep learning 
methods, primarily to convolutional neural 
networks, that are more capable of finding the 
underlying visual patterns directly out of the data. 

An early deep learning method, MesoNet, was 
developed to determine the forgeries of the face 
based on the mesoscopic properties of images[1]. 
Although it is small and useful, it is often not 
able to cope with compressed media and more 
advanced deepfake methods. The other popular 
model is XceptionNet that works well in 
activities regarding the deepfakes and effectively 
captures the spatial information by using 
depthwise separable convolutions[2]. The 

subsequent methods such as EfficientNet, 
transformer-based topologies, and others 
improved the accuracy more, but they often 
require additional hardware usage and a delicate 
optimization. Despite the also promising results 
of Vision Transformer-based methods, its high 
computing requirements render it less practical to 
be implemented quickly in most of the 
application scenarios. 

The fact that benchmark datasets such as 
FaceForensics++ that provide standardized 
dataset to evaluate the face alteration detection 
techniques[3] were introduced was a key 
development in the field. This data has been 
extensively utilized to make comparisons of the 
multiple models against different forgery 
strategies and compression rates. In a similar vein, 
the DeepFake Detection Challenge dataset has 
grown to be a valuable tool[10] for deepfake 
detector testing and training in more authentic 
circumstances. These data sets have significantly 
boosted the ability of the researchers in 
developing and testing sound detecting 
mechanisms. 

The present study focuses on practicality of 
balance between accuracy, efficiency, and 
deployability as compared to the previous study. 
The proposed system utilizes ResNet-18 that 
offers strong feature extraction features at 
reduced inference expense as compared to a 
massive and computationally intensive 
architecture. Due to this, it is particularly well 
adapted to the applications that have to be 
integrated into a live online platform and be able 
to make predictions in real-time. 

TABLE I 
COMPARISON OF DEEPFAKE DETECTION MODELS 

Model/Me
thod 

Approach 
Type 

Accura
cy 

Contribution/Limitat
ions 

MesoNet CNN-based Moderat

e 
Limited on complex 

deepfakes 

XceptionN

et 
Deep CNN High High computational 

cost 
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EfficientN
et 

Scaled CNN High Requires extensive 
tuning 

Vision 

Transform
er 

Transformer Very 

High 
Extreme resource 

demands 

ResNet-18 
(Proposed) 

CNN 
(Residual) 

High Optimal balance for 
real-time use 

 

III. BACKGROUND AND 

PRELIMINARIES 

The suggested architecture combines a full-
stack deployment and picture classification to 
provide a scalable, flexible deepfake detection 
system. The entire pipeline begins with data 
gathering and preprocessing, proceeds to the 
model assessment and training and finally ends 
with a live prediction using a web application 
interface. The goal of the design is to make sure 
that the system is practical, safe, and 
maintainable in addition to being accurate. 

 

 

Fig. 1: Flow Chart of the methodology 

A. Design of the System 

The platform has three levels: machine 
learning module, backend, and frontend. The 
system is loosely coupled and easier to expand or 
to modify by communicating with each other 
with REST APIs across these layers. 

The frontend layer provides an interactive 
interface to upload the images, view the results, 
log in, and view the history of prediction, and is 
built with React.js[12]. The backend, developed 
based on Node.js and Express.js[13], is used to 
request routing, file management, validation, 
authentication, and communication with the 

machine learning module. The machine learning 
layer is accomplished in PyTorch[11] and by 
employing the trained ResNet-18 model, the 
machine learning achieves classification. 

There are various benefits to this architecture. 
To begin with, there are no parts that can be 
changed and affect the others. Second, the system 
is simplified in case the concerns are separated. 
Third, the design supports upgrading in the future 
such as browser integration, video deepfake 
detection, and API-based external use. 

 

Fig. 2: System Architecture 

TABLE II 
SYSTEM ARCHITECTURE COMPONENTS AND TECHNOLOGIES 

Component Technology Purpose 

Frontend React.js User interface & 

interaction 

Backend Node.js, Express.js API handling & 

orchestration 

Database MongoDB[14] User data & 
results storage 

ML Model ResNet-18 
(PyTorch) 

Deepfake 
classification 

Deployment Docker, Vercel, 

Render 
Scalable hosting 

B. Data Acquisition and Preprocessing 

Any deep learning model's quality is largely 
determined by the caliber, diversity, and 
reliability of the data on which it is trained. 
Training photos for this system are gathered from 
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the public deepfake datasets including DFDC[10] 
and FaceForensics++[3], which are the two of the 
most popular benchmarks in deepfake research. 
The training set includes artificially created 
examples to increase the robustness. 

The data goes through an organized 
pretreatment pipeline before training. In order to 
transform the video content into the image 
samples, frames are first taken out of the videos 
at regular intervals. A face identification 
technique, such as MTCNN, is then used to 
identify and crop the facial regions in order to 
extract the most pertinent visual information and 
eliminate extraneous background elements. To 
meet ResNet-18's input criteria, each image is 
adjusted to 224 × 224 pixels. Lastly, to improve 
the dataset variety and lessen overfitting, 
augmentation methods such as rotation, 
horizontal flipping, brightness variation, and 
noise injection are used. 
 

 
 
Fig. 3: Data Preprocessing Pipeline 

TABLE III 
DATA PREPROCESSING PIPELINE STEPS 

Step Description 
Frame 

Extraction 
Extract frames from video datasets 

Face Detection Identify and crop face regions 
Resizing Resize images to 224x224 pixels 
Normalization Scale pixel values (0-1) 
Augmentation Apply rotation, flipping, noise 
 

C. Model Design and Optimization 

The ResNet-18 model forms the basis of the 
system[5]. Residual connections are used in 
ResNet architectures to help solve vanishing 
gradient issue and enable more efficient training 

of deeper networks. In this work, the final fully 
connected layer of the pre-trained ResNet-18 
model is adjusted to produce two classes: real 
and false, and the model is optimized for the 
binary classification. 

Since the deepfake datasets may be smaller 
than the standard picture datasets, transfer 
learning is utilized to speed up the convergence 
and enhance feature extraction. Binary Cross-
Entropy Loss, a suitable loss function for two-
class classification, was employed. The Adam 
optimizer was chosen because it performs well in 
a variety of deep learning applications and offers 
effective gradient-based optimization. To 
enhance the generalization and lower the 
possibility of overfitting, dropout and batch 
normalization are used. Hyperparameters like 
learning rate, batch size, and epoch count are also 
experimentally adjusted. 

ResNet-18 was selected because the best 
overall trade-off between accuracy, inference 
speed, and computing efficiency for real-time 
deployment was offered. Other designs, 
including EfficientNet and Vision Transformer, 
were also taken into consideration. 

TABLE IV 
MODEL HYPERPARAMETERS CONFIGURATION 

Parameter Value 
Model ResNet-18 
Input Size 224x224 
Output classes 2 (real, fake) 
Optimizer Adam 
Learning rate 0.001 
Loss functions Binary cross entropy 
Epochs 4-10 

 

D. Training and Evaluation Strategy 

The model is trained by typical supervised 
learning procedure. To ensure fair evaluation, the 
data is split into the subsets for training, 
validation, and testing in a 70:20:10 ratio. The 
model learns to reduce classification error during 
the training, and overfitting is identified and 
performance is tracked using validation data. 

The following assessment metrics are applied: 
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 Accuracy: quantifies general correctness 
of the classification. 

 Precision: assesses proportion of 
predicted phony photos that are actually 
fraudulent. 

 Recall: gauges how well model can spot 
altered photos. 

 Recall and precision are balanced by F1-
Score. 

These parameters are tracked during the 
training and assessment using a logging system. 
This aids in determining the optimal 
configuration and facilitates performance 
comparison between the various runs. 

 

E. Inference and Deployment Pipeline 

Once the training is completed, the model is 
integrated into backend to make real-time 
inferences. An image uploaded by the user is sent 
via the API from the frontend to the backend. 
The backend ensures the type, size and format of 
the file. The model is then trained and the 
preprocessed image is fed to the model to make 
predictions. The probability score P which the 
model generates indicates the probability that the 
image has been altered. 

P > 0.5 means that the image is said to be 
phony, otherwise, it is said to be authentic. The 
frontend displays the result to the user whereas 
the backend contains forecast and confidence 
score in the form of a JavaScript Object. To 
increase runtime performance and guarantee that 
the inference stays quick enough for interactive 
use, optimization techniques like quantization 
and memory management are used. 
 

F. Measures for Security and Reliability  

The site possesses several security and 
reliability measures since it is to be utilized by 
the common people. User sessions are safely 
handled through JWT authentication and 
passwords are hashed and then stored with the 
help of bcrypt. The rate limitation is used to 
reduce the chances of the denial-of-service 
attacks and API abuse. Only acceptable files are 

being processed by the system thanks to input 
validation. Error handling is also meant to 
prevent a crash in the system and provide 
graceful failure response when exceptions occur. 

Database and Transmission of Data: The 
system has MongoDB as a permanent data store. 
Three major collections are in storage: 

 Users: It keeps track of account details 
and authentication. 

 Media: It keeps track of uploaded files' 
metadata. 

 Outcomes: It keeps timestamps and 
prediction outcomes. 

This database structure enables the 
maintenance of forecast history, analysis of usage 
trends and the support of future reporting 
capabilities. It also ensures that the behavior of 
the user can be tracked in a systematically and 
easily available way. 
 

IV. SYSTEM IMPLEMENTATION 

Modern web development techniques and 
machine learning deployment are combined in 
the system's implementation. React.js[12] 
frontend offers an easy-to-use interface for the 
users to register, log in, add photos, and see 
detection outcomes. Node.js[13] and Express.js 
backend manages the database operations, file 
upload processing, authentication, and API 
connectivity. Python inference script connects the 
deepfake detection model to the backend, loads 
the trained PyTorch[11] model, and provides 
real-time predictions. 

To guarantee the safe access, security features 
including request throttling, password hashing, 
and login authentication are put into place. To 
make deployment and portability easier, the 
program is containerized using Docker. The 
platform's scalability and accessibility are 
maintained by hosting the backend on Render 
and the frontend on Vercel. 

TABLE V 
API ENDPOINTS AND DESCRIPTION 

Endpoints Method Description 
/api/infer POST Upload image and detect deepfake 
/api/history GET Fetch user detection history 



International Journal of Scientific Research and Engineering Development-– Volume 9 Issue 2, Mar-Apr 2026  
             Available at www.ijsred.com                               

ISSN : 2581-7175                                  ©IJSRED: All Rights are Reserved Page 2222 
 

/api/login POST User authentication 
/api/signup POST Register new user 
/health GET Check server status 

 

V. EXPERIMENTAL EVALUATION 

A dataset made up of the real and altered 
photos gathered from publicly accessible 
deepfake sources like DFDC[10] and 
FaceForensics++[3], as well as synthetic 
examples meant to increase model resilience, was 
utilized to assess the suggested method. Using a 
70:20:10 ratio, the dataset was divided into 
training, validation, and test sets. Binary Cross-
Entropy loss and the Adam optimizer were used 
for training across several epochs. 

With the balanced precision, recall, and F1-
Score values, the improved ResNet-18[5] model 
attained accuracy between 91% and 94%. These 
findings imply that the model maintains a low 
false-positive and false-negative rate while 
successfully detecting altered images. System 
performance testing was also done on the 
inference pipeline. The technology is very 
appropriate for real-time use because the average 
forecast time per image was less than two 
seconds. Load testing showed that the backend 
could handle several queries at once without 
noticeably slowing down response times. 

 

 
 
Fig. 4: Model Performance Graphs 
 

Model quantization and memory management 
are the two further optimization techniques that 
enhanced the system's runtime performance 
without significantly lowering classification 
accuracy. 

VI. CONCLUSIONS 

This paper has integrated a complete web 
application and an image classifier, which is 
ResNet-18, to establish the Deepfake Detection 
Platform on Social Media. The system can store 
the history of detection, offer safe interaction 
with the users and give real time forecasts of 
uploaded pictures. The results indicate that the 
platform is efficient enough to be practically 
deployed and attain good accuracy. This work 
contributes to the design of effective digital 
media verification instruments and reduces the 
spread of fake information on the Internet by 
connecting machine learning studies with an 
implementation tool. 
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