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Abstract- The rapid spread of false information through social media and communication tools is the main cause of fake news, a
significant issue in today’s online world. Because they rely on static data, the conventional techniques for spotting fake news are
insufficient for confirming fresh information. In order to detect fake news in real-time, a novel approach based on a combination of
machine learning, natural language processing, and open source intelligence techniques is presented in this study[3].

The project suggests creating a new approach to providing credibility to web-based sources of information. The new approach
consists of four distinct components including an automated node analysis system that will facilitate gathering verified web-based
sources of information at any given time; a fact-checking mechanism that utilizes open source intelligence through an automated
search of the Internet; and a reading comprehension system that uses Natural Language Processing (NLP) techniques such as
TF-IDF vectorization and cosine similarity to evaluate whether an item has sufficient context for determining its value as a source
of information. The system will also provide a fallback mechanism that utilizes logistic regression to classify data regardless of the
language used in the queries.

To promote transparency and accountability, all decision-making processes are logged for audit purposes, and the user interface
provides an interactive experience with visualized confidence scores to enhance user trust. The hybrid type allows for greater
accuracy and improved robustness when compared to conventional independent systems; this was shown through experimentation
to be true for real-time falsifications of information and established cases of counterfeit news.
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1. Introduction

In recent years, there has been a rapid growth in digital communication, which has led to a significant increase in the spread of false
information through the internet and social media platforms such as Facebook, LinkedIn, and WhatsApp. Traditional methods of
spreading fake news, like newspapers and magazines, have been largely replaced by new forms of media, including social networks
and websites that lack established validation processes. As a result, the challenge of effectively dealing with the spread of false
information through these newer platforms has become a major concern for businesses and government organizations.

In the past, detecting fake news relied on using historical datasets and/or machine learning algorithms to predict outcomes
related to specific events. While these traditional fake news detection algorithms can identify patterns found in the data they were
trained on, they are not effective at predicting the emergence of new fake news. This is because they cannot perform real-time
verification. Consequently, these algorithms focus only on the patterns they have learned from past events and do not seek external
validation to confirm those patterns.

To address these issues, this study presents a hybrid fake news detection system that integrates Machine Learning (ML),
Natural Language Processing (NLP), and Open Source Intelligence (OSINT). The system is designed to analyze text and verify
claims by cross-checking them against real-time sources on the internet. This multi-step verification process is intended to improve
the accuracy and reliability of news evaluation. The system supports real-time fact-checking by searching trusted fact-checking
websites. It also uses NLP to compare the title of an article with its content, helping to identify misleading or clickbait headlines.



Moreover, the system is capable of functioning in various languages, making it easier to read and analyze news across different
cultures. This is especially important since many countries have a diverse range of languages spoken by their populations. The
system also includes a fallback machine learning model that enables it to continue functioning when external data is not available.
The proposed model serves as a solution to the ongoing issue of identifying false information in the media.

2. Related Works

However, in recent times, the detection of fake news has become a major area of research because of the rapid spread of fake news
over social media[1] and other online platforms. It has become essential to develop systems that can filter out fake news and detect
them in order to have better public opinion formation. Various techniques have been used to make the detection of fake news more
efficient. In the initial phase of fake news detection, traditional machine learning techniques like Naive Bayes, Support Vector
Machine (SVM), and logistic regression were used[2]. These techniques normally consider the following aspects of the given news
article and classify them accordingly:

- The frequency of the words used in the document

- The sequence of the words used in the document

- The TF-IDF score of the document

These techniques based on traditional machine learning are normally efficient, but in some cases, these techniques might
not perform well unless the fake news detection system is not trained with a variety of data and fails to perform efficiently in the
presence of other types of fake news

To get around these limits, people have started using methods based on deep learning. Recurrent Neural Networks and Long
Short-Term Memory networks are good at understanding the order and meaning of text. These methods are more precise than
older ones. But they require a lot of data and strong computing power, so they aren’t useful for tasks that need to be done quickly.

Natural Language Processing is part of most fake news detection tools. It involves splitting text into smaller parts, removing
common words, and converting text into numbers. People also use techniques like TF-IDF vectorization to measure how similar
two texts are. This helps identify when a news headline doesn’t match the actual content of the article, which is often the case with
clickbait news.

Other people who do research have also tried to figure out how to use information and fact checking to make detection systems
better. This is where they check if the information is correct by looking at trusted databases or information that has already been
verified. Though this helps make the system better it is still not perfect because it does not check the information as it happens and
it cannot find new fake news and rumors that are spreading fast.

Even though a lot of progress has been made in this area there are still some problems with the systems that exist now. Most of
the systems that exist now use data so they cannot adjust to new information quickly[1]. Also most of the systems that exist now
only work well with the language. Another problem, with most of the systems that exist now is that they cannot find clickbait
headlines, where the headline’s not true but the source is trusted.

To solve these issues, we suggest a method that uses machine learning, natural language processing for analysis, and live
checks with open-source intelligence. This system supports multiple languages and includes several layers of validation. It is more
useful and works well for finding fake news in real life. The method uses machine learning to spot patterns and natural language
processing to understand the text. It also performs live checks using open-source intelligence to verify the information. The system
is designed to be practical and effective.

3. Methodology

3.1. System Overview

The proposed Fake News Detection System is designed to apply multiple levels of verification to ascertain whether an article
contains true or false information. The system utilizes numerous methods of verification in order to increase the accuracy, reliability
and applicability of results obtained from the completed verification process.

The proposed fake news verification system includes a clear and coherent process that will guide the verification of everything
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a user uploads to the system. A verification can consist of domain verification, real-time fact-checking, or content verification,
classification via powerful machine learning protocol. In addition to identifying articles that have recently been identified as
containing false information, the proposed fake news verification system will also identify previously identified articles containing
false information.

Fig. 1. System Architecture

3.2. Dataset description

This study used a dataset from Kaggle. The dataset has news statements, with labels. These labels help identify news.

The dataset includes:

(i) Text of the news

(ii)Labels that say if the news is real or fake

Here are the details of each data instance:

Statement: This is the headline or the news story. It was used for analysis.

Label: This label tells you if the statement is True or False.

3.3. System Workflow and Decision Logic

The system will have made a number of different choices (and sequentially so) for the processing of an input data (for instance,
taking input a headline for a news article or a statement), or for providing a URL (as an input). Then, the data for processing that
has been provided as the output will subsequently have the domain names and source of domain names checked by pre-fetching the
accepted/valid domains stored in its system database. Once a valid response is made after the completion of the above-mentioned
check for a domain name, an additional inspection will be made for the user-provided URL/website and processed in a similar
fashion but based on an assessment made on the keywords used for finding the specific website. A further valid activity will include
a machine learning method (machine learning classifier), wherein a user-provided URL/website will be classified based on previous
experience of relevant and non-relevant URLs/website and provided as a response. Henceforth, the final response will have to be in
sequential order, wherein multiple checks, comparisons, and standards will have been created based on the authenticity of each
user URL website and processed sequentially based on the above-mentioned fashion since each and every check of the URL will
have been created by the combination of different types of user URL websites and different types of data that are entered.
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Fig. 2. Workflow Flowchart

3.4. Automated Domain Parsing and Verification

A module for parsing domains is included in the system as a way of evaluating the reliability of news sources through domain
extraction from the input and comparing the extracted domain with a fixed set of trusted news sites.

As a result, verification can be performed using O(1) time complexity or constant time lookup of data. Nonetheless, just
because a domain is identified as being trustworthy by the system, this does not imply that the system will rely on that attribute to
determine whether the content is accurate and not misleading or manipulated. Further analysis will be conducted to determine if
the content of the domains identified as trusted is correct.

3.5. Live OSINT-Based Fact-Checking

The system features real-time verification via OSINT methods in order to address the shortcomings of static datasets. Specific web
searches are carried out to find accurate and reliable information from fact-checking resources, including Alt News and Boom Live.

The system uses real-time data to identify newly generated fake news and rapidly spreading false information which does not
appear in its training data. The system achieves better detection accuracy through real-time data integration which enables it to
maintain system performance during dynamic changes of information systems.

3.6. Web Scraping and Content Extraction

Web scraping techniques are used by the system to gather the entire article based on the URL provided by the user. As part of this
process, we use HTML parsing to help find applicable text in the HTML structure of the web page.

Once the article content has been extracted, it is cleaned and preprocessed to prepare it for additional evaluation. Therefore,
you will be able to evaluate the entire article rather than just the headline.

3.7. NLP-Based Text Processing and Feature Extraction

Natural language processing methods are used to analyze information presented in the form of text. In the first stage of analysis,
the data undergoes initial cleaning and normalization, which entails breaking the text into individual tokens, removing common
stop words, and ensuring that the dataset has a uniform appearance.

After the initial cleaning of the data, TF-IDF vectorization is used to convert the text into a numeric representation[4], which
means that different texts can be compared mathematically, allowing for a more accurate analysis of the text data.
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