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Abstract:

While end-to-end encryption does secure the content of your messages from adversaries, it does not secure any communication metadata
such as timing, traffic amount, continuity of sessions. Thus, a passive eavesdropper can do traffic analysis. This paper presents a
framework based on edge intelligent metadata cloaking, which can reduce the traffic analysis leakage without affecting the existing
encryption schemes or introducing high latency guarantee. A new adaptive multidimensional metadata obfuscation scheme is designed
to operate at network edge or relay nodes. Algorithms “randomizes” timing jitter, utilizes size-bucket normalization, ephemeral token
rotation, performs burst-level traffic shaping using unified, easily-tunable control protocol. As the characteristics of the designed system
unlike previous metadata-hiding messaging systems which either relied on heavyweight mix networks, rounds of synchronous
communication, or trusted hardware, is asynchronous and lightweight enough for real-time messaging. We analyze security in a global
passive adversarial threat model, at first instance. The evaluation of the prototype implementation is done using a diverse set of baselines
including (or comprising) state-of-the-art standard encrypted messaging, padding-only defenses and more. The experimental results
indicate that the proposed design diminishes the adversarial message-linking accuracy from approximately 99% to less than 10% (which
is nearly random guessing), while the baseline defenses only achieve roughly 70%. Broad measures The results demonstrate that edge-
aware, adaptive metadata cloaking is a practical and scalable solution to further enhance the privacy of encrypted messaging, bridging
the gap between cryptographic secrecy and real-world contextual privacy.

Keywords: Metadata cloaking, Encrypted messaging, Edge intelligence, Traffic analysis resistance, Contextual privacy, Anonymity systems,

Passive adversary, Network edge computing

I. INTRODUCTION

The security standard for messaging applications today is
end-to-end encryption. The message content is protected
from intermediaries and adversaries. Strong encryption
schemes are used by many popular messaging systems to
encrypt their payload data. Yet, at the network layer, all
communication metadata — who communicates with whom,
when, how much, what pattern — remains fully visible. A
stress analysis incurs sensitive social, behavioral, contextual
information from users even though all content is encrypted.
The unauthorized exposure of data is the serious breach of
privacy and not serious enough to crack encryption promises
and afford permanent and absolute protection.

In recent times, there has been an increasing academic and
practical interest in the mitigation of metadata exposure in
encrypted messaging. Previous works have presented
numerous solutions selection mechanisms mix networks,
differential privacy based cover traffic schemes, private
information retrieval, multi-party shuffling, trusted
execution environments, and so on. These systems are
indeed credible against traffic analysis and provide a strong
guarantee against it.

Some protocols rely on specialized hardware while others
depend on multiple non-colluding servers, complicating real
world operationalization and large-scale deployment.
Consequently, these solutions proved difficult to deploy in
practice in real world latency-sensitive communication
systems despite their strong privacy property. Currently,
there is a major development of the network system
architecture that exists today. This is being developed in line
with the introduction of edge computing models. 5G
deployment, regional data centers, content delivery
infrastructure, etc. are being looked at as the reason for this
shift.

These edge compute resources are close to the end user
making it possible to process data at low latency near the
edge. It is possible to use these edge resources to steer,
process and reshape traffic so that metadata privacy can be
enforced for users at a very low cost. Further, the high costs
of centralized anonymities and other solutions are not
present in this case. Although modern solutions have not
fully tapped the potential of the edge nodes in the network
to enable adaptive and contextual transformations on
metadata to enhance privacy. Moreover, most defenses
proposed target just one metadata channel (packet size,
timing, etc.), leaving all the other exploitable dimensions
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unprotected. Inspired by these observations, we present
within this work a framework for encrypted messaging that
performs edge-intelligent adaptive metadata cloaking.
systems.

The main objective entails creating a privacy layer that is
light and most importantly capable of being executed at
nodes.

that operates transparently along with existing end to end
encryption. The paper combines modifications of adaptive
timing jitter, size-bucket normalization, ephemeral session
token rotation and burst-level traffic shaping to deter many
new types of metadata leakages at once.

We propose a framework for metadata obfuscation based on
a key insight. We can decentralize trust by embedding
obfuscation right into the network edge that is potentially
owned by several different parties. In addition, the right
design needs coordination — spatially across multiple agents
at the edge, temporally throughout the communication
activity.

Our design importantly does not use synchronized rounds,
heavyweight cryptographic primitives, or trusted hardware
and enables real-time messaging and incremental
deployment. The contributions of the paper.

In summary, they are. We present a new edge-intelligent
architecture for trust decentralization by obscuring metadata
at the network edge. We create a coordinated cloaking
mechanism to mitigate leakage on timing, size, identity, and
traffic burst simultaneously. We establish a worldwide
adversarial model and conduct an analysis and experiment
evaluation of the framework. We create a prototype of the
design.

We assess it against an existing method, achieving up to 4
orders of magnitude less message linkability at a modest
10% additional latency and bandwidth overhead. The
following sections layout the paper’s structure. We’ll define
the adversary and the system models in Section II. In Section
111, an overview of related work is provided along with the
positioning of our proposed approach. In Section 1V, we
provide the system architecture and the metadata cloaking
schemes. In Section V, we present experimental design and
baseline settings. As we have shown in Section VI
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Fig. 1: Block Diagram of Developed work

II. LITERATURE REVIEW
Encrypted messaging applications have received an
increasing amount of scrutiny related to metadata privacy.
Traffic analysis attacks can leak sensitive information even
when the communication is strongly end-to-end encrypted.
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Programs such as Vuvuzela, Stadium, and Loopix use
mixing techniques to obscure sender—receiver linkages and
timing information through large-scale cover traffic [1]-[3].
These systems demand synchronized rounds of
communication and the transmission of dummy traffic;
however, they provide strong anonymity guarantees. This
design choice leads to significant delays due to data
collection from multiple sources and slower response times
for messaging requests.

Cryptographic shuffling and multiparty computation—based
designs such as Riposte, Atom, and other MPC-enabled
approaches introduce additional unlinkability through
formal cryptographic guarantees [4]-[7]. Conversely, these
designs require substantial computational resources, rely on
multiple non-colluding servers, and operate using epoch-
based batching. An earlier type of batch-oriented system
necessitated entire batches where two-way communication
performance could not scale. This is due to the fact that the
sender has to wait for the receiver to be online in order to
complete a batch, which is currently an unrealistic
assumption. Given that, these prior art scale poorly for
interactive messaging. According to the information
presented in [8] and [9], Boomerang and TEEMS make use
of TEE in order to reduce latency as well as allow
asynchronous communication. Nonetheless, such methods
require specialized hardware and a strong security of the
enclave assumption. Consequently, deployment is
complicated, and the assumption of trust is less plausible as
these attacks are robust over a long time. As much as PIR
and mailbox-based schemes reduce coordination
requirements, they are still computationally expensive.
Moreover, incorporating these features into a currently
encrypted messaging service is not trivial. Prior art does not
consider the entire aspect.  Past work shows that
concealment of any timing patterns may not suffice since
probes of retrieval packets can divulge communication
relationships [12]. Most work in the prior work either
considers correlation in a session (e.g., bursts) or across
sessions (e.g., stable packet sizes, long-lived session
continuity) but not both [13]-[14]. Evidence has
demonstrated that multi-dimensional correlation can greatly
improve de-anonymization, which draws attention to the
absence of a solution that jointly addresses all such
dimensions [15], [16]. In addition, protocols or global
coordination are required by many previous works.
Accordingly, incremental deployment in the wild is more
difficult.

Our proposal takes a different direction and suggests an
edge-intelligent metadata cloaking framework that performs
adaptive, multi-dimensional obfuscation at network edge
nodes. Consequently, monitoring the traffic is adversely
affected even when the attacker monitors a substantial
number of network edge ports. In addition

Table I: Comparison of Existing Work and Addressed
Research Gaps
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IM1. SYSTEM AND THREAT MODEL
A. System Model
The transmitted packets that are encrypted for a
communication session can be represented as we consider an
encrypted messaging system where clients communicate
with each other.
P —{(ty sO}1,
where ¢; is the transmission time and s; is the packet size.
While encryption protects message content, network
observers can still access metadata
M = {At;, s;, 0}
with At; —t; —t;_; denoting inter-packet timing and o
representing session continuity attributes.
The public network’s transport layer traffic analysis can lead
to information leakage involving sensitive data. To manage
these risks, the system provides mechanisms for injecting
privacy features into existing protocols to give improved
resistance.
T:M - M,
where M’ denotes cloaked metadata. The transformation is
realized through adaptive timing perturbation, packet size
normalization, ephemeral token rotation, and dummy traffic
injection:
ti —ti+ 6,6, ~UO,)),s{ — Q(sp).
Operations are local and use lightweight per-flow state.
Global synchronization is not needed. It is possible to
deploy features in bits and pieces in your existing messaging
infrastructure.
B. Threat Model
A belief is formed that a global passive adversary is
collecting packet-level traces from various network vantage
points. Although not entitled to view messages, it snoops on
message headers and other metadata (e.g. timing and packet
size information) for interception purposes.
Let the adversary compute a linkage score
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L= ap;+ Bps+ VP
where p, ps, and p, represent correlations in timing, size,
and burst patterns, respectively. A sender-receiver pair is
inferred if L > 6, where 6 is a decision threshold.
It just enhances witnessed packets and does not inject or
replays any packet. The opponent does not protest. Out of
scope are active attacks and endpoint compromise.
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Fig. 2: System & Threat model

IV. PROPOSED FRAMEWORK AND
ALGORITHM
This section introduces the proposed edge-intelligent
metadata cloaking framework and formally models how it
suppresses traffic-analysis leakage in encrypted messaging
systems. The framework is designed to operate transparently
alongside end-to-end encryption, without modifying
cryptographic protocols or requiring coordinated global
control.
A. Framework Architecture
Let an encrypted communication flow be represented as an
ordered sequence of packets
F={(ty st}
where t; denotes packet transmission time, *; denotes packet
size, and #; denotes a session-level identifier observable at
the network layer. Although payloads are encrypted, the
tuple ( t;, t;,¢; ) forms the primary attack surface for traffic
comelation.
The proposed framework inserts an Edge Privacy Node
(EPN) on the forwarding path. The EPN applies a cloaking
operator
EF->F
where F°¢ denotes a cloaked flow whose observable
characteristics are statistically decorrelated from the original
session structure.

INetworkiDbservet,
Traffic Analysis Attempts
Edge Cloaking Node
F Flow Shaper f Timing Perturbation
@ e — Exit Cloaking E
Entropy Enhancer | Size Padding Node
o d i Receiver
Encrypted 2 Send to Receiver
Burst Masker

Dummy Packet Injection Decrypted

Message
& Message

Fig 3: Proposed Framework
B. Multi-Dimensional Metadata Modeling
Traffic metadata leakage is modeled across three dominant
dimensions:

ISSN: 2581-7175

©I1JSRED: All Rights are Reserved

Page 3063



International Journal of Scientific Research and Engineering Development-— Volume 9 Issue 2, Mar-Apr 2026

1. Temporal leakage
T={At; =t; — t;_4}
2. Spatial (size-based) leakage
S ={si}
3. Structural leakage (burst and session continuity)
B ={(n;,7;)}
where n; is the number of packets in burst j and 7; is the
inter-burst gap.
A passive adversary infers sender-receiver linkability by
maximizing similarity across these dimensions.
C. Edge-Based Cloaking Mechanisms
1. Temporal Obfuscation
Each packet timestamp is perturbed at the edge according to
t;r = ti + Eiy & ~ 'U(—5, 6)
where § bounds user-perceived delay. This transforms the
inter-packet timing distribution from 7 to T, reducing
temporal autocorrelation:
p(T,T7) -0
2. Packet Size Normalization
Packet sizes are mapped to discrete buckets:
& = By suchthat & € (By_y, Bx].
This suppresses fingerprinting based on fine-grained size
variance by constraining entropy to
H($¢) < log (K),
where K is the number of size buckets.
3) Burst Pattern Masking
To disrupt burst-level correlations, the EPN introduces
dummy packets governed by an adaptive rate function:
Aa() = Ao + @ - Ligy (t)
where L. (t) activates during traffic gaps. This reshapes
the burst process so that
(n.5;) # (nf.7f)
under adversarial
4) Session Continuity Disruption
Session identifiers are replaced at the edge using ephemeral
labels:

observation.

Ef =3 (&ilIry),
where 7; is a locally generated nonce. This prevents linkage
across communication epochs without affecting application-
layer semantics.
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Fig 4. Edge-Based Cloaking Mechanisms for Defending
Against Metadata Analysis.
D. Unified Linkability Reduction Model
Let an adversary compute a composite linkage score
L=woT)+w¥(S) +wyQ(B)
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where @, ®, () are similarity operators and wy, w,, w, are
adversarial weights.
After cloaking, the scare becomes
LE=wD(T) + w, (S + woQ(B°)
such that
1
€l —

E[LC] ]
where |U| is the active user set, approaching random
inference.
E. Cloaking Algorithm
Algorithm 1: Edge-Intelligent Metadata Cloaking
The algorithm depicts the steps that transform ingress
encrypted traffic into cloaked traffic.
Obtain the secured packet.
Extract Visible Metadata.
Examine Flow State/ Active Sparse Traffic
Timed delay perturbation limited.
. Standardize the packet size to the closest length
ucket.
. If continuous threshold is not met, rotate session id
Ise same id. If idle, dummy traffic generation.
Send out disguised packet (not good).
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Fig 5: Proposed Control flow of cloaking mechanism

V. EXPERIMENTAL SETUP AND EVALUATION
METRICS

A. Test Environment.

The assessment of our mock-up is done in a network
emulation that replicates the encrypted messaging and edge
deployment system. We apply a standard end-to-end
encryption primitive on the messaging clients to create
encrypted traffic to ensure the payload’s confidentiality is
not jeopardized during our experiments. We have developed
our proposed framework as a standalone edge module that is
blind to the actual application and sees only the observed
network metadata between the clients and the backend
servers.

Our generated traffic flows improve the simulation by
imitating the properties of various types of traffic, thus
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making it more realistic. This type of chat is defined by
bursts of messages, but also some periods of quiet. The
intention of design patterns closely imitates how people can
use cryptography in the real world. In order to evaluate the
performance of the adversarial inference, we simulate the
packet timing and size to be visible by a global passive
adversary who has visibility on all the links in the network.
The two linkability and correlation characteristics of the two
are compared to analyze directly the cloaking enables us to.
The meta-data traces are obtained by the adversary before
cloaking. The opponent doesn’t manipulate anything or
inject any materials.
B. Baseline Configurations
e The proposed framework's effectiveness is
delineated by analyzing it against various baseline
scenarios.
e Due to that of people haven’t gotten the by the way
he talks encryption. Simple End-to-End Encryption
e Timing-only obfuscation adds bounded delays
without masking sizes or bursts.
e Packets are padded but timing is unaltered, this a
size only normalization.
In earlier research, these foundations represent well-known
partial defenses that are documented and enable estimation
of the benefits of collective and multi-dimensional cloaking.
C. Evaluation Metrics
The proposed framework is evaluated using quantitative
metrics that capture both privacy enhancement and system
overhead. Each metric is computed from observable network
traces collected during experimentation.
1. Linkability Score Reduction
Linkability measures the adversary's ability to associate a
sender-receiver pair using metadata similarity. Let L, denote
the average linkage score before cloaking and L. denote the
score after cloaking. The reduction in linkability is defined
as
LO - Lc
Lo
Higher values of AL indicate stronger resistance to traffic
comelation attacks.
2) Metadata Entropy Increase
Entropy is used to quantify uncertainty in observable
metadata distributions. Let X represent a metadata feature
such as packet size or inter-packet timing. The entropy is
computed as

AL =

HOX) == ) p(xlog plxp)

The entropy gain introduced by cloaking is defined as
AH = H(X,) — H(Xo)

where X, and X_ represent metadata before and after
cloaking, respectively. A higher AH implies improved
resistance to fingerprinting.
3) Latency Overhead

Latency overhead measures the additional delay introduced
by edge-level processing. Let T,, be the average end-to-end
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latency without cloaking and T, be the latency with cloaking.
The overhead is calculated as
0,=T,—-T,
This metric ensures that privacy gains do not come at the
cost of unacceptable communication delays.
4. Bandwidth Overhead
Bandwidth overhead captures the increase in transmitted
data volume due to packet padding and dummy traffic. Let
B, and B, denote the total bytes transmitted before and after
cloaking. The relative overhead is given by
Br - BO
B = —Bo
Lower values indicate a more efficient cloaking strategy-
5) Burst Pattern Distortion Index
Burst distortion evaluates how effectively seasion-level
traffic structures are altered. Let n; be the number of packets
in burst j before cloaking and ni after cloaking. The

distortion index is defined as

M
1
o=, I

where M is the number of observed bursts. Higher distortion
implies weaker burst-based inference.
6) Stability Under Variable Load

System stability is assessed under different traffic
intensities. Let M, denote a metric value (eg, latency or
linkability) under load condition k. Stability is measured
using variance:

1x ,
S=2). (M=M)

~ k-1
where M is the mean metric value across all load levels.
Lower variance indicates consistent performance.
VI. Results and Discussion
A. Sender—Receiver Linkability Reduction
Table 2 reports the average adversarial linkability scores.
Fig. 6 visualizes these results using a bar chart.
The plain E2EE baseline exhibits a high linkability score
(0.92), confirming that encryption alone does not prevent
metadata-based inference. Timing-only and size-only
defenses reduce correlation but still remain vulnerable. The
proposed framework significantly lowers linkability to 0.11,
approaching random inference.

Table 2: Average Linkability Scores

Configuration Linkability Score
Plain E2EE 0.92
Timing-only 0.61
Size-only 0.58
Proposed framework | 0.11
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Linkability Score Comparison

Linkakility Score

Fig. 6: Linkability Score Comparison
B. Metadata Entropy Enhancement
Table 3 reports entropy values for packet timing and size
distributions. Fig. 7 presents these values using grouped bar
charts.
The proposed framework consistently produces the highest
entropy across both metadata dimensions, indicating
stronger uncertainty and resistance to fingerprinting attacks.
Table 3: Metadata Entropy Comparison

Configuration Timing Entropy | Size Entropy
(bits) (bits)

Plain E2EE 1.32 1.18

Timing-only 241 1.22

Size-only 1.35 2.56

Proposed 3.12 2.98

framework

Metadata Entropy Comparison

Entropy (kits)

1.50

125 /
R

Fig. 7: Metadata Entropy Comparison
C. Latency Overhead Analysis
Table 4 summarizes average latency overhead. Fig. 8
illustrates latency increase across configurations.
The proposed framework introduces an average latency of
48 ms, remaining well within acceptable limits for
interactive messaging.
Table 4: Average Latency Overhead

Configuration Latency Increase (ms)
Plain E2EE 0

Timing-only 37

Size-only 5

Proposed framework | 48

Latency Overhead Comparison

50 4

40 4

Latency Increase (ms)

10

Fig. 8: Latency Overhead Comparison
D. Bandwidth Overhead Evaluation
Bandwidth overhead results are presented in Table 5 and
visualized in Fig. 9.
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While the proposed framework introduces a 31% bandwidth
increase due to padding and dummy packets, the overhead
remains lower than continuous cover-traffic systems and can
be tuned dynamically.

Table 5: Bandwidth Overhead

Configuration Bandwidth Overhead
Plain E2EE 0%

Timing-only 0%

Size-only 24%

Proposed framework | 31%

Bandwidth Overhead Comparison

H P N N Y
o 7] ] w
L L L L L

Bandwidth Overhead (%)

n
L

Fig. 9: Bandwidth Overhead Comparison
E. Burst Pattern Distortion
Table 6 and Fig. 10 quantify burst distortion.
The proposed framework achieves the highest burst
distortion, effectively masking conversational structure used
for session-level inference.
Table 6: Burst Pattern Distortion Index

Configuration Distortion Index
Plain E2EE 0.04
Timing-only 0.29
Size-only 0.17
Proposed framework | 0.61

Burst Pattern Distortion Index

0.6 -

0.5 o

0.4

0.3 o

Distortion Index

0.2 o

0.1 o

0.0 -
Plain EZEE Timing-only Size-only Proposed

Fig. 10: Burst Pattern Distortion Comparison
F. Stability Under Variable Load
Latency variance under increasing traffic load is shown in
Table 7 and Fig. 11.
Low variance indicates that adaptive cloaking policies scale
predictably under congestion.
Table 7: Stability Under Variable Load

Load Level | Latency Variance (ms?)
Low 21
Medium 28
High 34
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Latency Variance under Traffic Load

Latency Variance (ms”2)
N N N w W %
& o ) -1 (%]

L 1 !

N
N

Low Medium High
Fig. 11: Latency Variance under Traffic Load

G. Summary of Results
The combined tables and figures demonstrate that the
proposed edge-intelligent metadata cloaking framework:

e Reduces adversarial linkability by ~88%

e Significantly increases metadata entropy

e  Maintains latency within real-time bounds

e Achieves robust session and burst obfuscation

e Scales stably under varying traffic loads
These results validate the framework as a practical,
deployable solution for metadata privacy in encrypted
messaging systems.

CONCLUSION

This paper takes on the issue of metadata leakage that occurs
in encrypted messaging applications such as Signal,
iMessage, Whatsapp, Telegram etc. Although these systems
provide end-to-end encryption which is effective against
network-level eavesdroppers, they are not immune to traffic
analysis by a local eavesdropper.To tackle this issue, we
suggest a framework for intelligent metadata concealment
that operates at the edge.
The proposed framework offers a holistic method that
simultaneously mitigates such timing signatures, packet size
regularities, burst-level structures, and session continuity
cues. This design tries to offer a practical deployable
alternative, that is low latency and can be incrementally
deployed to overcome the downsides of the existing
solutions, which make use of heavyweight cryptographic
primitives, synchronized communication rounds or trusted
hardware. This paper provides a mathematical model to
formally interpret metadata leakage. It also shows that
combined cloaking techniques diminish adversary
correlation to nearly random inference.
The framework was found effective through comprehensive
experimental evaluation. As per the results, there is
considerable lowering of sender—receiver linkability,
significant increase in metadata entropy, very strong
distortion of burst patterns while maintaining acceptable
latency and modest bandwidth overhead. Results of stability
analysis have revealed that the approach or not impacts the
messaging system performance under various load
conditions.
The results indicate that strong metadata privacy can be
provided without significant functional compromise or
architectural changes. Through the adoption of this
framework, it is possible to merge the gap between denial-
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based anonymity guarantees and real encrypted
communication systems on systems with reasonable edge-
level intelligence. We plan to explore adaptive adversary-
aware tuning, low-overhead deployment in emerging edge
infrastructures. In addition, assess the plan on significantly
higher and varied traffic and also deployment environments
in the future.
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