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Abstract—Centralized crowdfunding platforms face 
challenges such as high intermediary fees, limited 
transparency, and fraud risks. This paper proposes a 
decentralized crowdfunding framework using Ethereum-
based smart contracts to automate campaign creation, 
milestone-driven fund disbursement, and refund 
mechanisms without third-party control. A comparative 
evaluation between Layer-1 Ethereum and Layer-2 
solutions like Polygon demonstrates significantly reduced 
gas fees and improved transaction throughput, enabling 
cost-effective micro- investments. The proposed 
architecture enhances scalability, transparency, and 
security through structured smart contract design and 
vulnerability mitigation strategies. 
Index Terms—Keywords— Blockchain, Decentralized 
Crowd- funding, Smart Contracts, Layer-2 Scaling, Web3 
Security, Ethereum, Polygon. 

I. LITERATURE SURVEY 

The integration of distributed ledger technology into financial 

ecosystems has prompted extensive academic research, 

particularly concerning the transition from centralized to de- 

centralized crowdfunding models 

A.Limitations of Traditional Crowdfunding 

Early literature primarily focuses on the socioeconomic 

mechanisms of conventional platforms such as Kickstarter 

and GoFundMe. While these platforms successfully connect 

creators with global backers, researchers consistently highlight 

severe structural vulnerabilities, including opaque fund man- 

agement, vulnerability to fraudulent campaigns, and exorbitant 

intermediary fees [?]. Furthermore, studies emphasize that 

once contributors transfer funds within traditional Web 2.0 

systems, they lose jurisdictional control over the capital. This 

lack of post-funding accountability contributes significantly to 

declining investor trust. 

INTRODUCTION 

Crowdfunding has emerged as a revolutionary financial 

mechanism that enables entrepreneurs and individuals to 

raise capital from a global audience. However, contemporary 

crowdfunding platforms rely heavily on centralized Web 2.0 

architectures such as Kickstarter and GoFundMe. These in- 

termediaries impose high fees, operate with opaque policies, 

and act as single points of failure. Most critically, contributors 

lose visibility and control over their funds after contribution, 

leading to fraud and abandonment issues. 

Blockchain technology offers a decentralized and trustless 

alternative. By transitioning crowdfunding to a distributed 

peer-to-peer ledger, transactions become cryptographically se- 

cured, immutable, and transparent. Smart contracts deployed 

on Ethereum automate escrow operations, ensuring that funds 

are only released if predefined funding goals and milestones 

are satisfied. If the campaign fails, contributors are automati- 

cally refunded without third-party intervention. 

Despite these advantages, blockchain implementation intro- 

duces challenges such as high gas fees, scalability limitations, 

and smart contract vulnerabilities. This research proposes a 

multi-layered decentralized architecture integrating Layer-2 

scaling solutions to enhance performance while maintaining 

security guarantees. 

 

    B.Blockchain and Smart Contract Integration 

To address the limitations of centralized intermediaries, 

recent scholarship explores blockchain-based architectures. 

Ethereum has emerged as the dominant framework due to its 

Turing-complete smart contract capabilities [?]. Researchers 

propose decentralized applications (dApps) in which smart 

contracts function as automated, mathematically enforced es- 

crow mechanisms. These contracts securely lock funds upon 

contribution and release them only when predefined project 

goals are satisfied, thereby eliminating third-party reliance and 

minimizing the risk of asset misappropriation. 

C. DAO-Based Governance Models 

A prominent theme in contemporary research is the incor- 

poration of Decentralized Autonomous Organization (DAO) 

governance mechanisms. Several proposed models introduce 

milestone-based funding protocols to ensure post-funding ac- 

countability [?]. In such systems, project creators cannot 

withdraw the entire treasury at once. Instead, they submit 



structured spending requests for specific capital tranches. 

Contributors participate in a cryptographic voting process, 

and funds are released only upon majority consensus, 

effectively mitigating the risk of exit scams. 

 

D. Scalability and Layer-2 Solutions 

Despite the security advantages of decentralization, em- pirical 

studies frequently identify the scalability trilemma as a 

primary obstacle to mass adoption. Traditional Layer- 1 

Ethereum deployments experience congestion during high 

network activity, resulting in slow transaction finality an 

elevated gas fees that render micro-investments economically 

impractical. Consequently, recent literature emphasizes the in- 

tegration of Layer-2 scaling solutions such as Polygon. These 

protocols offload computational overhead from the Ethereum 

mainnet, significantly reducing gas costs and increasing trans- 

action throughput while maintaining cryptographic security 

guarantees. 

E.Identified Research Gaps 

  Although existing literature presents strong theoretical mod- els 

for decentralized crowdfunding, critical gaps remain. Many 

implementations prioritize functional deployment but lack 

comprehensive formal security verification against advanced 

smart contract vulnerabilities, including reentrancy and integer 

overflow attacks. Additionally, researchers highlight ongoing 

challenges in balancing transparent on-chain execution with off-

chain storage optimization and user data privacy. Address- ing 

these limitations through optimized Layer-2 architectures and 

rigorous security auditing frameworks forms the primary 

motivation of the present research. 

II. PROBLEM STATEMENT 

   While crowdfunding has successfully democratized access to 

capital, the contemporary ecosystem relies heavily on cen- 

tralized Web 2.0 intermediaries that present significant struc- 

tural flaws. The primary problem with existing crowdfunding 

models is that these intermediaries provide no deterministic 

guarantees or assurances to the investor once the capital is con- 

tributed. Investors possess no mechanisms to track how their 

funds are utilized or to enforce project deliverables, leading to a 

high prevalence of fraudulent campaigns, misappropriation of 

funds, and sudden project abandonment. Furthermore, tra- 

ditional platforms levy exorbitant processing fees, act as single 

points of failure, and enforce opaque operational policies that 

ultimately deprive contributors of jurisdictional control over their 

investments. 

   Although blockchain technology offers a theoretical solution 

through decentralized ledgers and automated escrow, existing 

decentralized implementations face severe technical hurdles. 

Specifically, deploying smart contracts directly on Layer-1 

networks such as Ethereum introduces prohibitive transaction 

costs (gas fees) and high latency during periods of net- work 

congestion, rendering micro-investments economically unviable. 

Additionally, immutable smart contracts are highly susceptible to 

catastrophic security vulnerabilities—such as reentrancy attacks 

and integer manipulation—which can lead to the irreversible loss 

of escrowed funds. 

    Therefore, the core problem this research addresses is the 

critical need for a secure, transparent, and economi- cally 

scalable decentralized crowdfunding architecture. The proposed 

system must eliminate reliance on centralized in- termediaries, 

guarantee post-funding accountability through automated milestone 

mechanisms, and resolve the economic friction of Layer-1 networks 

by leveraging Layer-2 scalability solutions, all while ensuring 

mathematically provable smart contract security. 

III. BLOCKCHAIN-BASED CROWDFUNDING 

ARCHITECTURE 

A. Core Concept 

Blockchain-based crowdfunding operates on a decentralized 

peer-to-peer network that leverages distributed ledger tech- 

nology and cryptocurrencies to facilitate trustless financial 

interactions. Unlike traditional centralized platforms, transac- 

tions are immutably recorded on a public ledger, ensuring 

transparency, auditability, and resistance to censorship. The 

elimination of intermediary control reduces administrative 

overhead while enabling deterministic execution of funding 

logic through smart contracts. 

B. Multi-Layered Architecture 

The proposed architecture follows a structured multi-layered 

blockchain model to ensure modularity, scalability, and secu- 

rity. 

Data Layer: The data layer ensures transactional integrity 

using cryptographic hashing algorithms such as SHA-256. 

Each transaction is bundled into blocks, linked through hash 

pointers, and stored immutably across distributed nodes. This 

structure guarantees tamper resistance and verifiable historical 

traceability. 

Consensus Layer: The consensus mechanism governs net- 

work agreement and transaction validation. The system utilizes 

a Proof-of-Stake (PoS) protocol to achieve energy-efficient 

block validation while maintaining strong security guarantees. 

Validators are selected based on stake weight, significantly 

reducing computational overhead compared to Proof-of-Work 

systems. 

Application Layer: The application layer consists of Web3- 

enabled decentralized applications (dApps) that serve as the 

user interaction interface. Contributors and project creators 

access the platform through browser-based cryptocurrency 

wallets such as MetaMask, which manage private keys, sign 

transactions, and authenticate users in a non-custodial manner. 

C. Smart Contracts as Escrow 

Smart contracts function as autonomous escrow agents 

embedded within the blockchain. Upon contribution, funds 

are securely locked within the contract rather than being 

transferred directly to project creators. Release of funds is 

governed by predefined milestone approval logic and voting 

mechanisms. In cases where funding goals are not achieved 

or milestone requests are rejected, the contract automatically 

enables refunds to contributors. This deterministic and tamper- 

proof execution model ensures transparency, post-funding 

accountability, and investor protection without reliance on 

centralized oversight. 

IV. SYSTEM ARCHITECTURE AND FUNCTIONAL MODULES 

A. Application Structure 

The platform utilizes a decentralized application (dApp) 

architecture, bridging standard web technologies with 

blockchain networks. The structure is divided into the follow- 



ing components: 

• Frontend (Client Interface): The user interface is de- 

veloped using modern frameworks such as React.js or 

Next.js to ensure cross-device compatibility, scalability, 

and responsive design. 

• Web3 Integration: The frontend communicates with the 

blockchain via Web3 injection libraries (such as Web3.js 

or Ethers.js). This enables the application to read 

blockchain data, interact with deployed smart contracts, 

and prompt users to authorize transactions securely. 

• Cryptocurrency Wallet: Tools like MetaMask are inte- 

grated into the application. The wallet acts as a secure 

bridge, managing the user’s private keys, authenticating 

identity, and cryptographically signing transactions with- 

out exposing sensitive credentials to centralized servers. 

• Backend and Testing Environment: Node.js is used for 

optional server-side routing and API handling, while 

specialized development frameworks such as Hardhat or 

Truffle are utilized to compile, test, and deploy smart 

contracts onto the blockchain network. 

• Execution Layer (Smart Contracts): The core business 

logic is written in Solidity and deployed to an Ethereum- 

compatible Virtual Machine (EVM). This decentralized 

execution layer securely stores campaign states, contrib- 

utor mappings, and escrow balances without relying on 

traditional centralized databases. 

B. Core Functionalities and Modules 

The operational workflow of the platform is governed by 

algorithmic modules embedded within the smart contracts: 

• Campaign Creation Module: A project creator initiates a 

campaign by invoking a creation function. The creator 

specifies immutable parameters including the campaign 

title, detailed description, target funding amount, mini- 

mum contribution threshold, and deadline. The smart con- 

tract records this data and generates a unique campaign 

identifier on the blockchain. 

• Contribution / Funding Module: Investors browse ac- 

tive campaigns and contribute digital assets (e.g., Ether or 

MATIC) using connected cryptocurrency wallets. The 

funds are not transferred directly to the creator’s personal 

wallet. Instead, the smart contract functions as an auto- 

mated escrow, securely locking the funds and mapping the 

contributed amount to the investor’s decentralized address. 

• Spending Request and Voting Module: To prevent fund 

mismanagement, the platform incorporates a milestone- 

based approval mechanism. When a creator requires 

capital, they submit a spending request specifying the 

intended purpose and recipient address. Contributors to 

the campaign are notified and granted voting rights to 

approve or reject the request. 

• Finalization and Automated Resolution: The smart 

contract automatically evaluates the voting outcome. If a 

predefined majority (e.g., greater than 50%) approves the 

request, the contract transfers the specified funds to the 

intended recipient. If the campaign fails to achieve 

• its funding target before the deadline, or if 

contributors reject a  spending request, the contract 

unlocks the es- crow and allows contributors to 

securely withdraw their investments. 

•  

 

                                    

              Fig2.System Workflow 

V. IMPLEMENTATION DETAILS 

A. Development Environment and Technology Stack 

The implementation of the decentralized application (dApp) 

requires a hybrid technology stack integrating modern web 

technologies with blockchain infrastructure. 

• Frontend: The user interface is developed using React.js 

and Next.js to ensure a responsive, dynamic, and cross- 

platform user experience. 

• Backend: Node.js is utilized for auxiliary server-side 

operations and routing where required. 

• Blockchain Development Environment: Frameworks 

such as Hardhat and Truffle are employed for compiling, 

debugging, testing, and deploying smart contracts. 

• Programming Language: Solidity is used for imple- 

menting smart contracts on the Ethereum Virtual Machine 

(EVM). 

B. Smart Contract Development 

The core business logic of the crowdfunding platform is 

implemented in Solidity, a high-level object-oriented program- 

ming language designed specifically for blockchain execution. 

The smart contracts manage critical state variables including 

minimum contribution thresholds, campaign deadlines, escrow 

balances, contributor mappings, and voting records. In certain 

implementations, standard token interfaces such as ERC-20 

may be incorporated to issue proportional digital tokens rep- 

resenting contributor stakes. 

C. Web3 Integration and Wallet Connectivity 

To bridge the traditional web interface with the decentral- 



ized blockchain network, Web3 integration libraries such as 

Web3.js or Ethers.js are used. 

MetaMask serves as the primary authentication gateway, se- 

curely managing users’ private keys locally within the 

browser. Users digitally sign transactions and authorize 

fund transfers without exposing sensitive credentials to 

centralized servers. 

Remote Procedure Call (RPC) providers such as Infura or 

Alchemy are integrated to broadcast signed transactions to 

the distributed ledger. This approach eliminates the 

necessity for users to operate a full blockchain node while 

maintaining seamless network connectivity. 

D. Off-Chain Data Storage 

Storing large multimedia assets directly on-chain is 

econom- ically inefficient due to high gas costs and network 

congestion. Therefore, the system adopts a hybrid storage 

model. 

Extensive campaign metadata—including images, videos, 

and detailed textual descriptions—is stored on the 

InterPlan- etary File System (IPFS). IPFS generates a 

unique cryp- tographic Content Identifier (CID) for each 

file. Only this lightweight hash is stored within the Solidity 

smart contract, ensuring data integrity, immutability, and 

cost efficiency. 

 

E. Testing and Testnet Deployment 

Before mainnet deployment, the smart contracts undergo 

rigorous testing and simulation. 

Automated unit testing is performed using the Mocha test- ing 

framework to verify functional correctness under various 

edge-case scenarios, including deposit handling, milestone 

approvals, and refund logic. 

The decentralized application is subsequently deployed to 

public test networks such as Goerli, Sepolia, or the Poly- 

gon Mumbai testnet. These environments allow developers 

to use simulated cryptocurrency to evaluate gas consumption, 

validate transaction flows, and ensure full end-to-end system 

stability before final deployment to the Ethereum mainnet. 

 

 

 
 

                             Fig3.web Interference 

 

 
 

                            Fig4. Login credential 

 

 

                      fig5. Create Account 

 
 

                         Fig6.Dashboard 



 
                Fig.7 KYC Verification 

 

      
                Fig8.Create Campaign 

 

 

   
                   Fig9.Campaign History 

 

 

 

 

 
 

                     Fig 10.Transcation Detail 

VI. PERFORMANCE EVALUATION 

Benchmarking results indicate: 

• Layer-1 Ethereum Gas Cost: $1.78 per transaction 

• Layer-2 Polygon Gas Cost: ¡ $0.01 

• Increased transaction throughput 

• Improved micro-investment feasibility 

VII. SECURITY ANALYSIS 

The system mitigates major vulnerabilities: 

• Reentrancy Attacks 

• Integer Overflow / Underflow 

• Access Control Exploits 

Security validation includes formal verification tools and 

unit testing frameworks. 

VIII. CONCLUSION AND FUTURE WORK 

A. Conclusion 

This study presented the design and implementation of a 

blockchain-based crowdfunding platform using Ethereum smart 

contracts. By replacing centralized intermediaries with a 

decentralized escrow mechanism, the system improves trans- 

parency, reduces administrative costs, and minimizes fraud risks. 

The integration of Layer-2 scaling solutions enhances 

transaction efficiency by lowering gas costs and increas- ing 

throughput. Additionally, security auditing mechanisms 

strengthen protection against vulnerabilities such as reentrancy 

and integer overflow attacks. Overall, the proposed architecture 

offers a secure, transparent, and scalable model for decentral- 

ized crowdfunding. 

B. Future Research Directions 

Future work can focus on: 

• AI Integration: Applying machine learning to assess 

campaign viability and detect fraud. 

• Cross-Chain Interoperability: Enabling funding across 

multiple blockchain networks. 

• Regulatory Compliance and Privacy: Incorporating 

privacy-preserving techniques such as zero-knowledge 

proofs while aligning with evolving regulations. 
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