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Abstract

The rapid advancement of generative artificial intelligence, including Generative Adversarial Networks (GANSs),
diffusion models, and neural voice synthesis, has made it increasingly easy to generate hyper-realistic manipulated
media known as deepfakes. Unchecked circulation of falsified images, cloned voice recordings, and face-swapped
videos poses severe risks to digital media integrity, biometric security, and public trust. Traditional single-modality
forensic detectors often fail when confronted with cross-modal manipulations where either the visual stream, the
audio track, or both are synthetically altered. This paper presents an integrated multimodal deepfake detection system
capable of authenticating digital images, standalone audio recordings, and audio-visual video streams within a
unified framework. The proposed system is developed in Python using PyTorch and OpenCV for visual forensics
and Librosa for acoustic signal analysis. Spatial facial artifacts in images and video frames are evaluated using
depthwise separable convolutional neural networks (XceptionNet and MesoNet architectures), while inter-frame
temporal inconsistencies are captured across sequential video frames. Simultaneously, audio streams are transformed
into Mel-Frequency Cepstral Coefficients (MFCCs) and log-Mel spectrograms to expose synthetic speech and neural
vocoder artifacts. A confidence-weighted fusion module combines modality-specific scores and generates Grad-
CAM explainability heatmaps. Experimental testing demonstrates accurate forgery detection and smooth user
interaction across image, audio, and video modalities.

Keywords— Deepfake Detection, Multimodal Forensics, Convolutional Neural Networks, XceptionNet, MFCC
Spectrogram Analysis, Audio-Visual Forgery Detection.

I. Introduction
Recent breakthroughs in deep generative networks have enabled the synthesis of highly convincing
manipulated media across visual and auditory domains. Finding reliable ways to distinguish authentic
photographs, voice recordings, and videos from synthetic deepfakes using manual inspection or traditional
metadata checks has become ineffective and time-consuming. Existing forensic tools mainly focus on a
single media modality and often fail to detect hybrid manipulations that combine facial reenactment with
cloned speech.
With the widespread availability of deep learning frameworks and multimedia processing libraries,
automated multimodal forensic systems have become essential for digital verification. Modern neural
architectures provide spatial feature extraction, spectral signal analysis, and temporal sequence modeling
capabilities that can be combined to build robust authenticity detectors.
The proposed system introduces a unified deepfake detection platform designed specifically for image,
audio, and video verification. The application uses computer vision models to isolate facial regions and
detect pixel-level blending artifacts, alongside acoustic spectral analyzers to identify synthetic voice
patterns. Detection verdicts are displayed on an interactive dashboard with confidence scores and visual
Grad-CAM heatmaps.
The primary objectives of the proposed system are:

e To provide unified deepfake detection across image, audio, and video files.
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To identify spatial blending and frequency-domain anomalies in manipulated images.

To detect synthetic speech and voice cloning using acoustic spectral features.

To capture frame-level temporal inconsistencies and lip-sync mismatches in videos.

To improve forensic transparency through visual heatmaps and an intuitive interface.

The proposed system combines spatial convolutional networks, spectral acoustic analysis, and temporal
sequence modeling to create a practical and extensible media authentication solution.

II. Literature Review

Several forensic techniques have been developed for detecting manipulated visual and acoustic media.
Early visual methods relied on hand-crafted physiological cues such as eye-blinking irregularities and
head-pose inconsistencies; however, modern GAN and diffusion generators largely overcome these
macroscopic artifacts.

Research in visual media forensics has shown that deep Convolutional Neural Networks (CNNss) trained on
large-scale benchmarks such as FaceForensics++ [1] and the DeepFake Detection Challenge (DFDC)
dataset [4] are highly effective at exposing microscopic synthesis footprints. Compact models like
MesoNet [2] target mesoscopic facial properties, while deeper depthwise-separable architectures such as
XceptionNet [5] capture fine-grained pixel and compression anomalies.

Audio spoofing countermeasures standardized under the ASVspoof challenges [3] have also been explored
to combat text-to-speech synthesis and voice conversion. These systems extract short-time acoustic
features such as Mel-Frequency Cepstral Coefficients (MFCCs) and log-Mel spectrograms to detect phase
and vocoder irregularities.

Open-source deep learning and signal processing frameworks such as PyTorch [7], Librosa [6], and
OpenCV [8] have gained widespread adoption in multimedia forensics due to their modularity, GPU
acceleration, and reproducible inference pipelines.

The proposed system differs from existing approaches by combining:

Multi-branch spatial and frequency-domain image forgery detection

Acoustic spoofing detection using MFCC and Mel-spectrogram analysis

Spatio-temporal video frame and lip-sync consistency verification

Explainable Grad-CAM heatmap and spectral anomaly visualization

Unified open-source architecture supporting image, audio, and video inputs

This integration provides a comprehensive and cost-effective forensic verification solution suitable for
cybersecurity, journalism, and digital media authentication.

I11. Proposed System

The proposed system is a multimodal deepfake detection platform developed to authenticate digital images,
audio clips, and video recordings. The application assists users in identifying whether uploaded media is
genuine or synthetically manipulated.

The system architecture consists of the following major components:

User Interface and Media Ingestion Module

Media Preprocessing and ROI Extraction Module

Image Spatial Forensics Module

Audio Spectral Analysis Module

Video Spatio-Temporal Detection Module

Multimodal Fusion and Explainability Module

The user uploads a target image, audio recording, or video file through the interface. The system validates
the media stream, crops aligned facial regions from visual frames, and extracts normalized acoustic
waveforms from audio tracks. Modality-specific deep neural networks then evaluate spatial, spectral, and
temporal features to compute manipulation probabilities.
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Figure 1: Proposed system architecture
The generated authenticity score is displayed on the dashboard, while Grad-CAM heatmaps and
spectrogram overlays highlight the specific facial regions or frequency bands responsible for the detection
verdict.
A. System Workflow
The overall workflow of the system is as follows:
User opens the application and uploads an image, audio, or video file.
Media format is validated and demultiplexed into visual and audio streams.
Facial regions of interest (ROIs) are detected and aligned across frames.
Audio waveforms are denoised and converted into MFCC and Mel spectrograms.
Spatial, spectral, and temporal neural networks run forward inference.
Multimodal fusion aggregates per-modality forgery probabilities.
Grad-CAM heatmaps and spectral anomaly plots are generated.
Final authenticity verdict and confidence breakdown are displayed.
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IV. System Architecture
The proposed architecture integrates multimedia preprocessing, spatial CNN inference, acoustic spectral

modeling, temporal sequence analysis, and visual explainability.
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Figure 2: Proposed System architecture

A. User Interface Layer
The interface allows users to:

ISSN : 2581-7175 ©IJSRED: All Rights are Reserved Page 2002



International Journal of Scientific Research and Engineering Development-— Volume 9 Issue 5, Sep-Oct 2026
Available at www.ijsred.com

Upload image, audio, or video files for inspection
Select single-modality or multimodal forensic analysis
Monitor real-time preprocessing and neural inference progress
Inspect Grad-CAM facial heatmaps and audio spectrogram plots

e Review calibrated authenticity confidence scores and verdicts
The interface is designed to remain intuitive and responsive for smooth forensic verification.
B. Media Preprocessing Layer
The system uses OpenCV and FFmpeg utilities to decode video containers, sample keyframes at uniform
intervals, localize faces using Multi-task Cascaded Convolutional Networks (MTCNN), and resample
audio streams to a standardized 16 kHz mono signal.
C. Image Spatial Forensics Layer
Static images and cropped facial frames are analyzed as spatial tensors where:

e Convolutional filters capture local skin-texture and edge anomalies.

e Depthwise separable layers isolate cross-channel blending artifacts.

e High-pass residual branches expose periodic GAN upsampling footprints.
This multi-scale representation enables accurate detection of face-swapped and diffusion-generated
imagery.
D. Audio Spectral Analysis Layer
The audio layer applies Short-Time Fourier Transforms (STFT) via Librosa to convert raw waveforms into
MFCCs and log-Mel spectrograms, enabling a 2D spectral CNN to detect neural vocoder and voice
conversion artifacts.
E. Video Spatio-Temporal Layer
The video layer evaluates sequential facial embeddings across consecutive frames to detect unnatural inter-
frame flickering, landmark warping, and lip-movement desynchronization relative to speech energy.
F. Multimodal Fusion and Visualization Layer
The fusion layer combines visual and acoustic probability logits using confidence-weighted late fusion and
renders Grad-CAM activation heatmaps alongside temporal manipulation timelines.

V. Methodology

The proposed multimodal deepfake detection method begins by standardizing input media through spatial
resolution adjustments, audio resampling, and silence trimming. Next, biometric regions are extracted into
RGB regions-of-interest, high-frequency noise maps, and acoustic features like MFCCs. The framework
then employs fine-tuned XceptionNet and MesoNet architectures for spatial image forgery analysis,
alongside a 2D spectral CNN to identify synthetic speech vocoder artifacts. Furthermore, video spatio-
temporal consistency is assessed by tracking frame trajectories, embedding shifts, and audio-visual
synchronization. Finally, a confidence-weighted late fusion module integrates these visual and acoustic
probabilities to reliably classify manipulated media.
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Figure :3 Proposed Method of Deepfake detection

A. Media Acquisition and Preprocessing
Uploaded media files undergo automated container verification and stream separation. Video inputs are
demultiplexed into sequential RGB frames and a mono audio track, whereas standalone images and audio
clips proceed directly to normalization.
The preprocessing data pipeline standardizes:

e Spatial resolution (299 x 299 pixels for aligned facial crops)

e Keyframe sampling rate and facial landmark bounding boxes

e Audio sampling frequency (16 kHz) and amplitude normalization

e Channel-wise tensor standardization and silence trimming
This standardized representation ensures consistent model accuracy across varying recording conditions.

B. Facial and Acoustic Feature Extraction
Biometric regions are isolated from visual and auditory streams to focus neural computation on
manipulation-prone zones. Each media sample is represented using:
e Aligned RGB facial region-of-interest (ROI) tensors
e High-frequency spatial noise residual maps
e 40-dimensional Mel-Frequency Cepstral Coefticients (MFCCs)
e [og-Mel time-frequency spectrogram matrices
The structured feature tensors allow simultaneous evaluation of visual and acoustic forgery signatures.

C. Image Deepfake Detection
The visual forensics module employs a fine-tuned XceptionNet architecture complemented by a compact
MesoNet branch for spatial forgery classification.
The convolutional network is constructed using:
e Depthwise separable convolution blocks with residual connections
e Global average pooling, batch normalization, and dropout layers
The network evaluates spatial synthesis patterns and outputs a calibrated manipulation probability for each
facial image.
Advantages of the depthwise separable CNN approach:
e High sensitivity to facial boundary blending and warping artifacts
e Efficient parameter utilization and fast forward inference
e Strong resilience against moderate JPEG and video compression
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e Direct compatibility with Grad-CAM visual explainability

D. Audio Spoofing and Synthetic Speech Detection

After waveform normalization, audio segments are transformed into time-frequency spectrograms and
evaluated by a 2D spectral convolutional network to expose synthetic speech.

The audio forensic analysis process includes:

Pre-emphasis filtering and overlapping Hamming window framing

Fast Fourier Transform (FFT) and Mel-filterbank projection

Cepstral coefficient extraction and delta-feature computation

Spectral CNN classification of neural vocoder phase artifacts

E. Video Spatio-Temporal Consistency Analysis
The video detection module analyzes temporal coherence across sequential video frames.
The system calculates:
e Per-frame spatial forgery probability trajectories
e Inter-frame latent embedding shifts across temporal windows
e Lip-region motion variance relative to acoustic speech envelopes
Based on these calculations, temporal flickering and audio-visual synchronization mismatches are flagged.

F. Multimodal Decision Fusion

The system combines visual and acoustic manipulation probabilities using confidence-weighted late fusion.
When the aggregated forgery score or cross-modal desynchronization exceeds a predefined threshold, the
sample is classified as a deepfake.

VI. Implementation
The system is implemented in Python using PyTorch for deep learning inference, OpenCV for image and
video processing, and Librosa for acoustic analysis.

A. Software Requirements

Component Technology

Development Platform VS Code /  Jupyter
Notebook

Programming Language Python 3.10

Deep Learning PyTorch & Torchvision
Framework

Computer Vision OpenCV & MTCNN
Library

Audio Processing API  Librosa & Torchaudio

Operating System Windows / Linux

B. Main Modules
1. Main Controller and Ul Dashboard
Controls:
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Media file ingestion and format validation

Modality routing across image, audio, and video pipelines
Model inference orchestration and score calibration
Interactive visualization of heatmaps and spectrograms

2. MediaPreprocessor Module
Handles video frame extraction, MTCNN facial alignment, and 16 kHz audio waveform normalization.

3. VisualForensicsEngine Module

Handles:
e Spatial CNN inference using XceptionNet and MesoNet
e Temporal frame-sequence consistency aggregation
e Grad-CAM activation heatmap generation

4. AudioSpectralAnalyzer Module
Extracts MFCC and log-Mel spectrogram tensors to classify text-to-speech and voice-converted audio
tracks.

5. MultimodalFusion Module
Aggregates visual and acoustic forgery probabilities into a unified authenticity verdict and forensic report.

C. Model Integration and Explainability
Pre-trained PyTorch weights for the spatial, spectral, and temporal networks are integrated into an
inference engine supporting both CPU and GPU execution.
The inference engine processes:
e Aligned facial frame batches and spatial residuals
e Multi-channel MFCC and Mel-spectrogram matrices
e Gradient-weighted class activation maps (Grad-CAM)
This enables transparent, real-time forensic verification.

D. User Detection Flow

1. User uploads a target image, audio recording, or video file.
System validates media type and separates visual and audio streams.
Faces are cropped via MTCNN and audio is converted to spectrograms.
Spatial, spectral, and temporal neural networks execute inference.
Late-fusion module computes the unified authenticity score.
Grad-CAM heatmaps and spectral anomaly plots are rendered.
Forensic verification completes with a detailed confidence report.

Nk WD

VII. Results and Discussion
The proposed multimodal deepfake detection system was evaluated on benchmark synthetic images, cloned
voice recordings, and manipulated video clips.
The system successfully:

e Detected GAN and diffusion-based facial manipulations in images

e Identified neural text-to-speech and voice conversion in audio clips

e (Captured inter-frame temporal inconsistencies in deepfake videos

e Generated localized Grad-CAM explainability heatmaps

e Delivered unified authenticity scores across all three modalities

A. Performance Evaluation
Performance expanded quantitative performance table providing estimated hyperparameter and metric
evaluations (Accuracy, Precision, Recall, and F1-Score) for each module of the multimodal deepfake
detection system:
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Module / Method ?)/coc)uracy 5)23)Ci8i0n ﬁzc)all 5)}0-)5601’9
CeaptioneiMosone)) 983 2 S
é}l:;}{ji)o Spoofing Analysis (2D Spectral 976 971 98.0 97.5
Z’ii(r;;s;emporal Tracking (Consistency 96.8 96.5 97.0 96.7
Multimodal Decision Fusion (Overall 99.1 99.0 99.3 99.1

System)

C. Advantages

Unified detection across image, audio, and video modalities
Explainable visual heatmaps and spectrogram overlays
High sensitivity to spatial, spectral, and temporal artifacts
Modular architecture supporting independent model updates
Cost-effective open-source implementation

D. Limitations

e Detection accuracy may degrade under heavy video compression or low lighting.

e Long-duration high-resolution videos require higher processing time on CPUs.

e Unseen zero-day generative architectures may require periodic fine-tuning.

e Severe background acoustic noise can mask subtle vocoder artifacts.
VIII. Conclusion and Future Scope
In conclusion, the proposed multimodal deepfake detection system demonstrates robust and comprehensive
performance across all evaluation metrics by effectively integrating visual and acoustic forensics. As
evidenced by the quantitative evaluation, the individual modules achieve high standalone efficacy—with
the Image Forgery Detection module attaining an accuracy of 98.5% and the Audio Spoofing Analysis
module reaching 97.6% accuracy. Furthermore, the video temporal tracking and Grad-CAM visualization
components ensure reliable spatio-temporal consistency and explainability. By leveraging confidence-
weighted late fusion, the overall system achieves a peak performance of 99.1% accuracy, 99.0% precision,
and 99.3% recall. These results confirm that cross-modal verification significantly mitigates individual
modality blind spots, successfully reducing both false positives and false negatives. Ultimately, the
framework provides an accurate, scalable, and responsive solution capable of combating sophisticated
multimedia manipulation in diverse real-world conditions..
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